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main.c
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*x BASHMREHFEEMNXIRG V1.0
* main.c - MXEEFEAO

*



ThaeiteR:

REMBH S EIRE NN

. EEMHEF (epo L LEMIEEHIREL)
SSAESMERL

SEATIRAS s o
AFBITRSEE

H~ W NP

TS : ARM LinuxBr AR
A HEWBLESIEE - MQTTZIFAMNTMYEHE

* X K X K X X ¥

*
~

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <signal.h>
#include <unistd.h>
#include <pthread.h>
#include <sys/epoll.h>
#include <sys/time.h>
#include <syslog.h>
#include <errno.h>

/% RRREH x/

#include "ble_manager.h"
#include "mqtt_client.h"
#include "protocol_converter.h"
#include "ring_buffer.h"
#include "offline_cache.h"
#include "device_manager.h"
#include "ota_updater.h"
#include "gateway_config.h"
#include "watchdog.h"
#include "http_server.h"

/* = @Eﬁ% S=——rr */
#define GATEWAY_VERSION "1.0.0"
#define MAX_EPOLL_EVENTS 64

#define MAIN_LOOP_TIMEOUT_MS 100

/* BTG (ESMEFRIRER0) */
static volatile int g_running = 1;

/% epo UISTHHHERRF */
static int g_epoll_fd = -1;

/* RETSohEtE */
static struct timeval g_start_time;

/*x BEHIRES */
typedef struct {

int ble_active; /* BLEARHRZHIEE */
int mgtt_connected; /*x MQTTREBEEE */
int pen_count; /*x BEEENE +/

int cache_count; /x BREFHIRRI +/

unsigned long uptime_sec;  /x BT (B) x/



unsigned long total_packets;/*x RItHERIEUIECE */
} GatewayStatus;

static GatewayStatus g_status;

/%*

* [ESLIERE

* FHIRSIGINT/SIGTERMELIMAHEIEH

*/

static void signal_handler(int signo) {

if (signo == SIGINT || signo == SIGTERM) {

syslog(LOG_INFO, "UWEIZIHES %d, HA&REH...", signo);
g_running = 0;

}
}
/%%
x EAHES IR
*/

static void setup_signals(void) {
struct sigaction sa;
memset(&sa, @, sizeof(sa));
sa.sa_handler = signal_handler;
sigemptyset(&sa.sa_mask);
sa.sa_flags = 0;

sigaction(SIGINT, &sa, NULL);
sigaction(SIGTERM, &sa, NULL);

/* RBESIGPIPE (MZZEIZUTRTEBIRATZIEL) */
signal(SIGPIPE, SIG_IGN);

/%
* WA THRERRIR
* RIRHINFZE—B&F RS

k

* @return OIS, -1%KK

*/

static int init_modules(void) {

syslog(LOG_INFO, "=== HASM* V%s S5 ===", GATEWAY_VERSION);

/*x SR MBEESHE */

if (gateway_config_load("/etc/writech/gateway.conf") !'= 0) {
syslog(LOG_WARNING, "EEE&EXMHMEHLM, FERKIAEE");
gateway_config_load_defaults();

/x S22 AT ESPX (BFBLE-MQTTEIE ER)  */
ring_buffer_init(64 x 1024); /x 64KBEHX *x/

/*x B3 YRt E%ERF (SQLite) */
if (offline_cache_init("/var/lib/writech/cache.db") != 0) {



syslog(LOG_ERR, "BLHEFMWBMENK");
return -1;

/% B4 VIABLEEIRER */

if (ble_manager_init() !'= @) {
syslog(LOG_ERR, "BLEZEIEZZ¥IAMLEN");
return -1;

/% WIR5: YIAMHMQTTER iR */
const char xmgtt_host = gateway_config_get_string("mqgtt.host", "mqtt.writech.com");
int mqtt_port = gateway_config_get_int("mqtt.port", 8883);
if (mgtt_client_init(mgtt_host, mqtt_port) !'= 0) {
syslog(LOG_ERR, "MQTTEFim#liaHLM") ;
return -1;

/% WIR6: FIIRHININERIRSR */
protocol_converter_init();

/% BT RIS REER «/
device_manager_init();

/*x S8 FIALOTAFRIELR */
ota_updater_init();

/* S VAL EITE */
watchdog_init(30); /x 30FiEBES */

/x H3R10: FEiAWebBEIETIHE */
int http_port = gateway_config_get_int("http.port", 8080);
http_server_start(http_port);

syslog(LOG_INFO, "FREER#IIaMH5TR") ;

return 0;
b
/* === === 35%{4:?@% S = */
/%%
* Bl epo LULAIFEMEZRIRAI IR TRT
*/

static int setup_epoll(void) {
g_epoll_fd = epoll_createl(0);
if (g_epoll_fd < 0) {
syslog(LOG_ERR, "epoll_createkl: %s", strerror(errno));
return -1;

/* JEMBLESHXXHHEIRTF */
int ble_fd = ble_manager_get_fd();
if (ble_fd >= 0) {
struct epoll_event ev;
ev.events = EPOLLIN;
ev.data.fd = ble_fd;
epoll_ctl(g_epoll_fd, EPOLL_CTL_ADD, ble_fd, &ev);



/* SEMMQTTE M X 4HHEIRTF */
int mgtt_fd = mqtt_client_get_fd();
if (mgtt_fd >= @) {
struct epoll_event ev;
ev.events = EPOLLIN | EPOLLOUT;
ev.data.fd = mgtt_fd;
epoll_ctl(g_epoll_fd, EPOLL_CTL_ADD, mqtt_fd, &ev);

ks
return 0;
b
/*%
* 4 iEepo 1514
*/
static void process_events(struct epoll_event xevents, int count) {
int i;
for (i = 0; i < count; i++) {
int fd = events[il.data.fd;
if (fd == ble_manager_get_fd()) {
/* BLEEUERLZE, EEHREREA */
ble_manager_process_events();
} else if (fd == mgtt_client_get_fd()) {
/* MQTTSEHLE */
if (events[i].events & EPOLLIN) {
mgtt_client_process_read();
+
if (events[i].events & EPOLLOUT) {
mgtt_client_process_write();
¥
¥
ks
)
/*%

* ERESLE (BREBHFELNT)

* RAIBAESEHIREHAYEIHR RS

*/

static void periodic_tasks(void) {
static unsigned long tick_count = 0;
tick_count++;

/¥ BRHAT IR *+/

if (tick_count % 10 == 0) {
/* IREI */
watchdog_feed();

/* BT *+/

struct timeval now;

gettimeofday(&now, NULL);

g_status.uptime_sec = now.tv_sec — g_start_time.tv_sec;

/x B5HIT IR */



if (tick_count % 50 == 0) {
/* BIIRESER +/
g_status.ble_active = ble_manager_is_active();
g_status.mqtt_connected = mqgtt_client_is_connected();
g_status.pen_count = ble_manager_get_connected_count();
g_status.cache_count = offline_cache_get_count();

/*x B30WHIT IR *+/
if (tick_count % 300 == 0) {
/* BEEBLEFHE «/
if (g_status.mqtt_connected && g_status.cache_count > 0) {
offline_cache_flush_to_mqtt();

/% MEOTAEFT */
ota_updater_check();

/x iNEER: MR XIEENBLERIE, HBIRE&ERIMQTT */
protocol_converter_process();

b

/* = IEIEE@II:EI S */
/%%

* BEARBAAERIR

*/

static void cleanup(void) {
syslog(LOG_INFO, "FH&EERE...");

http_server_stop();
watchdog_stop();
ota_updater_cleanup();
device_manager_cleanup();
mgtt_client_cleanup();
ble_manager_cleanup();
offline_cache_close();
ring_buffer_destroy();
gateway_config_free();

if (g_epoll_fd >= 0) {
close(g_epoll_fd);

b
SySlOg(LOG_INFO, V=== M;&Efi\ﬁ ===") 8
closelog();

}

/* ========== EIZ]% e e e e e e */

int main(int argc, char *argv([]) {
/* FIRRGHE */
openlog("writech-gateway", LOG_PID | LOG_NDELAY, LOG_DAEMON);

/* CE/SohETE */
gettimeofday(&g_start_time, NULL);



memset (&g_status, 0, sizeof(g_status));

/*x FEIHMESLE +/
setup_signals();

/* ¥IRHFRBERELR */

if (init_modules() != 0) {
syslog(LOG_ERR, "#ER#IIATLEM, EBE");
cleanup();
return EXIT_FAILURE;

/* &Eepoll x/

if (setup_epoll() '= 0) {
cleanup();
return EXIT_FAILURE;

/* EBMHETL +/
struct epoll_event events[MAX_EPOLL_EVENTS];
syslog(LOG_INFO, "#AFEHEMERK...");
while (g_running) {
int nfds = epoll_wait(g_epoll_fd, events, MAX_EPOLL_EVENTS,

MAIN_LOOP_TIMEOUT_MS);

if (nfds < @) {

if (errno == EINTR) continue;
syslog(LOG_ERR, "epoll_wait#iiz: %s", strerror(errno));
break;

if (nfds > 0) {
process_events(events, nfds);

periodic_tasks();

cleanup();
return EXIT_SUCCESS;

ble/

ble/ble_manager.c

/%

*x BASENREHFEEMARYE V1.0
* ble_manager.c - BLEZEiEEETHZE
*

* INREEIRAR:



* 1. EFBlueZ D-BusiEAIBLEZIRZETE
*x 2. BRABSEREAEREE (RZ60%)
* 3. GATTHRB RIS HFHEE@ANTT

* 4. BLEFUERZRWS DA

* 5. WL BEEENS

* 6. BLEERZRTME

*/

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <unistd.h>
#include <pthread.h>
#include <errno.h>
#include <syslog.h>

/* BlueZ D-BusskXf4 x/

#include <bluetooth/bluetooth.h>
#include <bluetooth/hci.h>
#include <bluetooth/hci_lib.h>

/% RRREH x/
#include "ble_manager.h"
#include "ring_buffer.h"

/x BARGEGATTRRZUUID x/
#define PEN_SERVICE_UUID ""0000ffe0—-0000-1000-8000—-00805F9b34fh"

/x EMEYEFLEUUID */
#define STROKE_CHAR_UUID "0000ffel-0000-1000-8000-00805T9b34fb"

/x EARERNEEIREE */
#define MAX_BLE_CONNECTIONS 60

/*x 3R (ZW) */
#define SCAN_INTERVAL_MS 10000

/% BEEIER (F) =/
#define RECONNECT_DELAY_SEC 5

/* BLEIREZEHEE */
typedef struct {

char mac_address[18]; /* MACHti "AA:BB:CC:DD:EE:FF" x/
char device_name[64]; /x IREBW x/

int connection_handle; /x EBRAINE *x/

int is_connected; /x EEEEE x/

int is_subscribed; /x BEEEITEEE */

int gatt_handle; /* GATTHSEEGINR */

int rssi; /* ES8BE x/

unsigned long last_data_time; /*x REWRIEIEIIATE */

int reconnect_attempts; /x EEZIHIRE */

char bound_student_id[32]; /* SERZEID *x/

} BLEDevice;



/* BLEBEZRIRT *x/
typedef struct {

int hci_dev_id; /* HCIi®EID %/

int hci_socket; /*x HCIEEF *x/

int is_scanning; /* RERIEERE x/

int is_active; /x BIEBRELTEIR */
BLEDevice devices[MAX_BLE_CONNECTIONSI; /x ig&5IER x/
int device_count; /*x EEEIREEH x/
pthread_mutex_t mutex; /x HRETEH x/
pthread_t scan_thread; /*x FMWEIE */
pthread_t recv_thread; /% BUBIERATE +/

int event_pipel2]; /*x BHBHEE */

} BLEManager;
/* e ——————= %?ﬁg% S ———————— */
static BLEManager g_ble;

/* BUEENRREBIEH */
static void (*g_data_callback)(const char xmac, const uint8_t xdata,
int len) = NULL;

/%

* #IALBLEEIRER

* FTFHCIRE, RERHWSE

*

* @return OpEIH, -1%KM

*/

int ble_manager_init(void) {
memset(&g_ble, @, sizeof(g_ble));
pthread_mutex_init(&g_ble.mutex, NULL);

/* BIEBHEMEE */

if (pipe(g_ble.event_pipe) < 0) {
syslog(LOG_ERR, "BLE: BIES=HEERM: %s", strerror(errno));
return -1;

/% FTHBRAHCIIESFERCES */

g_ble.hci_dev_id = hci_get_route(NULL);

if (g_ble.hci_dev_id < 0) {
syslog(LOG_ERR, "BLE: RILFIEFERR");
return -1;

g_ble.hci_socket = hci_open_dev(g_ble.hci_dev_id);

if (g_ble.hci_socket < 0) {
syslog(LOG_ERR, "BLE: FTFHCIi®&ZKM: %s", strerror(errno));
return -1;

g_ble.is_active = 1;

/* BEohiEEE */



pthread_create(&g_ble.scan_thread, NULL, scan_thread_func, NULL);

/* BohEEERI G +/
pthread_create(&g_ble.recv_thread, NULL, recv_thread_func, NULL);

syslog(LOG_INFO, "BLEEIE23#iA1L5eR, EEZ23ID=%d", g_ble.hci_dev_id);
return 0;

/%%

* AL TRREL

* FEEIMEMWBLERE, AMFMMNEBEAS RMEERE Bk

*/

static void xscan_thread_func(void *arg) {
(void)arg;

syslog(LOG_INFO, "BLE: 1i#&i2/=5");

while (g_ble.is_active) {
/*x MBREEREERE */
pthread_mutex_lock(&g_ble.mutex);
int current_count = g_ble.device_count;
pthread_mutex_unlock(&g_ble.mutex);

if (current_count < MAX_BLE_CONNECTIONS) {
/* PATLEFIHE */
perform_le_scan();

/x WMEFEHENIRE */
check_reconnect();

/x EERE */
usleep(SCAN_INTERVAL_MS x 1000);

syslog(LOG_INFO, "BLE: FiE&FEELE");
return NULL;

/%%

* HATBLEMRINFEIIHE

* {FRAHCI LEIESERMNIANBLERE

*/

static void perform_le_scan(void) {
/* RELEFHSE +/

uint8_t scan_type = 0x01; /x EpIHE x/
uintl16_t scan_interval = 0x0010; /*x 1EERR */
uintl6_t scan_window = 0x0010; /% FBEDO */
uint8_t own_type = 0x00; /% it x/
uint8_t filter = 0x00; /* IR x/

int ret = hci_le_set_scan_parameters(g_ble.hci_socket,
scan_type, scan_interval, scan_window, own_type, filter, 1000);



if (ret < 0) {
syslog(LOG_WARNING, "BLE: i&EIHSEEMN");
return;

/* B x/
ret = hci_le_set_scan_enable(g_ble.hci_socket, 0x01, 0x00, 1000);
if (ret < 0) {

syslog(LOG_WARNING, "BLE: BrpiIsaskm”);

return;

g_ble.is_scanning = 1;

/x FIHE3F x/

struct hci_filter flt;

hci_filter_clear(&flt);

hci_filter_set_ptype(HCI_EVENT_PKT, &flt);
hci_filter_set_event(EVT_LE_META_EVENT, &flt);
setsockopt(g_ble.hci_socket, SOL_HCI, HCI_FILTER, &flt, sizeof(flt));

/* EEAMER +/
uint8_t buf[256];
int scan_duration_ms = 3000;
int elapsed = 0;

while (elapsed < scan_duration_ms && g_ble.is_active) {
struct timeval tv;
tv.tv_sec = 0;
tv.tv_usec = 100000; /x 100msi#8RT *x/

fd_set rfds;
FD_ZERO(&rfds);
FD_SET(g_ble.hci_socket, &rfds);

ret = select(g_ble.hci_socket + 1, &rfds, NULL, NULL, &tv);
if (ret > 0) {
int len = read(g_ble.hci_socket, buf, sizeof(buf));
if (len > 0) {
process_scan_result(buf, len);

}
elapsed += 100;

/* BLERRE x/
hci_le_set_scan_enable(g_ble.hci_socket, 0x00, 0x00, 1000);
g_ble.is_scanning = 0;

/%%

* QMIBIHHER

* BT 1BE, HMEEEBAERSUUVIDMIRS

*/

static void process_scan_result(const uint8_t xdata, int len) {
if (len < 14) return;



/% FRITHCI LE MetaZSff x/
evt_le_meta_event xmeta = (evt_le_meta_event x)(data + 1 + HCI_EVENT_HDR_SIZE);
if (meta->subevent != 0x02) return; /x JE[IBEIRE */

le_advertising_info xinfo = (le_advertising_info *)(meta->data + 1);

/* IZEIMACHbIE */
char mac[18];
ba2str(&info->bdaddr, mac);

/x MERTEER +/
if (find_device_by_mac(mac) >= 0) {
return; /x BEE, BT x/

/* ME[ BHEPESE2BASRSBUIID */

if (check_service_uuid(info->data, info->length)) {
syslog(LOG_INFO, "BLE: RMBABE %s", mac);
/¥ EIERE +/
connect_device(mac);

+
b
/%
* WME EHIERE S8 2EERSUVID
*/

static int check_service_uuid(const uint8_t *ad_data, int ad_len) {
int offset = 0;
while (offset < ad_len) {
uint8_t field_len = ad_dataloffset];
if (field_len == 0) break;

uint8_t field_type = ad_dataloffset + 11;

/* 0x06 T 0x07: 128{IFRSZUUIDFIR */
if ((field_type == 0x06 || field_type == 0x07) && field_len >= 17) {
/* EERRUUID (@ft: REERBIAFTHHMEE) */
if (ad_dataloffset + 2] == OxFB &&
ad_datal[offset + 3] == 0x34 &&
ad_datal[offset + 4] == 0x9B &&
ad_dataloffset + 5] == 0Ox5F) {
return 1; /x REBAERSUUVID */

offset += field_len + 1;
¥

return 0;

/%%

* EEFIEEMACHIEAIBLEIR &

*/

static int connect_device(const char xmac) {
pthread_mutex_lock(&g_ble.mutex);



if (g_ble.device_count >= MAX_BLE_CONNECTIONS) {
pthread_mutex_unlock(&g_ble.mutex);
return -1;

/x BRTHEA */
int slot = -1;
int i;
for (i = 0; i < MAX_BLE_CONNECTIONS; i++) {
if (!'g_ble.devices[i].is_connected) {
slot = i;
break;

if (slot < @) {
pthread_mutex_unlock(&g_ble.mutex);
return -1;

/% FRHIMACHENE */
bdaddr_t bdaddr;
str2ba(mac, &bdaddr);

/x BIELEZEE x/
uintl6_t handle = 0;
int ret = hci_le_create_conn(g_ble.hci_socket,

0x0060, /* scan interval x/
0x0030, /* scan window x/

0x00, /* initiator filter x/
0x00, /* peer addr type: public *x/
bdaddr, /* peer address x/

0x00, /* own addr type x/
0x0028, /* min conn interval x/
0x0038, /* max conn interval x/
0x0000, /* latency *x/

0x002A, /* supervision timeout *x/
0x0000, /* min CE length *x/
0x0000, /* max CE length x/

&handle, 10000);

if (ret < 0) {
syslog(LOG_WARNING, "BLE: &% %s kM: %s'", mac, strerror(errno));
pthread_mutex_unlock(&g_ble.mutex);
return -1;

/* ERIZHER */

BLEDevice *dev = &g_ble.devices[slot];
strncpy(dev->mac_address, mac, sizeof(dev->mac_address) - 1);
dev->connection_handle = handle;

dev—>is_connected = 1;

dev—>reconnect_attempts = 0;

dev->last_data_time = time(NULL);

g_ble.device_count++;



pthread_mutex_unlock(&g_ble.mutex);

syslog(LOG_INFO, "BLE: BE%# %s (handle=%d, =#=%d)",
mac, handle, g_ble.device_count);

/* RIGATTARSHITHI@EEN */
discover_and_subscribe(dev);

return 0;

/%%

* RIIGATTARS HIT R E TR E ]

*/

static void discover_and_subscribe(BLEDevice xdev) {
/* EHEE: BRERSHNSEEDR */
/* EIRT P EETEMNGATTIRS RIVRIE *+/
dev—>gatt_handle = 0x0025; /* ENEBIBFFEETE */

/* SACCCOIEARTFZABEA (Af+12CCCD) */
uint8_t enable_notify[] = {0x01, 0x00};
struct bt_att_pdu pdu;

pdu.opcode = BT_ATT_OP_WRITE_REQ;
pdu.handle = dev->gatt_handle + 1;
memcpy (pdu.data, enable_notify, 2);

/% RZEATTBIEKR */
/* hci_send_cmd(...) — &t */

dev—>is_subscribed = 1;
syslog(LOG_INFO, "BLE: BTl %s HIZEMNEZN", dev->mac_address);

/%%

* BRI TR

* FFEEENHCIS M, BATGATTRAN R ETEIE

*/

static void xrecv_thread_func(void xarg) {
(void)arg;
uint8_t buf[256];

syslog(LOG_INFO, "BLE: ¥UBIZWLLIZREN");

while (g_ble.is_active) {
int len = read(g_ble.hci_socket, buf, sizeof(buf));
if (len <= 0) {
usleep(1000);
continue;

/*x FRHTHCIZE G */
uint8_t event_type = buf[1];



if (event_type == HCI_EVENT_PKT) {
/* GATTE@EHEUE */
process_gatt_notification(buf, len);

} else if (event_type == EVT_DISCONN_COMPLETE) {
/% EERETHSMS */
process_disconnect_event(buf, len);

syslog(LOG_INFO, "BLE: #UBIEWLLIZERLE");
return NULL;

}

VESS
* QMEGATTIEAN (ELEIE)
*/

static void process_gatt_notification(const uint8_t xdata, int len) {
if (len < 10) return;

/* REUERGWE x/
uintl16_t handle = datal4] | (datal5] << 8);

/x BIRIINEE */
BLEDevice *dev = find_device_by_handle(handle);
if (dev == NULL) return;

/* REVEDEIRHE */
const uint8_t *payload = data + 9;
int payload_len = len - 9;

dev->last_data_time = time(NULL);

/*x BEUEMAMEEPNX (HInINFEREEEE) +/
ring_buffer_write_with_header(dev->mac_address, payload, payload_len);

/* BARSMBEE */
if (g_data_callback) {
g_data_callback(dev->mac_address, payload, payload_len);

static int find_device_by_mac(const char *mac) {
int i;
for (i = 0; i < MAX_BLE_CONNECTIONS; i++) {
if (g_ble.devices[i].is_connected &&

strcmp(g_ble.devices[i]l.mac_address, mac) == 0) {
return i;
b
b
return -1;

static BLEDevice *find_device_by_handle(uint16_t handle) {
int i;



for (i = 0; i < MAX_BLE_CONNECTIONS; i++) {
if (g_ble.devices[il.is_connected &&
g_ble.devices[i].connection_handle == handle) {
return &g_ble.devices[il];

¥
return NULL;

static void check_reconnect(void) {
int i;
time_t now = time(NULL);
for (i = 0; i < MAX_BLE_CONNECTIONS; i++) {
BLEDevice *dev = &g_ble.devices[i];
if (!dev—>is_connected && dev—>mac_address[0] !'= '\0@'
&& dev—>reconnect_attempts < 10) {
if (now - dev->last_data_time > RECONNECT_DELAY_SEC) {
syslog(LOG_INFO, "BLE: ZRE&E %s (H%dx)",
dev—>mac_address, dev->reconnect_attempts + 1);
connect_device(dev—->mac_address);
dev->reconnect_attempts++;

int ble_manager_get_fd(void) { return g_ble.event_pipel[@]; }
int ble_manager_is_active(void) { return g_ble.is_active; }
int ble_manager_get_connected_count(void) { return g_ble.device_count; }

void ble_manager_process_events(void) {
uint8_t dummy;
read(g_ble.event_pipel[@], &dummy, 1);

void ble_manager_set_data_callback(void (xcb)(const char *, const uint8_t %, int)) {
g_data_callback = cb;

void ble_manager_cleanup(void) {
g_ble.is_active = 0;
pthread_join(g_ble.scan_thread, NULL);
pthread_join(g_ble.recv_thread, NULL);

/*x BIFFEIRE */
int i;
for (i = 0; i < MAX_BLE_CONNECTIONS; i++) {
if (g_ble.devices[il.is_connected) {
hci_disconnect(g_ble.hci_socket,
g_ble.devices[i].connection_handle, 0x13, 1000);

close(g_ble.hci_socket);
close(g_ble.event_pipel[0]);



close(g_ble.event_pipel[1]);
pthread_mutex_destroy(&g_ble.mutex);

syslog(LOG_INFO, "BLEZEIEZZEEE");

cache/

cache/offline_cache.c

/%%
BASHEEEMAEERME V1.0

offline_cache.c - BiMBE4&EFER (SQLite)

IheewRAR:

- WBMIFRREEDEIEFRMAEISQLteEUEE
- ML MREEIRFIFOINR Bahsft

- EFREEE (64VBLIR, BHAEARIBEIE)
- HiETEMRLE (CRC32)

- SEHERIESHRIRE

* X K K X X X X X X

*
~

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <stdint.h>
#include <stdbool.h>
#include <time.h>
#include <pthread.h>
#include <sys/stat.h>
#include <unistd.h>

/* BEEX */
/* BEREGFHIRERRE x/
#define CACHE_DB_PATH "/var/lib/writech/offline_cache.db"

/*x RKEFBE 64MB */
#define MAX_CACHE_SIZE_BYTES (64 x 1024 x 1024)

/* BEEFICREAKNN */
#define MAX_RECORD_SIZE 8192

/x WESESHHE */
#define RESEND_BATCH_SIZE 50

/* SRR (2R) - BREEGNSFE */
#define RESEND_INTERVAL_MS 100

/* WREEWALMEREE (FT8)  +/
#define WAL_CHECKPOINT_PAGES 1000



/x CRC-32FHKRK */

static uint32_t crc32_table[256];

static bool crc32_table_initialized = false;

/% IR

/* BEFIORIRS */

typedef enum {
CACHE_STATUS_PENDING =0, /%
CACHE_STATUS_SENDING i /%
CACHE_STATUS_SENT =2, /%
CACHE_STATUS_FAILED =3 /*

} cache_record_status_t;

/* BIFICREN */

typedef struct {
int64_t record_id; /%
char mgtt_topic[128]; /%

ERHRE */

EELRIE */
ERERIN */
RIEERW CEEIL) */

BIZEH x/
BFMQTTESE */

uint8_t payload [MAX_RECORD_SIZE]; /x JHEME */

uint32_t payload_len;
uint8_t qos;
uint32_t crc32;
time_t created_at;
int retry_count;

/*
/%
/*
/*
/*

cache_record_status_t status; /x

} cache_record_t;

/* BEREFEES x/
typedef struct {
void *db;

pthread_mutex_t mutex;

/%
/*

uinted_t total_cached; /x
uint64_t total_resent; /x
uint64_t total_evicted;/x
uint64_t current_size; /x*
bool network_up; VES
bool resending; VES
bool initialized; /*
pthread_t resend_thread; /x*

} offline_cache_t;

/*x ERBEEFIAE *x/

static offline_cache_t g_cache;

/%

VESS

* ¥HACRC-32TEHE

* {EFIEEE 802.31REZ N
*/

static void init_crc32_table(void)

{

CRC-32 &

NEEKE +/
MQTT QoSER */
EUECRCIREG */
BIEASE] */
BIREL */
EFIRE */

*/

SQLite#UEEGIR (sqlite3x) x/

HIELTEH */
SIHEFIEER +/
SITEERINER */
ZiEKIEFEE +/
HAIEEHIEE (F1)
MRS */
ERIEESE */
WIAARTE */
SUELTE x/

*/

if (crc32_table_initialized) return;

uint32_t poly = OxEDB88320;

/* IEEE 802.3R¥%ZWNz */

for (uint32_t i = 0; i < 256; i++) {

*/



uint32_t crc = i;
for (int j = 0; j < 8; j++) {
if (crc & 1) {
crc = (crc >> 1) ~ poly;
} else {
crc >>= 1;

}
}
crc32_table[i] = crc;
}
crc32_table_initialized = true;
}
/%%
* TTEEIENICRC-32RE01E
*/

static uint32_t calculate_crc32(const uint8_t *data, uint32_t length)
{
uint32_t crc = OxFFFFFFFF;

for (uint32_t i = 0; i < length; i++) {
uint8_t index = (crc ~ datali]) & OxFF;
crc = (crc >> 8) ~ crc32_table[index];

b

return crc ~ OXFFFFFFFF;
b
/ IR "
VESS

*x BIEBEREFHIRER
*x RZ5H¥: id, topic, payload, payload_len, qos, crc32, status,

* retry_count, created_at
*/

static int create_cache_tables(void)
{

const char xsql =
"CREATE TABLE IF NOT EXISTS offline_messages ("
" id INTEGER PRIMARY KEY AUTOINCREMENT,"
" topic TEXT NOT NULL,"
" payload BLOB NOT NULL,"
" payload_len INTEGER NOT NULL,"
" gos INTEGER DEFAULT 1,"
" crc32 INTEGER NOT NULL,"
" status INTEGER DEFAULT 0,"
" retry_count INTEGER DEFAULT 0,"
" created_at INTEGER NOT NULL"
II);II
"CREATE INDEX IF NOT EXISTS idx_status ON offline_messages(status);"
"CREATE INDEX IF NOT EXISTS idx_created ON offline_messages(created_at);";

printf (" [BLEF] HEERLIESQLERES:

o°

ZUFEMH\n", strlen(sql));

/% 3E: LRITEZEsqlite3_exec(g_cache.db, sql, ...) x/
/% LEAMERDIR AT */



return 0;

/%%
* TTESRIEFRIRE RN
*/
static uint64_t get_cache_file_size(void)
{
struct stat st;
if (stat(CACHE_DB_PATH, &st) == 0) {
return (uint64_t)st.st_size;
}

return 0;

/%%

* YK ERIBEFICR AR

* IR E &ERRINAYIC R ABA ISR

*/

static int evict_old_records(uint64_t target_free_bytes)
{

int evicted = 0;

/* HRE&L: FERIBREMRINAENICE */
const char *sql_sent =

"DELETE FROM offline_messages WHERE status = 2;";
printf(" [B&EE] BEEAEIER: %s\n", sql_sent);
evicted += 10; /*x RLUMIBRITEL */

/*x SREG2: MIFRIBIE24/\BTRUKMICE */

time_t cutoff = time(NULL) - 86400;

printf(" [B4%EE] BEBMICE, #IERE=%ld\n", (long)cutoff);
evicted += 5;

/*x RE&E3: WIR{NALE, RFIFOMIBRERIBRFRFICE */
if (get_cache_file_size() > MAX_CACHE_SIZE_BYTES * 9 / 10) {
printf (" [B&ERF] FEMATE, FARIBENFRIZFCE\N");
const char *sql_oldest =
"DELETE FROM offline_messages WHERE id IN "
"(SELECT id FROM offline_messages WHERE status = @ "
"ORDER BY created_at ASC LIMIT 100);";
printf (" [B&%EF] BASQL: %s\n", sql_oldest);
evicted += 100;

g_cache.total_evicted += evicted;
printf(" [BLEF] NRBKRSIKIDE, BIDEAX=%lu\n",
evicted, g_cache.total_evicted);

return evicted;

/% NHEEO */

/%
* A BELEFER
* FTFEBIESQLiteBUERE, IREWALIER



*/
int offline_cache_init(void)

{
memset (&g_cache, 0, sizeof(g_cache));
pthread_mutex_init(&g_cache.mutex, NULL);
init_crc32_table();
/* WREFERGFE +/
printf (" [BL&EF] HIBERKRIT: %s\n", CACHE_DB_PATH);
/% FTFFSQLite#tiEE (WALKEINIRAFHLIREIERE) =/
/* sqlite3_open(CACHE_DB_PATH, &g_cache.db) x/
/* IZBWAL#ET: PRAGMA journal_mode=WAL; */
/x ZBRSE: PRAGMA synchronous=NORMAL; */
printf("[E4%%E7F] SQLite WALERERBBE\n");
/*x BIEREN */
if (create_cache_tables() !'= 0) {

printf (" [B&EF] GIEREK\N");
return -1;
¥
/* BEIREEETRAIEE */
evict_old_records(0);
g_cache.network_up = true;
g_cache.initialized = true;
printf(" [B&E%F] VEHTKR, RABE=%dIMB\n",
(int) (MAX_CACHE_SIZE_BYTES / (1024 x 1024)));

return 0;

H

/%%

* BMOTTE R EFI B A UERE

* HMERTFRBAMQTTE FiniE A

*

* @param topic MQTTERR

* @param payload THERE

* @param payload_len fEKE

* @param qos QoSER

* @return 0=5szij _1=§%Eiﬁp _2=§5{$Ei‘—-r_j(

*/

int offline_cache_store(const char xtopic, const uint8_t xpayload,
uint32_t payload_len, uint8_t qos)

if (!g_cache.initialized) return -1;

if (payload_len > MAX_RECORD_SIZE) {
printf(" [B&EF] HIBETA: %u > %d\n", payload_len, MAX_RECORD_SIZE);
return -2;

pthread_mutex_lock(&g_cache.mutex);

/x WERE, LEMPKIBEE «/



if (get_cache_file_size() > MAX_CACHE_SIZE_BYTES * 85 / 100) {
evict_old_records(payload_len + 256);

/% ITECRC-321B4ME */
uint32_t crc = calculate_crc32(payload, payload_len);

/* HANEFICE */
/* INSERT INTO offline_messages (topic, payload, payload_len,
gos, crc32, status, created_at) VALUES (?, ?, ?, ?, ?, 0, ?); x/
printf(" [BL£ERF] EHE: topic=%s, len=%u, crc=0x%08X\n",
topic, payload_len, crc);

g_cache.total_cached++;
g_cache.current_size += payload_len + 128;

pthread_mutex_unlock(&g_cache.mutex);

return 0;
+
/%%
* M EREFEENEFICR
* 1ZBIRTBFIFOIRFEN L, AR RIEFIRTS
*
* @param records W CRBA
* @param max_count ®RZIRENZDE
* @return SEFRIRENAVICRE
*/

int offline_cache_fetch_pending(cache_record_t xrecords, int max_count)

{
if (!g_cache.initialized || records == NULL) return 0;
pthread_mutex_lock(&g_cache.mutex);

int count = max_count > RESEND_BATCH_SIZE ? RESEND_BATCH_SIZE : max_count;

/* SELECT * FROM offline_messages WHERE status IN (0, 3)
ORDER BY created_at ASC LIMIT ?; x/
printf(" [B&EEF] REUFEEZICRE, BKR=%d%K\n", count);

/*x JEIRERATIEFEANCAKIZR */
/* UPDATE offline_messages SET status =1
WHERE id IN (selected_ids); */

pthread_mutex_unlock(&g_cache.mutex);

/x RERBEREVEE */

return 0;
H
/*xk
* BIEFICERNARKNS
*

* @param record_id i2®&ID

* @param success =L AIERIN

*/

void offline_cache_update_status(int64_t record_id, bool success)



if (!g_cache.initialized) return;
pthread_mutex_lock(&g_cache.mutex);

if (success) {
/* RIERLIN: tRCHERESEERIFR */
/* DELETE FROM offline_messages WHERE id = ?; x/
g_cache.total_resent++;
printf(" [BXLEF] ioF #%511d Z£E/RTN, Eit=%lu\n",
(long long)record_id, g_cache.total_resent);
} else {
/¥ RIFERM: EMEIRITH, ERAFRIERS */
/* UPDATE offline_messages SET status = 3,
retry_count = retry_count + 1 WHERE id = ?; *x/
printf(" [B&EF] iBF #%11d EEERW, BEFid\n",
(long long)record_id);

pthread_mutex_unlock(&g_cache.mutex);

/%%
* SEEETEEREN
* MBME RIS EFRIBRIZE IR
*/
static void *resend_thread_func(void *arg)
{
printf(" [BLEF] SELEREB\n");

while (g_cache.initialized) {
if (!g_cache.network_up) {
/* MBRRE, HREHE x/
usleep(1000000); /x 1> *x/
continue;

cache_record_t records[RESEND_BATCH_SIZE];
int count = offline_cache_fetch_pending(records, RESEND_BATCH_SIZE);

if (count == 0) {
/* TASEREUE, FEREME +/
usleep(5000000); /x 5% x/
continue;

/% BEERIE */
for (int i = @; 1 < count; i++) {
/* IRIFCRCREM */
uint32_t calc_crc = calculate_crc32(records[i].payload,
records[i].payload_1len);
if (calc_crc '= records[il.crc32) {
printf("[B&EF] 1£x% #%11d CRCKIGKK, EF\n",
(long long)records[il.record_id);
offline_cache_update_status(records[il.record_id, true);
continue;



/% HAMQTTEFIRAIE */

/* int ret = mqgtt_client_publish(records[i]l.mqtt_topic,
records[i].payload, records[i].payload_1len,
records[i].qos); */

int ret = 0; /* fWIKEMIN */

offline_cache_update_status(records[i].record_id, (ret == 0));

/% IRHIEERER x/
usleep (RESEND_INTERVAL_MS * 1000);

printf(" [B&E7EF] &£ELEERE\n");
return NULL;

/%%

* BHWEIREEE

* MRS BohEEELkiz

*/

void offline_cache_set_network_state(bool network_up)

{
bool prev_state = g_cache.network_up;
g_cache.network_up = network_up;

if (!prev_state && network_up) {
/% MEMBTFIRE —> Bt */
printf(" [B4EF] WEMRE, BohEEELERE\n");
if (!g_cache.resending) {
g_cache.resending = true;
pthread_create(&g_cache.resend_thread, NULL,
resend_thread_func, NULL);
}
} else if (prev_state & !network_up) {
printf(" [B&EF] WA, EEEME\N");

/%%
*x RENBLEERHER
*/
void offline_cache_get_stats(uint64_t xcached, uint64_t xresent,
uint64_t xevicted, uint64_t xcurrent_bytes)

{

if (cached) xcached = g_cache.total_cached;

if (resent) xresent = g_cache.total_resent;

if (evicted) xevicted = g_cache.total_evicted;

if (current_bytes) xcurrent_bytes = g_cache.current_size;
}
/%%

* KABLEFER

* FFEEEIEER, XABIEE

*/

void offline_cache_shutdown(void)



g_cache.initialized = false;

/* FEFEEEEZRY +/

if (g_cache.resending) {
pthread_join(g_cache.resend_thread, NULL);
g_cache.resending = false;

/* KAIEE */
/* sqlite3_close(g_cache.db); */

pthread_mutex_destroy(&g_cache.mutex);

printf(" [B&EE] BxF, BITEEFE=%lu, Z{E=%lu, &LX=%lu\n",
g_cache.total_cached, g_cache.total_resent, g_cache.total_evicted);

cache/ring_buffer.c

/%%
BASHEEEMAEERME V1.0

ring_buffer.c - AEZENAEFXTI

ThaeiteR:

BEEANITHAEIX (REFEREREDR)
XFHBRERIRE CHEk+AEHER)

KA RS i AR

MEEI (RDBES)

FIHER: BA/ER/EFITE

* K K K X X K K X X X ¥
|

Fi&: BLEZIRERE - HEPX - MQTTRIZLIE

*
~

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <stdint.h>
#include <stdbool.h>
#include <pthread.h>

/% HFEENX */

/% FOANEHFXAN 2MB (AITFfiEL060, 000K EMALIR) */
#define DEFAULT_BUFFER_SIZE (2 x 1024 x 1024)

/*x BEHBRAKE */
#define MAX_MESSAGE_SIZE 4096

/x K% EE (B2t */
#define HIGH_WATERMARK_PCT 80 /x BKMIEZEHRE */
#define LOW_WATERMARK_PCT 20 /* ARKAREFE */



/% HEKEE, BTHETBERE x/

#define MSG_HEADER_MAGIC OXBEEF

/% IR */

/ %k

* SHELEN (BREEEEFAXFPRIFIL)

*x AFEMRFEEPXPIRRESILR

*/

typedef struct {
uint16_t magic; /* BEURY OXBEEF x/
uintl6_t msg_type; /x HEZRE (Z2W/EH/IRE) =/
uint32_t payload_len; /x EIIBERE */
uint32_t timestamp; /x BAREE () *x/

} _ attribute_ ((packed)) ring_msg_header_t;

/%

* FEEHRXRFITER

*/

typedef struct {
uint64_t total_write; /x RIS NHEEE */
uint64_t total_read; /x BINEEUHEE *x/
uint64_t total_dropped; /x RAEHAXHMEFRIVESE *x/
uint64_t total_bytes_in; /x EIFBANFTHE */
uint64_t total_bytes_out; /* BEIHEEFETE x/
uint32_t peak_usage; /* hERKERE (F7) */
uint32_t overflow_count; /% J@EHIREL x/

} ring_buffer_stats_t;

/ %k

* FREAPXEEN

* RFAEEIEFHEHEKE: write_posiBifread_pos&Rmim

*/

typedef struct {
uint8_t *buffer; /* BHXAFE x/
uint32_t capacity; /*x BHRXEEE */
volatile uint32_t write_pos; /% BANME (£F-EFH) */
volatile uint32_t read_pos; /% EBRAE CHEEEH) */
pthread_mutex_t mutex; /x BRY (BEFEBR) */
pthread_cond_t not_empty; /* EZHZKHTE */
pthread_cond_t not_full; /* ERFEHTZE */
ring_buffer_stats_t stats; /x RITHEE *x/
bool high_watermark; /*x S/K{iRE */
bool initialized; /* ARG */

} ring_buffer_t;

/% AEBLEEREL */

/%

* WEEPX SR ERFTH

*/
static uint32_t
{
uint32_t wp
uint32_t rp

if (wp >= rp

ring_buffer_used(const ring_buffer_t *rb)

rb—>write_pos;
= rb—>read_pos;

) {



return wp - rp;
} else {
/* BIEHERSZ */
return rb->capacity - rp + wp;

/%%

* HEEFXFIRATAF T

* MBLIFUHIBESRHESSHE/HIRSRE

*/

static uint32_t ring_buffer_free(const ring_buffer_t xrb)
{

return rb->capacity - ring_buffer_used(rb) - 1;

/%%

* BEIESANMEZEHPX  (LEEL)

* NEBRE, AREBRRZEER

*/

static void ring_write_bytes(ring_buffer_t *rb, const uint8_t xdata,
uint32_t len)

{
uint32_t wp = rb—>write_pos;
/* TTEEIEHKRENELTE */
uint32_t tail_space = rb—>capacity - wp;
if (len <= tail_space) {
/* THEG%, BIFENL +/
memcpy (rb—>buffer + wp, data, len);
} else {
/* BELOS: KBRS, BELE +/
memcpy (rb—>buffer + wp, data, tail_space);
memcpy (rb—>buffer, data + tail_space, len - tail_space);
¥
/* BEEES (EANECELGERS) */
rb—>write_pos = (wp + len) % rb->capacity;
¥
/%%

* MR XIEEVENIE (RME[EI4R)

* NERREY, HREBRREIERE

*/

static void ring_read_bytes(ring_buffer_t xrb, uint8_t *data, uint32_t len)
{

uint32_t rp = rb—->read_pos;

/* TTEEIENKRERELSLENE */
uint32_t tail_data = rb->capacity - rp;

if (len <= tail_data) {
memcpy(data, rb—>buffer + rp, len);
} else {
/* [BIZEEY */
memcpy(data, rb—>buffer + rp, tail_data);



memcpy(data + tail_data, rb->buffer, len - tail_data);

/* BFTEIEE +/
rb->read_pos = (rp + len) % rb—>capacity;

/%%

* BIRE T XEBIRE B oL

* ATFINEE S HENERKE

*/

static void ring_peek_bytes(const ring_buffer_t *rb, uint8_t x*data,
uint32_t len)

{
uint32_t rp = rb->read_pos;
uint32_t tail_data = rb->capacity - rp;
if (len <= tail_data) {
memcpy (data, rb—>buffer + rp, len);
} else {
memcpy (data, rb—>buffer + rp, tail_data);
memcpy(data + tail_data, rb—>buffer, len - tail_data);
}
¥
/%%

* MBHEFKMALRES
* SUKAIAAASE, MKANRE
*/
static void check_watermark(ring_buffer_t xrb)
{
uint32_t used = ring_buffer_used(rb);
uint32_t usage_pct = (used *x 100) / rb->capacity;

/* BEFEEISE */
if (used > rb->stats.peak_usage) {
rb—>stats.peak_usage = used;

if (!rb—>high_watermark && usage_pct >= HIGH_WATERMARK_PCT) {
rb—>high_watermark = true;
printf (" BAMEZEA] SKUSTE: ERAE=%U%S, ER=%u/%uFmH\n",
usage_pct, used, rb->capacity);
} else if (rb—>high_watermark && usage_pct <= LOW_WATERMARK_PCT)
rb—>high_watermark = false;
printf (" FAEZEM] KAMEER: FHAE=%u%%\n", usage_pct);

}
}
VES AHEO */
/%%
x BIZHAB AR E X
*

* @param capacity ZEHXE=E (F7), 0XRRKEHIKIAE2MB
* @return ZMXIEH, NULLERREM
*/



ring_buffer_t xring_buffer_create(uint32_t capacity)
{
ring_buffer_t *rb = (ring_buffer_t *)calloc(1, sizeof(ring_buffer_t));
if (rb == NULL) {
printf (" FAEZEN] REFEHEERB\N");
return NULL;

rb—>capacity = (capacity > @) ? capacity : DEFAULT_BUFFER_SIZE;
rb—>buffer = (uint8_t *)malloc(rb—>capacity);
if (rb—>buffer == NULL) {
printf (" FAMEEF] EHXAFEHEEM, FER=%uFT\n", rb—>capacity);
free(rb);
return NULL;

/* MIRHEIFRIE */

pthread_mutex_init (&rb->mutex, NULL);
pthread_cond_init(&rb—>not_empty, NULL);
pthread_cond_init (&rb->not_full, NULL);

rb—>write_pos = 0;
rb—>read_pos = 0;
rb—>high_watermark = false;
rb—>initialized = true;

memset (&rb->stats, 0, sizeof(rb->stats));

printf (" [FAEEHR] MAKRER, BE=%uFT" (%.1f MB)\n",
rb—>capacity, (float)rb—>capacity / (1024 * 1024));

return rb;

/%%

* HEMEERX, BRAAEHER

*/

void ring_buffer_destroy(ring_buffer_t xrb)

{
if (rb == NULL) return;

pthread_mutex_destroy(&rb->mutex);
pthread_cond_destroy(&rb—>not_empty);
pthread_cond_destroy(&rb—>not_full);
if (rb—>buffer) {

free(rb—>buffer);

printf (" [FEE+H] BHEEKR, BEAN=%lu, SiFE=%lu, EF=%lu\n",
rb—>stats.total_write, rb->stats.total_read,
rb—>stats.total_dropped);

free(rb);

/%x



BAN—FH BRI E R X
HEMR: [ring_msg_header_t] [payload_datal

@param rb ZhXIEH

@param msg_type EISESiY]

@param payload THE AR

@param payload_len fagKE

@return 0=p1, -1=HEEK, -2=E+KXi#H

* X K X K X X ¥

*/
int ring_buffer_write(ring_buffer_t *rb, uintl6_t msg_type,
const uint8_t *payload, uint32_t payload_len)

if (rb == NULL || !rb->initialized) return -1;

/* KMEHBAR/NBRE] */

uint32_t total_size = sizeof(ring_msg_header_t) + payload_len;

if (payload_len > MAX_MESSAGE_SIZE || total_size > rb->capacity / 2) {
return -1;

pthread_mutex_lock(&rb—>mutex);

/* HMBERIRTE */

if (ring_buffer_free(rb) < total_size) {
/¥ BHRXTEARE, EFHEE +/
rb—>stats.total_dropped++;
rb—>stats.overflow_count++;
pthread_mutex_unlock(&rb—>mutex);
return -2;

/*x MEEERk */

ring_msg_header_t header;

header.magic = MSG_HEADER_MAGIC;
header.msg_type = msg_type;
header.payload_len = payload_len;
header.timestamp = (uint32_t)time(NULL);

/* ENHERL */
ring_write_bytes(rb, (const uint8_t x)&header, sizeof(header));

/x BENHERRAH +/
if (payload_len > 0) {
ring_write_bytes(rb, payload, payload_len);

/% BRI */
rb—>stats.total_write++;
rb—>stats.total_bytes_in += total_size;

/* WBIKMUL */
check_watermark(rb);

/* BAEGHIHES +/
pthread_cond_signal(&rb—>not_empty);

pthread_mutex_unlock(&rb—>mutex);



return 0;

b

/ %k

* MIZE M XIEE—FKEE

>k

* @param rb ZPXIEE

* @param msg_type W JEEER

* @param payload me: HERHERX
* @param payload_max MFHENIXFAKE
* @param payload_len #iti: EPragiKE
* @return 0=pIf1, -1=EHXZ=, -2=HELiRR
*/

int ring_buffer_read(ring_buffer_t xrb, uint16_t *xmsg_type,
uint8_t xpayload, uint32_t payload_max,
uint32_t *payload_1len)

if (rb == NULL || !rb—>initialized) return -1;
pthread_mutex_lock(&rb—>mutex);

/* MBEBRLHEHIEE */
uint32_t available = ring_buffer_used(rb);
if (available < sizeof(ring_msg_header_t)) {
pthread_mutex_unlock(&rb—>mutex) ;
return -1;

/x FOZERL (TRoiZigs) */
ring_msg_header_t header;
ring_peek_bytes(rb, (uint8_t x)&header, sizeof(header));

/* WEESKEER */

if (header.magic !'= MSG_HEADER_MAGIC) {
/¥ HEIHR - SR —TFRIHRT—TEREEL */
rb—>read_pos = (rb->read_pos + 1) % rb->capacity;
pthread_mutex_unlock(&rb—>mutex);
return -2;

/* MBEREEHEEEURA */
uint32_t total_size = sizeof(ring_msg_header_t) + header.payload_len;
if (available < total_size) {

/* HEATE, EEEZHIE +/

pthread_mutex_unlock(&rb—>mutex);

return -1;

/x BETEEL *x/
rb—>read_pos = (rb—>read_pos + sizeof(ring_msg_header_t)) % rb—>capacity;

/* EBUER AR *+/
uint32_t read_len = header.payload_len;
if (read_len > payload_max) {

read_len = payload_max;

/* BRI RIRTTESWIE D */

uint8_t discard_buf[256];



uint32_t skip = header.payload_len - payload_max;
while (skip > 0) {
uint32_t chunk = (skip > sizeof(discard_buf)) ?
sizeof(discard_buf) : skip;
ring_read_bytes(rb, discard_buf, chunk);
skip —= chunk;

if (read_len > 0) {
ring_read_bytes(rb, payload, read_len);

/* BIHER x/
if (msg_type) *msg_type = header.msg_type;
if (payload_len) *payload_len = read_len;

/* BEGTtT x/
rb—>stats.total_read++;
rb—>stats.total_bytes_out += total_size;

/*x BERIEGNETE */
pthread_cond_signal(&rb—>not_full);

pthread_mutex_unlock(&rb—>mutex);
return 0;

/%%
* FREETXEREE DL
*/
uint32_t ring_buffer_usage_percent(const ring_buffer_t *rb)
{
if (rb == NULL || rb—>capacity == @) return 0;
return (ring_buffer_used(rb) * 100) / rb—>capacity;

/%%
* REVEAXGIHEREIA
*/
void ring_buffer_get_stats(const ring_buffer_t *rb, ring_buffer_stats_t *stats)
{
if (rb == NULL || stats == NULL) return;
memcpy (stats, &rb->stats, sizeof(ring_buffer_stats_t));

VESS
* ATEPXBELRIE
*/
void ring_buffer_flush(ring_buffer_t *rb)
{
if (rb == NULL) return;

pthread_mutex_lock(&rb—>mutex);
rb—>write_pos = 0;

rb—>read_pos = 0;
rb—>high_watermark = false;



printf (" [AFEE+H] BFE, EFHEE=%lu\n", rb->stats.total_dropped);

pthread_mutex_unlock(&rb—>mutex) ;

config/

config/gateway_config.c

/%

*x BASHESEMXEERMG V1.0

*

* gateway_config.c - ECEEIEER
3

* INREEIRAR:

* — JSONEEEXMHiEE

*x — WAWiFi/MEEE

* — MQTTRRSZRERELE

* — BLERRiES EixS4

* — DEKEIR/ B XA NEIBITSE

* — EETE@ANCE

* — BITHNEISEH (BIMQTTHIR FA)

*
~

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <stdint.h>
#include <stdbool.h>
#include <time.h>
#include <sys/stat.h>

/% BEEX */
/* BEXMHRE */

#define CONFIG_FILE_PATH "/etc/writech/gateway.json"
#define CONFIG_BACKUP_PATH "/etc/writech/gateway.json.bak"
/* BRENRAKE */

#define CONFIG_STRING_MAX 256

#define CONFIG_MAX_ITEMS 64

/x BROIAECEME */

#define DEFAULT_MQTT_PORT 8883
#define DEFAULT_HEARTBEAT_SEC 15
#define DEFAULT_BLE_SCAN_SEC 10

/*
/*
/*
/*
/*
/*
/*

MQTT TLSi®O */

OBkERR (7))  *x/

BLEFWW&EDO () x/

RAEREN +/

TREHRX AN (KB) *x/
RithEEWebik [ */

HiE2%5) (0=ERROR, 1=WARN, 2=INF0) */

#define DEFAULT_MAX_PENS 40
#define DEFAULT_BUFFER_SIZE_KB 2048
#define DEFAULT_HTTP_PORT 8080
#define DEFAULT_LOG_LEVEL 2
/¥ WL

*/

/x WMEEE */



typedef struct {

char wifi_ssid[64]; /* WiFi SSID %/
char wifi_password[64]; /*x WiFiZERg %/
bool wifi_dhcp; /* BE{ERADHCP */
char static_ip[16]; /% BERSIPHBLL */
char netmask[16]; /* FRBRS x/
char gateway_ip[16]; /* MKIP *x/

char dns_server[16]; /* DNSERES2: */

} network_config_t;

/* MQTTECE */
typedef struct {

char broker_host [CONFIG_STRING_MAX]; /*x MQTT Brokeritiit x/
uint16_t broker_port; /* MQTT Brokerim[d */

char username [64]; /* MQTTRF®& *x/

char password[64]; /* MQTTZHRS %/

char client_id[64]; /*x MQTTEFIRID */

bool use_tls; /x BERBATLS x/

char ca_cert_path[CONFIG_STRING_MAX]; /x CAIFBERZ */

char client_cert_path[CONFIG_STRING_MAX]; /* ZFIHIERIKIZ */
char client_key_path[CONFIG_STRING_MAX]; /* EFIRTAEREZ */
uintl6_t keepalive_sec; /* Keep-alive[g)[§ x/

uint8_t qos; /* BRIAQOSZHER */

} mgtt_config_t;

/* BLEECE */
typedef struct {

uint16_t scan_window_ms; /x HEEOED) */
uint16_t scan_interval_ms; /x FEER(ZW) x/
uint8_t max_connections; /x BRAREEE +/
uint16_t conn_interval_min; /x BNEIZEIRR */
uint16_t conn_interval_max; /x RAREZER */
uint16_t supervision_timeout; /x WEITEERS *x/

bool auto_reconnect; /*x BEIEE */
uint8_t reconnect_max_retries; /x RREERE */

} ble_config_t;

/* BITSHEE */
typedef struct {
uint16_t heartbeat_interval_sec; /* DO\BEEIRER */

uint32_t ring_buffer_size_kb; /x BEEEHRXAKN(KB) *x/
uint16_t http_port; /*x ZRHWEEIBHTTPIR */
uint8_t log_level; /x BEERR x/

bool compression_enabled; /* BUBEGEFX +/

bool binary_protocol; /* ZHEIINFFR +/

char log_path [CONFIG_STRING_MAX]; /x HEXMHEREZE */
uint32_t log_max_size_mb; /*x BPHEEXERAKRN */
uint8_t log_max_files; /x BEXHRKHE */

} runtime_config_t;

/* TEMXEE */
typedef struct {

char gateway_id[32]; /¥ MKME—HRIR */
char device_seriall32]; /x iR&FIIS */
uint16_t hw_version; /*x FEERRA */
network_config_t network; /x MEEE *x/

mgtt_config_t mqtt; /* MQTTECE */



ble_config_t ble; /* BLEECE */

runtime_config_t runtime; /* BITSE */
time_t last_modified; /* ERIS1EERET(E] */
uint32_t config_version; /* BERES */

} gateway_config_t;

/* BEEZEOlERINEE */
typedef void (xconfig_change_callback_t) (const char *xsection,
const gateway_config_t *config);

/* ZRECELE */

static gateway_config_t g_config;

static config_change_callback_t g_change_callback = NULL;
static bool g_config_loaded = false;

/% N E */

/%%

*x RERAEEE

* HEEENHRFESRIRERER

*/

static void set_default_config(gateway_config_t *cfg)
{

memset(cfg, @, sizeof(gateway_config_t));

/* BERER *+/
strncpy(cfg—>gateway_id, "GW-DEFAULT", sizeof(cfg—>gateway_id));
cfg—>hw_version = 0x0100;

/x WMEEINEEE */
cfg—>network.wifi_dhcp = true;
strncpy(cfg->network.dns_server, "8.8.8.8", sizeof(cfg—>network.dns_server));

/* MQTTERIAECE */

strncpy(cfg—>mqtt.broker_host, "mqgtt.writech.cn",
sizeof(cfg->mqtt.broker_host));

cfg—>mqtt.broker_port = DEFAULT_MQTT_PORT;

cfg—>mqtt.use_tls = true;

cfg—>mqgtt.keepalive_sec = 60;

cfg—>mqgtt.qos = 1;

strncpy(cfg->mqtt.ca_cert_path, "/etc/writech/certs/ca.pem",
sizeof(cfg->mqtt.ca_cert_path));

strncpy(cfg—>mgtt.client_cert_path, "/etc/writech/certs/client.pem",
sizeof(cfg->mqtt.client_cert_path));

strncpy(cfg—>mqtt.client_key_path, "/etc/writech/certs/client.key",
sizeof(cfg->mqtt.client_key_path));

/* BLERRIABCE */

cfg—>ble.scan_window_ms = 30;

cfg—>ble.scan_interval_ms = 60;

cfg—>ble.max_connections = DEFAULT_MAX_PENS;
cfg->ble.conn_interval_min = 7; /* 7.5ms (E{i[1.25ms) */
cfg—>ble.conn_interval_max = 15; /* 18.75ms *x/
cfg->ble.supervision_timeout = 400; /* 4000ms (E{i10ms) */
cfg—>ble.auto_reconnect = true;
cfg—>ble.reconnect_max_retries = 5;



/* BITSEHENAEE *+/

cfg—>runtime.heartbeat_interval_sec = DEFAULT_HEARTBEAT_SEC;

cfg—>runtime.ring_buffer_size_kb = DEFAULT_BUFFER_SIZE_KB;

cfg—>runtime.http_port = DEFAULT_HTTP_PORT;

cfg—>runtime. log_level = DEFAULT_LOG_LEVEL;

cfg—>runtime.compression_enabled = true;

cfg—>runtime.binary_protocol = false;

strncpy(cfg—>runtime. log_path, "/var/log/writech/gateway.log",
sizeof(cfg->runtime.log_path));

cfg—>runtime. log_max_size_mb = 10;

cfg—>runtime. log_max_files = 5;

cfg—>config_version = 1;
cfg->last_modified = time(NULL);

/% BEEXHEE */

/%%
* MISONECE X E
* [FAEZISONENT (T8 =7 EARE)
*/
static int load_config_from_file(const char xpath, gateway_config_t xcfg)
{
FILE xfp = fopen(path, "r");
if (fp == NULL) {
printf("[BE&] FTEITHEEXMH: %s\n", path);
return -1;

/% FREUE RN */

fseek(fp, @, SEEK_END);
long file_size = ftell(fp);
fseek(fp, 0, SEEK_SET);

if (file_size <= 0 || file_size > 65536) {
printf("[BEE] BEXHAX/NEE: sldFWH\n", file_size);
fclose(fp);
return -1;

/* iZEVISONAZE */
char xjson_str = (char *)malloc(file_size + 1);
if (json_str == NULL) {

fclose(fp);

return -1;
¥
fread(json_str, 1, file_size, fp);
json_str[file_size] = '\0';
fclose(fp);

/* ESISONREMT: EFERIREN */
/* fEtrgateway_id */
char *pos = strstr(json_str, "\"gateway_id\"");
if (pos) {
pos = strchr(pos, ':');



if (pos) {

pos = strchr(pos, '"');

if (pos) {
pos++;
char *xend = strchr(pos, '"');
if (end) {

int len = end - pos;

if (len < (int)sizeof(cfg->gateway_id)) {
strncpy(cfg->gateway_id, pos, len);
cfg->gateway_id[len] = '\0';

/% fRAMQTT broker_host x/
pos = strstr(json_str, "\"broker_host\"");

if (pos) {
pos = strchr(pos + 13, '"');
if (pos) {
pOS++;
char xend = strchr(pos, '"');
if (end) {
int len = end - pos;
if (len < (int)sizeof(cfg->mqtt.broker_host)) {
strncpy(cfg->mqtt.broker_host, pos, len);
cfg->mqtt.broker_host[len] = '\0"';
+
}
¥
ks

/* BRTAMQTT broker_port */
pos = strstr(json_str, "\"broker_port\"");
if (pos) {
pos = strchr(pos, ':');
if (pos) {
cfg—>mqgtt.broker_port = (uintl6_t)atoi(pos + 1);

/* fEfrheartbeat_interval x/
pos = strstr(json_str, "\"heartbeat_interval\"");
if (pos) {
pos = strchr(pos, ':');
if (pos) {
cfg—>runtime.heartbeat_interval_sec = (uint16_t)atoi(pos + 1);

/* fZtrmax_connections x/
pos = strstr(json_str, "\"max_connections\"");
if (pos) {
pos = strchr(pos, ':');
if (pos) {
cfg—>ble.max_connections = (uint8_t)atoi(pos + 1);



/%%

free(json_str);

printf("[EE&] EEMHKIN: gateway_id=%s, mqtt=%s:%d\n",

cfg->gateway_id, cfg->mqtt.broker_host, cfg->mqtt.broker_port);

return 0;

* R ERFRIISON (4
* BENGNXHBESR, PLEHBESHEERRA

*/

static int save_config_to_file(const char *path, const gateway_config_t *cfg)

{

char temp_path[CONFIG_STRING_MAX + 8];
snprintf(temp_path, sizeof(temp_path), "%s.tmp", path);

FILE xfp = fopen(temp_path, "w");

if (fp == NULL) {
printf("[BEE] TECIRBIGNEEXMH: %s\n", temp_path);
return -1;

/* £RRISONEEEAS */
fprintf(fp, "{\n");

fprintf(fp, " \"gateway_id\": \"%s\",\n", cfg->gateway_id);
fprintf(fp, " \"device_serial\": \"%s\",\n", cfg->device_serial);
fprintf(fp, " \"hw_version\": %u,\n", cfg—>hw_version);
fprintf(fp, " \"config_version\": %u,\n", cfg—>config_version);

/* MEELE */
fprintf(fp, " \"network\": {\n");

fprintf(fp, " \"wifi_ssid\": \"%s\",\n", cfg—>network.wifi_ssid);
fprintf(fp, " \"wifi_dhcp\": %s,\n", cfg—>network.wifi_dhcp ? "true" : "false");
fprintf(fp, " \"static_ip\": \"%s\",\n", cfg—>network.static_ip);
fprintf(fp, " \"dns_server\": \"%s\"\n", cfg—>network.dns_server);
fprintf(fp, " },\n");

/* MQTTECE */

fprintf(fp, " \"mgtt\": {\n");

fprintf(fp, " \"broker_host\": \"%s\",\n", cfg->mqtt.broker_host);
fprintf(fp, " \"broker_port\": %u,\n", cfg—>mqgtt.broker_port);

fprintf(fp, " \"use_tls\": %s,\n", cfg->mqtt.use_tls ? "true" : "false");
fprintf(fp, " \"keepalive\": %u,\n", cfg->mqtt.keepalive_sec);

fprintf(fp, " \"qos\": %u\n", cfg->mqtt.qos);

fprintf(fp, " },\n");

/* BLEEZE */

fprintf(fp, " \"ble\": {\n");

fprintf(fp, " \"max_connections\": %u,\n", cfg->ble.max_connections);
fprintf(fp, " \"scan_window_ms\": %u,\n", cfg->ble.scan_window_ms);
fprintf(fp, " \"scan_interval_ms\": %u,\n", cfg->ble.scan_interval_ms);
fprintf(fp, " \"auto_reconnect\": %s\n", cfg->ble.auto_reconnect ? "true" :

"false");



fprintf(fp, " },\n");

/* BITSE x/
fprintf(fp, " \"runtime\": {\n");

fprintf(fp, " \'"heartbeat_interval\": %u,\n", cfg-
>runtime.heartbeat_interval_sec);

fprintf(fp, " \"buffer_size_kb\": %u,\n", cfg—>runtime.ring_buffer_size_kb);

fprintf(fp, " \"http_port\": %u,\n", cfg->runtime.http_port);

fprintf(fp, " \"log_level\": %u,\n", cfg->runtime.log_level);

fprintf(fp, " \"compression\": %s\n", cfg->runtime.compression_enabled ? "true" :
"false");

fprintf(fp, " }\n");

fprintf(fp, "}\n");
fclose(fp);

/x &IERE */
rename (path, CONFIG_BACKUP_PATH);

/* RFEGAIGRXXHE */

if (rename(temp_path, path) !'= 0) {
printf("[EEE&] FE®wEEXW, M”EEH\n");
rename (CONFIG_BACKUP_PATH, path);
return -1;

printf("[EE&] BEEMRTF: %s (ARA=%u)\n", path, cfg->config_version);
return 0;

/* pHEHEO */

/%%

* YR EC EREIR

* MBREXH, EAFEWERRIARE

*/

int gateway_config_init(void)

{
/* TISERINME */
set_default_config(&g_config);

/% EIMITHEINEL *+/
if (load_config_from_file(CONFIG_FILE_PATH, &g_config) == 0) {
g_config_loaded = true;
printf("[E&] MXEINHEERINN");
} else {
/x EMMEHINE *+/
if (load_config_from_file(CONFIG_BACKUP_PATH, &g_config) == 0) {
g_config_loaded = true;
printf("[BE&] MEMXEINHEERINN");
} else {
/* ERMIAEEHRE */
printf(" [BEE&] FRAMKIAEE\N");
save_config_to_file(CONFIG_FILE_PATH, &g_config);
g_config_loaded = true;



return 0;

/%%
* FREVIZECES| A
*/
const gateway_config_t *xgateway_config_get(void)
{
return &g_config;

VESS

*x BEIMOTTEIRIES EFMEE

* fEHTISON T H B FT T RN SR ER

*/

int gateway_config_update_from_mgtt(const char xjson_payload,
uint32_t payload_len)

printf("[BEE&] WEIIHECEERM: %.*xs\n",
(payload_len > 128) ? 128 : (int)payload_len, json_payload);

/* {EFRESISONBITEFNEFER */
gateway_config_t new_config;
memcpy (&new_config, &g_config, sizeof(gateway_config_t));

/* BRATHEITE (M load_config_from_fileRIf#iTiBigE) =/
/% wun X/

new_config.config_version++;
new_config.last_modified = time(NULL);

/* (RIFEISCH */
if (save_config_to_file(CONFIG_FILE_PATH, &new_config) == 0) {
memcpy (&g_config, &new_config, sizeof(gateway_config_t));

/* BHEELTE *x/
if (g_change_callback) {
g_change_callback("mgtt_update", &g_config);

printf("[BEE] =IRECEEIMIN, HrRA=%u\n", g_config.config_version);
return 0;

return -1;

/%%
* i E T E O
*/
void gateway_config_set_callback(config_change_callback_t callback)
{
g_change_callback = callback;

/%x



* REFHBIEERI XM

*/
int gateway_config_save(void)
{
return save_config_to_file(CONFIG_FILE_PATH, &g_config);
s
device/

device/device_manager.c

/%
BASHESEEEMAXEERGE V1.0

device_manager.c - &R EMSEEER

INBEIERR:

- BLEZ&EBmMIFHS LI

- Z2EIEE (Numeric Comparisont&Ez)
- REREEEIEE (SQLitefFA M)

- REBRELINSIRIZS OBGB R

- REHEERRSRBEESEE

- RAXIF40+ZERINTEL

* K K K X X K X X X ¥

*
~

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <stdint.h>
#include <stdbool.h>
#include <time.h>
#include <pthread.h>
#include <unistd.h>

/% BEEX */

/% RANIZEHE */
#define MAX_DEVICES 64

/% DBEEBRTRTE]) () - BELRERKREIDHRANEL */
#define HEARTBEAT_TIMEOUT_SEC 30

/x REEEEEE (Both) +/
#define LOW_BATTERY_THRESHOLD 10

/* HEEEBEIBERREZ */
#define DEVICE_DB_PATH "/var/lib/writech/devices.db"

/* BEBREAKE */
#define DEVICE_NAME_MAX 64

/* REFIRWQEER (B) */
#define DEVICE_CHECK_INTERVAL 5



/%

RN

/¥ IREEE */
typedef enum {
DEVICE_TYPE_PEN

DEVICE_TYPE_CHARGER
DEVICE_TYPE_UNKNOWN

} device_type_t;

/¥ IREERIRE */
typedef enum {

DEVICE_STATE_DISCONNECTED
DEVICE_STATE_CONNECTING
DEVICE_STATE_PAIRED
DEVICE_STATE_CONNECTED
DEVICE_STATE_ACTIVE

} device_state_t;

/* HBEREN +/
typedef struct {
uint8_t
char
device_type_t
device_state_t
uint8_t
int8_t
uintl6_t
time_t
time_t
time_t
uint32_t
uint32_t
bool
bool
uint8_t
} device_info_t;

/* ISEEER */
typedef struct {
device_info_t
int
pthread_mutex_t
pthread_t
bool
bool
uint32_t
uint32_t
char
} device_manager_t;

/*x ERIZEEEIRIE */

*/

0x01,
0x02,
OxFF

/*
/*
/*

/%

-

/*
/*
/%

-

1
A W NP

mac_addr[6];

BREREE */
FERRIREE */
RARE */

CHTFF */
EE K/
BEXRIEE */
EEE x/
B (EERE)

*/

/* BLE MACHbtiE */

name [DEVICE_NAME_MAXI; /* &&&™M */

type;

state;
battery_level;
rssij;
firmware_version;
first_seen;
last_heartbeat;
last_data_time;
total_strokes;
reconnect_count;
low_battery_notified;
paired;
slot_index;

devices [MAX_DEVICES];
device_count;

mutex;
monitor_thread;
running;

scanning;
total_connected;
total_disconnects;
gateway_id[32];

static device_manager_t g_dev_mgr;

/%

[k IREER %/

/% ERIRES x/

/* BEE7DEE(0-100) */
/* {5558Z (dBm) */

/¥ BEFRRAS */

/% BIRERIIESE */

/* ERIFOBKESE */

/* ExEEIEIEUNATE] */
/* BRITETHIEE +/

/x BERE x/

/* BEEREEBEBEH */
/* BEEEX *+/

/¥ TEERRRPRUMEML +/

REFIR */
SENREHME *+/
LREREH +/
INEIIRETE +/
BITIRE */
ERIEERE */
HRITELIREE */
STHTEREL */
FREMXID */

/*
/*
/*
/%
/*
/*
/*
/*
/*

REBTE RN

/%x

*/



* MACHbiEEEE:

*/

static bool mac_equals(const uint8_t al[6], const uint8_t b[6])
{

return memcmp(a, b, 6) == 0;

/%%
* MACHBLEFEF T E8
*/
static void mac_to_str(const uint8_t mac[6], char xbuf, int buf_len)
{
snprintf(buf, buf_len, "%02X:%02X:%02X:%02X:%02X:%02X",
mac[@], mac[1], mac[2], mac[3], mac[4], mac[5]);

/%
* IRIBEMACHDIEBIIRE
* @return ®REES|, -1RTAKIKE
*/
static int find_device_by_mac(const uint8_t mac[6])
{

for (int i = 0; i < g_dev_mgr.device_count; i++) {

if (mac_equals(g_dev_mgr.devices[il.mac_addr, mac)) {

return i;
}
}
return -1;
}
/%%
* BERTRZEEAL
*/
static int find_free_slot(void)
{
if (g_dev_mgr.device_count >= MAX_DEVICES) {
return -1;
+
return g_dev_mgr.device_count;
¥
/%%
* ST HEIELRIREHN
*/
static uint32_t count_online_devices(void)
{
uint32_t count = 0;
for (int i = 0; i < g_dev_mgr.device_count; i++) {
if (g_dev_mgr.devices[i].state >= DEVICE_STATE_CONNECTED) {
count++;
}
}
return count;
}
/%%

* WMEIRE /OB



* BRIHREIEHEFERS
*/

static void check_heartbeat_timeout(void)
{

time_t now = time(NULL);

for (int i = 0; i < g_dev_mgr.device_count; i++) {
device_info_t *xdev = &g_dev_mgr.devices[il];

if (dev—>state < DEVICE_STATE_CONNECTED) {
continue; /* BEEREZIZE */
}

/% HMEOBE *x/

if (now - dev—>last_heartbeat > HEARTBEAT_TIMEOUT_SEC) {
char mac_str[20];

mac_to_str(dev->mac_addr, mac_str, sizeof(mac_str));

printf(" [IZEEE] ®E %s (%s) OB %lds, MRicHETF\n",
dev->name, mac_str,

(long) (now — dev—>last_heartbeat));

dev—>state = DEVICE_STATE_PAIRED;
g_dev_mgr.total_disconnects++;
¥

/x BERELIREITEL +/

g_dev_mgr.total_connected = count_online_devices();
s

/%

* RERBEREFREEE
*/

static void check_low_battery(void)
{

for (int i = 0; i < g_dev_mgr.device_count; i++) {
device_info_t *xdev = &g_dev_mgr.devices[il;

if (dev—>state < DEVICE_STATE_CONNECTED) {
continue;

if (dev—>battery_level <= LOW_BATTERY_THRESHOLD &&
ldev—>low_battery_notified) {

char mac_str[20];
mac_to_str(dev->mac_addr, mac_str, sizeof(mac_str));

printf("[IRFEHE] REEFE: %s (%s) BE=%0%%\n",

dev—>name, mac_str, dev->battery_level);

/* BEMQTT LIRIKEES MG */
/* mqtt_publish("gateway/{id}/alert",

"{\"type\":\"low_battery\",\"pen\":\"xx\",\"level\":N}"); *x/

dev—>low_battery_notified = true;
¥



/* BEMERFEEBAING */
if (dev—>battery_level > LOW_BATTERY_THRESHOLD + 5) {
dev—>1low_battery_notified = false;

/%%
* RBRSREEE
* EHIE OB FEREE
*/
static void *xdevice_monitor_thread(void *arg)
{
printf(" [RREE] KWRLEB\n");

while (g_dev_mgr.running) {
sleep (DEVICE_CHECK_INTERVAL);

pthread_mutex_lock(&g_dev_mgr.mutex);

check_heartbeat_timeout();
check_low_battery();

pthread_mutex_unlock(&g_dev_mgr.mutex);

printf(" [IRREE] WIRLRRE\n");
return NULL;

¥
/* pHEO */
/%%
* YA EEERR
*/
int device_manager_init(const char *gateway_id)
{

memset (&g_dev_mgr, 0, sizeof(g_dev_mgr));
strncpy(g_dev_mgr.gateway_id, gateway_id,
sizeof(g_dev_mgr.gateway_id) - 1);

pthread_mutex_init(&g_dev_mgr.mutex, NULL);
g_dev_mgr.running = true;

/% MEBEMHEREXIREIIR */
printf(" [ZEEE] M %s MEIREFIIR\n", DEVICE_DB_PATH);

/x BohEIE&TE x/
pthread_create(&g_dev_mgr.monitor_thread, NULL,
device_monitor_thread, NULL);

printf(" [RREE] ¥IBMHTHA, WX=%s, mARE=%d\n",
gateway_id, MAX_DEVICES);
return 0;



/%%

* HEBLERAMAIIAIRE

* FIMTRERNEMZE, FMEENRMEIZIR

*/

int device_manager_on_discovered(const uint8_t mac[6], const char *xname,
int8_t rssi, const uint8_t *adv_data,
uint8_t adv_len)

pthread_mutex_lock(&g_dev_mgr.mutex);

/* MBREANEBAERMEE (B EEET BIDIRG))  */
bool is_writech_pen = false;
if (adv_data !'= NULL && adv_len >= 4) {
/x BRASIEID: 0x1234 (Rfl) */
uint16_t manufacturer_id = adv_datal@] | ((uintl6_t)adv_datall]l << 8);
if (manufacturer_id == 0x1234) {
is_writech_pen = true;

if (!is_writech_pen) {
pthread_mutex_unlock(&g_dev_mgr.mutex);
return -1; /x FEATRE, R */

int idx = find_device_by_mac(mac);

if (idx >= 0) {
/* BFRNEE - BEFRSSIFIOH */
g_dev_mgr.devices[idx].rssi = rssi;
g_dev_mgr.devices[idx].last_heartbeat = time(NULL);

if (g_dev_mgr.devices[idx].state == DEVICE_STATE_DISCONNECTED ||
g_dev_mgr.devices[idx].state == DEVICE_STATE_PAIRED) {
printf("[F&EE] SHISEEHFLHEI: %s, RSSI=%d\n", name, rssi);

}

} else {

/* FMEE - RIMENREIIR */

int slot = find_free_slot();

if (slot < @) {
printf(" [RFEE] ®RBIREH, TERIMFIZE\N");
pthread_mutex_unlock(&g_dev_mgr.mutex);
return -2;

device_info_t *xdev = &g_dev_mgr.devices[slot];
memcpy (dev—>mac_addr, mac, 6);
strncpy(dev->name, name ? name : "WritechPen", DEVICE_NAME_MAX - 1);
dev—>type = DEVICE_TYPE_PEN;

dev—->state = DEVICE_STATE_DISCONNECTED;
dev—>rssi = rssi;

dev—>first_seen = time(NULL);
dev—>last_heartbeat = time(NULL);
dev—>battery_level = 100;

dev—>slot_index = (uint8_t)slot;

dev—>paired = false;



g_dev_mgr.device_count++;

char mac_str([20];

mac_to_str(mac, mac_str, sizeof(mac_str));

printf("[RREE] EUWIMEE: %s [%s] RSSI=%d\n",
dev->name, mac_str, rssi);

pthread_mutex_unlock(&g_dev_mgr.mutex);
return 0;

/%%
* BENREERIRS
*/
void device_manager_update_state(const uint8_t mac[6], device_state_t state)
{
pthread_mutex_lock(&g_dev_mgr.mutex);

int idx = find_device_by_mac(mac);

if (idx >= 0) {
device_state_t old_state = g_dev_mgr.devices[idx].state;
g_dev_mgr.devices[idx].state = state;
g_dev_mgr.devices[idx].last_heartbeat = time(NULL);

if (state == DEVICE_STATE_CONNECTED && old_state < DEVICE_STATE_CONNECTED)
g_dev_mgr.devices[idx].reconnect_count++;
printf(" [IRREE] ®E %5 S&EE (Fswx)\n",
g_dev_mgr.devices[idx].name,
g_dev_mgr.devices[idx].reconnect_count);

¥
g_dev_mgr.total_connected = count_online_devices();
}
pthread_mutex_unlock(&g_dev_mgr.mutex) ;
+
/%%
* BEFNSRBEEEER
*/

void device_manager_update_battery(const uint8_t mac[6], uint8_t level)

{

pthread_mutex_lock(&g_dev_mgr.mutex);

int idx = find_device_by_mac(mac);

if (idx >= 0) {
g_dev_mgr.devices[idx].battery_level = level;
g_dev_mgr.devices[idx].last_heartbeat = time(NULL);

pthread_mutex_unlock(&g_dev_mgr.mutex) ;

/%
* REFTBEELIZFREE (JSONE, AFMOTTIRS LIR)
*/



int device_manager_get_status_json(char xjson_buf, int buf_size)
{

pthread_mutex_lock(&g_dev_mgr.mutex);

int offset = snprintf(json_buf, buf_size,
"A\"gw\":\"%s\",\"online\":%u,\"total\":%d, \"devices\": [",
g_dev_mgr.gateway_id, g_dev_mgr.total_connected,
g_dev_mgr.device_count);

bool first = true;
for (int i = 0; i < g_dev_mgr.device_count && offset < buf_size — 128; i++) {
device_info_t xdev = &g_dev_mgr.devices[il;

if (dev->state < DEVICE_STATE_CONNECTED) continue;

char mac_str[20];

mac_to_str(dev—->mac_addr, mac_str, sizeof(mac_str));
if (!first) json_buf[offset++] = ',';

first = false;

offset += snprintf(json_buf + offset, buf_size - offset,
II{\IImac\II: Ilo/os\ll’\llname\ll: IIO/OS\"’\"bat\":O/Od'"
"\"rssi\":%d,\" fw\":%u}",
mac_str, dev—>name, dev->battery_level,
dev->rssi, dev—>firmware_version);

offset += snprintf(json_buf + offset, buf_size - offset, "1}");

pthread_mutex_unlock(&g_dev_mgr.mutex);
return offset;

H
/%%
* KHANREEIERR
*/
void device_manager_shutdown(void)
{
g_dev_mgr.running = false;
pthread_join(g_dev_mgr.monitor_thread, NULL);
/* RIFIRETIREIBUEE */
printf("[REEE] REF %d MEFEEFEIEE\n", g_dev_mgr.device_count);
pthread_mutex_destroy(&g_dev_mgr.mutex);
printf("[ZEEEE] BxH, EItENE=%u/X\n", g_dev_mgr.total_disconnects);
+
mqtt/
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#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <unistd.h>
#include <pthread.h>
#include <syslog.h>
#include <errno.h>
#include <time.h>

/* Mosquitto MQTTEE */
#include <mosquitto.h>

/% RRRETH x/
#include "mqtt_client.h"
#include "gateway_config.h"

/* MQTT QoSZ&%Z */
#define MQTT_QOS_AT_MOST_ONCE 0
#define MQTT_QOS_AT_LEAST_ONCE 1

/x MQTTIREEIRG () %/
#define MQTT_KEEPALIVE_SEC 60

/x BEEER () *x/
#define MQTT_RECONNECT_SEC 5

/x RREEER (B, BEERELR) */
#define MQTT_MAX_RECONNECT_SEC 120

/% HEMERTBETEAN */
#define PUBLISH_BATCH_SIZE 32

/* EBBIZ *+/
#define TOPIC_PREFIX "writech/gateway/"

/* = ﬁi}E%*@ = */

/* MQTTEFIRIAS */

typedef struct {
struct mosquitto *mosq; /* MosquittoSLfil x/
char gateway_id[64]; /* WXME—ID *x/



char broker_host[256]; /* BRSSERHbLE */

int broker_port; /* BRSZEIHO */
int is_connected; /x BEEEE */
int reconnect_count; /x BEERER */
pthread_mutex_t pub_mutex; /x RIE */

/* ERR */

char topic_stroke_datal128]; /x EMPBHELIRED x/
char topic_device_status[128]; /% IBERESLIRESR */
char topic_cmd_subscribe[128]; /* @< TRITHEER %/
char topic_otal[128]; /* OTAFZBEANIERE */

/* TLSIEPEEF *x/

char ca_cert_path[256]; /* CAIEF x/
char client_cert_path[256]; /*x BFUGED */
char client_key_path[256]; /* BFImFAEE */

/* Gt x/
unsigned long msgs_published;
unsigned long msgs_received;
unsigned long bytes_sent;

} MQTTState;

static MQTTState g_mqtt;
/* mLEEEL */

static void (*g_cmd_callback) (const char xtopic, const uint8_t xpayload,
int payload_len) = NULL;

/% ========== MQTTEIRREI ========== %/

/%%

* ERERLINEIR

*/

static void on_connect(struct mosquitto *mosq, void xuserdata, int rc) {
(void)userdata;

if (rc == 0) {
g_mgtt.is_connected = 1;
g_mqtt.reconnect_count = 0;
syslog(LOG_INFO, "MQTT: BE&E#EF %s:%d", g_mqtt.broker_host, g_mqtt.broker_port);

/% TTHIHEHIIESERR */
mosquitto_subscribe(mosq, NULL, g_mqtt.topic_cmd_subscribe,
MQTT_QOS_AT_LEAST_ONCE) ;

/* 1TIRIOTAFERIBAIER */
mosquitto_subscribe(mosq, NULL, g_mqtt.topic_ota, MQTT_QOS_AT_LEAST_ONCE);

/*x BRI LIRS */
publish_status("online");
} else {
syslog(LOG_ERR, "MQTT: EiZEKN, RMEFE=%d", rc);
g_mgtt.is_connected = 0;



/%%
* EIERTFEE
*/
static void on_disconnect(struct mosquitto *mosq, void *userdata, int rc) {
(void)mosq;
(void)userdata;

g_mqtt.is_connected = 0;
syslog(LOG_WARNING, "MQTT: &EHEMFF, RE=%d", rc);

/* FEERMRFE, WEEMEE *+/
if (rc '= 0) {
g_mgtt.reconnect_count++;

}
b
/%x
* HEEKERE (THENEZRREER)
*/

static void on_message(struct mosquitto *mosq, void xuserdata,
const struct mosquitto_message *msg) {
(void)mosq;
(void)userdata;

g_mqtt.msgs_received++;
syslog(LOG_DEBUG, "MQTT: UZEIEE [%s] &E=%d", msg—>topic, msg—>payloadlen);

/* DRENGLLIELEE */
if (g_cmd_callback) {
g_cmd_callback(msg—>topic, (const uint8_t *x)msg->payload, msg—>payloadlen);

/%%
* R5THEE
*/
static void on_publish(struct mosquitto *mosq, void *userdata, int mid) {
(void)mosq;
(void)userdata;
(void)mid;
g_mqtt.msgs_published++;

VeSS

* FIRHMQTTE F i

>k

* @param host MQTTARSZ:Hbilt

* @param port MQTTRRSS 2% (8883=TLS)

* @return ORI, -15KK

*/

int mqtt_client_init(const char xhost, int port) {
memset (&g_mqtt, 0, sizeof(g_mqtt));
pthread_mutex_init(&g_mqtt.pub_mutex, NULL);

strncpy(g_mqgtt.broker_host, host, sizeof(g_mqtt.broker_host) - 1);



g_mqgtt.broker_port = port;

/* EREMXID */
snprintf(g_mqtt.gateway_id, sizeof(g_mqtt.gateway_id),
"writech—-gw—%08x", (unsigned int)time(NULL));

/* WEER x/
snprintf(g_mqgtt.topic_stroke_data, sizeof(g_mqgtt.topic_stroke_data),
"%s%s/stroke", TOPIC_PREFIX, g_mqtt.gateway_id);
snprintf(g_mqtt.topic_device_status, sizeof(g_mqgtt.topic_device_status),
"%s%s/status'", TOPIC_PREFIX, g_mqtt.gateway_id);
snprintf(g_mqtt.topic_cmd_subscribe, sizeof(g_mqtt.topic_cmd_subscribe),
"%s%s/cmd/#", TOPIC_PREFIX, g_mqtt.gateway_id);
snprintf(g_mqtt.topic_ota, sizeof(g_mqtt.topic_ota),
"%s%s/ota", TOPIC_PREFIX, g_mqtt.gateway_id);

/* #iBftMosquittoE */
mosquitto_lib_init();

/* BlEMosquitto B insEfl */
g_mgtt.mosq = mosquitto_new(g_mqtt.gateway_id, true, NULL);
if (g_mgtt.mosq == NULL) {

syslog(LOG_ERR, "MQTT: BliEXEFigkl");

return -1;

/* FEMENE */

mosquitto_connect_callback_set(g_mqgtt.mosq, on_connect);
mosquitto_disconnect_callback_set(g_mgtt.mosq, on_disconnect);
mosquitto_message_callback_set(g_mgtt.mosq, on_message);
mosquitto_publish_callback_set(g_mgtt.mosq, on_publish);

/x REBREHEE (REREBANEMNEM) */
char will_payload[128];
snprintf(will_payload, sizeof(will_payload),
"{\"gatewayId\":\"%s\",\"status\":\"offline\"}", g_mgtt.gateway_id);
mosquitto_will_set(g_mgtt.mosq, g_mqtt.topic_device_status,
strlen(will_payload), will_payload, MQTT_QOS_AT_LEAST_ONCE,
true);

/* BEETLS *x/

const char *ca_cert = gateway_config_get_string("mqtt.ca_cert",
"/etc/writech/ca.pem");

const char xclient_cert = gateway_config_get_string('mqtt.client_cert",
"/etc/writech/client.pem");

const char xclient_key = gateway_config_get_string("mqgtt.client_key",
"/etc/writech/client.key");

strncpy(g_mqtt.ca_cert_path, ca_cert, sizeof(g_mgtt.ca_cert_path) - 1);
strncpy(g_mqtt.client_cert_path, client_cert, sizeof(g_mqtt.client_cert_path) - 1);
strncpy(g_mqgtt.client_key_path, client_key, sizeof(g_mqtt.client_key_path) - 1);

int tls_ret = mosquitto_tls_set(g_mgtt.mosq, ca_cert, NULL,
client_cert, client_key, NULL);
if (tls_ret !'= MOSQ_ERR_SUCCESS) {
syslog(LOG_WARNING, "MQTT: TLSECEXRW, NEERIEMBZEE");



/* REEEE */
mosquitto_reconnect_delay_set(g_mqtt.mosq, MQTT_RECONNECT_SEC,
MQTT_MAX_RECONNECT_SEC, true);

/* RiEEE x/
int ret = mosquitto_connect_async(g_mqtt.mosq, host, port, MQTT_KEEPALIVE_SEC);
if (ret != MOSQ_ERR_SUCCESS) {

syslog(LOG_ERR, "MQTT: &EEALRLEM: %s", mosquitto_strerror(ret));

return -1;

/* f2niMosquittoMRIBIAELTE */
mosquitto_loop_start(g_mgtt.mosq);

syslog(LOG_INFO, "MQTTEFim#IAMLER, MXID=%s", g_mqtt.gateway_id);

return 0;
}
/* = ﬁ&}gﬁ*ﬁ = */
/*%k
* RMEDMEIEEIMQTT
k
* @param pen_mac EMACHEHE
* @param data SE I
* @param data_len ¥UBKE
* @return ORKIN, -1REHE, -2KHRM
*/

int mqtt_publish_stroke(const char xpen_mac, const uint8_t *data, int data_len) {
if (!g_mqtt.is_connected) {
return -1;

/x MEESEMACHTZETM x/
char topic[256];
snprintf(topic, sizeof(topic), "%s/%s", g_mqtt.topic_stroke_data, pen_mac);

pthread_mutex_lock(&g_mqtt.pub_mutex);

int ret = mosquitto_publish(g_mqgtt.mosq, NULL, topic,
data_len, data, MQTT_QOS_AT_MOST_ONCE, false);

pthread_mutex_unlock(&g_mqgtt.pub_mutex);

if (ret == MOSQ_ERR_SUCCESS) {
g_mgtt.bytes_sent += data_len;
return 0;
+
syslog(LOG_WARNING, "MQTT: A&fkM: %s'", mosquitto_strerror(ret));
return -2;
b
/%%

* RIWMX/IREIRE
*/



static void publish_status(const char xstatus) {

char payload[512];

snprintf(payload, sizeof(payload),
"{\"gatewayId\":\"%s\",\"status\":\"%s\","
"\"uptime\":%lu,\"penCount\":%d,"
"\'"msgsSent\":%lu, \"msgsRecv\":%1lu}",
g_mqtt.gateway_id, status,
(unsigned long)time(NULL),
0, /* pen count to be filled x/
g_mqgtt.msgs_published,
g_mqgtt.msgs_received);

mosquitto_publish(g_mqtt.mosq, NULL, g_mqtt.topic_device_status,
strlen(payload), payload, MQTT_QOS_AT_LEAST_ONCE, true);

int mgtt_client_is_connected(void) { return g_mqgtt.is_connected; }

int mqtt_client_get_fd(void) {
return mosquitto_socket(g_mqtt.mosq);

void mqtt_client_process_read(void) {
mosquitto_loop_read(g_mqtt.mosq, 1);

void mqtt_client_process_write(void) {
mosquitto_loop_write(g_mqgtt.mosq, 1);

void mgtt_client_set_cmd_callback(void (*cb)(const char *, const uint8_t *, int)) {
g_cmd_callback = cb;
b

void mgtt_client_cleanup(void) {

if (g_mgtt.mosq) {
publish_status("offline");
mosquitto_disconnect(g_mqgtt.mosq);
mosquitto_loop_stop(g_mgtt.mosq, true);
mosquitto_destroy(g_mqgtt.mosq);

}

mosquitto_lib_cleanup();

pthread_mutex_destroy(&g_mqtt.pub_mutex);

syslog(LOG_INFO, "MQTTEFIHEEE");

ota/
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|

*
~

#include
#include
#include
#include
#include
#include
#include
#include
#include

IhEEIRAR
A/BIR5> X E 5 F+ RATL
HTTPS FHEHFH R E
RSAZ ZRIORH 1E TR B EN
TERT R
FEREW B LR
FERHE L3RR

<stdio.h>
<stdlib.h>
<string.h>
<stdint.h>
<stdbool.h>
<time.h>
<unistd.h>
<sys/stat.h>
<pthread.h>

/%

/* BHDXERE */
#define PARTITION_A_PATH
#define PARTITION_B_PATH
#define OTA_TEMP_PATH

/x EfFEHRAKRN 16MB */

#define MAX_FIRMWARE_SIZE

/x THEHORAN 64KB */
#define DOWNLOAD_CHUNK_SIZE

/x RAREIIREL */
#define MAX_DOWNLOAD_RETRIES

#define MAX_FLASH_RETRIES

/x EIEKEREEEL */
#define FIRMWARE_MAGIC

/* RSAZZKE (2048{U%%H)

#define RSA_SIGNATURE_LEN

/*

/% OTAFEIRTS */

typedef enum {
OTA_STATE_IDLE
OTA_STATE_CHECKING

OTA_STATE_DOWNLOADING

OTA_STATE_VERIFYING
OTA_STATE_FLASHING
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ota_updater.c - OTAEHIZTEFAIIER

EENX */
"/dev/mtdo" /*x AKX (EEB1THEX) */

"/dev/mtd1" /* BoX (&H/HARDX)
"/tmp/ota_firmware.bin"

(16 * 1024 x 1024)

(64 x 1024)

w

0x57524954  /x "WRIT" %/

256

e

/*
/*
/*
/%
/%

*/

=R k/
WEEF */
TEAFR x/
WEGH */
EAFlash x/

*/



OTA_STATE_REBOOTING =5, /x BEEH x/
OTA_STATE_SUCCESS =6, /x FERAIN */
OTA_STATE_FAILED =7, /% FREW x/
OTA_STATE_ROLLBACK = 8 /* EIRA *x/

} ota_state_t;

/x BEEELEN x/

typedef struct {
uint32_t magic; /* EE# FIRMWARE_MAGIC x/
uint16_t version_major; /* ERRAS */
uint16_t version_minor; /¥ IRRRAS *x/
uint16_t version_patch; /*x Bi1S */
uint16_t hw_compat; /* TEHEFRBINR +/
uint32_t firmware_size; /% BHEAERKNAELNER) */
uint32_t crc32; /% BEIERCRC-32 */
uint8_t build_datel16]; /* Y@iZHER YYYY-MM-DD */
uint8_t reserved[32]; /* (REBFEX */

uint8_t signature[RSA_SIGNATURE_LEN]; /% RSA-2048%% x/
} __attribute_ ((packed)) firmware_header_t;

/* DRIER */
typedef struct {

char path[64]; /x DXIFFERE */
uint16_t version_major; /* HBTARAS *x/

uintl6_t version_minor;
uintl6_t version_patch;

bool bootable; /* BEA5|S x/
bool verified; /% SEERMERLGET */
uint32_t crc32; /* ZXCRC */

} partition_info_t;

/x OTARR LT */
typedef struct {

ota_state_t state; /x HEPRS +/
partition_info_t part_a; /x ADXER %/
partition_info_t part_b; /* BOXIER */

int active_partition; /*x HEIEHDX 0=A, 1=B %/
char download_url[256]; /* B TFHURL */
uint32_t download_total; /* TFERRIN x/
uint32_t download_done; /x BTFERN x/

int retry_count; /x TEEIRITE */
firmware_header_t fw_header; /*x EHEKEMER */
pthread_t ota_thread; /% OTAIEEETE */
pthread_mutex_t  mutex; /% RSB */

bool running; /* BITARG */

char gateway_id[32]; /% MXID (GHELER) */

} ota_context_t;

/* 2FOTALTX */
static ota_context_t g_ota;

/* CRC-32#%3% */
VA3

* HHCRC-32R501E (5BEEFRREAEEER)

*/

static uint32_t crc32_compute(const uint8_t *xdata, uint32_t length)



uint32_t crc = OxFFFFFFFF;
uint32_t poly = OxEDB88320;

for (uint32_t i = 0; i < length; i++) {
crc ~= datalil;
for (int j = 0; j < 8; j++) {
if (crc & 1) {
crc = (crc >> 1) ~ poly;

} else {
crc >>= 1;
}
¥
¥
return crc ©~ OxXFFFFFFFF;
H
/* Bl */
/*%k

* FNEEHLERE
* MEBRW. lAS. EHRSE
*/
static bool validate_firmware_header(const firmware_header_t xheader)
{
/* WMEBEE */
if (header->magic !'= FIRMWARE_MAGIC) {
printf("[0TA] BEHEHTH: 0x%08X (HAEOx%08X)\n",
header->magic, FIRMWARE_MAGIC);
return false;

/* MBEBEGHRNSEME */

if (header—>firmware_size == 0 ||
header—>firmware_size > MAX_FIRMWARE_SIZE) {
printf("[0TA] EH#ANTI: %u=FT\n", header—>firmware_size);
return false;

*

/* HMBEEHREMRR */
/* hw_compat AMKIEMhRAAE, MELFIEERAEERES */
if (header—>hw_compat == 0) {

printf("[0TA] MEHFRBIFMRZAZ\n");

return false;

printf("[0TA] EHELRIET: vsd.%d.%d, K/N=%uFT, HEI=%s\n",
header->version_major, header->version_minor,
header->version_patch, header->firmware_size,
header—->build_date);

return true;

/%%
* IRIFRSA-2048¥F % &



* PLEEBREEHRIEARE

*/

static bool verify_firmware_signature(const firmware_header_t xheader,
const uint8_t xfirmware_body)

{
printf("[0TA] FFYIARSA-2048%FIOIE...\n");
/% TTEBEEFRSHA-256HE */
/* SHA256(firmware_body, header->firmware_size, digest) x/
/*x ERMENHIIESRE */
/* RSA_verify(NID_sha256, digest, 32, header->signature,
RSA_SIGNATURE_LEN, rsa_public_key) x/
/x F: LFRLIEFEAAOpenSSLEMbedTLSE */
printf (" [0TA] RSAZZIGIE@EIE\n");
return true;
b
/%%

* RIS TEHNE TR
* CRC-32#3% + RSAZEZRIG
*/
static bool verify_firmware_integrity(const char xfirmware_path)
{
printf("[0TA] FiaEHZEMERK: %s\n", firmware_path);

FILE xfp = fopen(firmware_path, "rb");
if (fp == NULL) {
printf("[0TA] FEFTFEMHXXMHEF\N");
return false;

/* FEENEIKER +/

firmware_header_t header;

if (fread(&header, sizeof(header), 1, fp) '= 1) {
printf (" [0TA] ZEXEHLKM\N") ;
fclose(fp);
return false;

/* BUESLER */

if (!'validate_firmware_header(&header)) {
fclose(fp);
return false;

/* EEREHAFHITECRC */
uint8_t xbody_buf = (uint8_t *x)malloc(header.firmware_size);
if (body_buf == NULL) {

fclose(fp);

return false;

size_t read_size = fread(body_buf, 1, header.firmware_size, fp);
fclose(fp);



if (read_size != header.firmware_size) {
printf(" [0TA] EHAERNALEE: EE=%zu, HEJE=%u\n",
read_size, header.firmware_size);
free(body_buf);
return false;

/* CRC-32#%56 */
uint32_t calc_crc = crc32_compute(body_buf, header.firmware_size);
if (calc_crc != header.crc32) {
printf (" [0TA] CRCIRIQLM: itE=0x%08X, HIE=0x%08X\n",
calc_crc, header.crc32);
free(body_buf);
return false;

/* RSAZZWIEE */

bool sig_ok = verify_firmware_signature(&header, body_buf);
free(body_buf);

if (sig_ok) {

memcpy (&g_ota.fw_header, &header, sizeof(header));
printf("[0TA] EH#ZEMERIREEEI\N");

}

return sig_ok;
F
/% EHSEANS T XEHE */
/%%

* BEHBEANBIRDX

* BEANFIGERBERD X

*/

static int flash_firmware_to_partition(const char *xfirmware_path,
const char *partition_path)

printf("[0TA] FRBEABEHEIDEX: %s —> %s\n",
firmware_path, partition_path);

/% B EBIREmDRX +/
printf("[0TA] ER{HEX %s ...\n", partition_path);
/* mtd_erase(partition_path) x/

/x T2 FRENEHEE */

FILE *src fopen(firmware_path, "rb");
if (src == NULL) {

return -1;
i

/* BEEEEL, (NENEBESE x/
fseek(src, sizeof(firmware_header_t), SEEK_SET);

uint8_t write_buf[4096];
uint32_t total_written = 0;



while (!feof(src)) {
size_t read_len = fread(write_buf, 1, sizeof(write_buf), src);
if (read_len == 0) break;

/* BAFlashpX */
/% mtd_write(partition_fd, write_buf, read_len) x/
total_written += read_len;

/* B256KBLIR—RENHE */
if (total_written % (256 * 1024) == 0) {
printf("[0TA] SA#E: %ukKB / %uKB\n",
total_written / 1024,
g_ota.fw_header.firmware_size / 1024);

o°

fclose(src);

printf("[0TA] BEHEBATH: SuFH\n", total_written);
return 0;

/%%

* PHREMSIS S X

* {82%BootloaderfcE, TREHMIIPX5|S

*/

static int switch_boot_partition(int target_partition)
{

const char *partition_name = (target_partition == @) ? "A" : "B";
printf("[0TA] #5525 XR: %s\n", partition_name);

/* B ABootloaderft&: iXE FXR5|ISHDKX *x/
/* nvs_set("boot_partition", target_partition) x/
/* nvs_set("boot_count", 0) -- EEEIMTEATEREN *x/

return 0;

/%%
* [ERE] E— P TEERRAS
* PIHREIRE D X
*/
static int rollback_firmware(void)
{
printf("[0TA] HITEMHELR, ®REDX%c\n",
g_ota.active_partition == 0 ? 'A' : 'B');

g_ota.state = OTA_STATE_ROLLBACK;

/* REIRDEX */
switch_boot_partition(g_ota.active_partition);

printf("[0TA] EIRER, TXRBMESXEEI\N");
return 0;



/% 0TAERFE */

/*%
* OTAFHRLEFZEREL
* RITTEN T H-RH-5 \-T%-EFRiE
*/
static void *ota_upgrade_thread(void *arg)
{
printf("[0TA] HAHKLIZEEN, URL=%s\n", g_ota.download_url);

/* MERL: TEHEH */
g_ota.state = OTA_STATE_DOWNLOADING;
printf("[0TA] MER1: FFATHEMHE...\n");

/*x {EFHTTPS THEH IR X HF */
/*x ISHFELE(E: HTTP Rangeidsk */
for (int retry = 0; retry < MAX_DOWNLOAD_RETRIES; retry++) {
/% curl_easy_perform() Sy BESEMHTTPEFiF */
printf("[0TA] THEE %d/%d, BETF&H=%u/%u=F7\n",
retry + 1, MAX_DOWNLOAD_RETRIES,
g_ota.download_done, g_ota.download_total);

/*x BEHUTEAI +/
g_ota.download_done = g_ota.download_total;
break;

if (g_ota.download_done < g_ota.download_total) {
printf("[0TA] T#HXMK, BRXZAEIXXRE\N");
g_ota.state = OTA_STATE_FAILED;
return NULL;

/% BER2: WIOEGTEM */
g_ota.state = OTA_STATE_VERIFYING;
printf("[0TA] MER2: WIREHZZEM...\n");

if (!verify_firmware_integrity(OTA_TEMP_PATH)) {
printf(" [0TA] EHMRIGKM, HIEFALK\N");
g_ota.state = OTA_STATE_FAILED;
unlink (OTA_TEMP_PATH) ;
return NULL;

/* MEE3: BEARHDEX */
g_ota.state = OTA_STATE_FLASHING;
printf("[0TA] BhER3: BABEHREHDX...\n");

/x BEBMAX (BAIFEHNDEX)  */

const char xtarget_path = (g_ota.active_partition == @) ?
PARTITION_B_PATH : PARTITION_A_PATH;
int target_idx = (g_ota.active_partition ==0) ? 1 : 0;

if (flash_firmware_to_partition(OTA_TEMP_PATH, target_path) !'= 0)
printf("[0TA] EH#BEAKK\N");
g_ota.state = OTA_STATE_FAILED;
return NULL;



/% BERd: 51§ */

printf("[0TA] FER4: 3|89 X...\n");

if (switch_boot_partition(target_idx) !'= 0) {
printf("[0TA] ZXEDREM, HATEIR\n");
rollback_firmware();
g_ota.state = OTA_STATE_FAILED;
return NULL;

/x BEBIRIS M */
unlink (OTA_TEMP_PATH) ;

/* MER5: EIRFARMIN *+/

g_ota.state = OTA_STATE_SUCCESS;

printf(" [0TA] AEMRIN! FhRA: v%d.%d.%d, FEFEFER\n",
g_ota.fw_header.version_major,
g_ota.fw_header.version_minor,
g_ota.fw_header.version_patch);

/*x BIEIMQTT EIRARER */
/* mqtt_publish("gateway/{id}/ota/result",
"{\"status\":\"success\",\"version\":\"x.y.z\"}") x/

/x IER3VEER */
printf("[0TA] 3¥WEBEHMERZ...\n");
sleep(3);

g_ota.state = OTA_STATE_REBOOTING;
/* system("reboot") x/

return NULL;

H
/* pHEO */
V£
* IR OTAFH ISR
*/
int ota_updater_init(const char xgateway_id)
{

memset(&g_ota, @, sizeof(g_ota));
strncpy(g_ota.gateway_id, gateway_id, sizeof(g_ota.gateway_id) - 1);

pthread_mutex_init(&g_ota.mutex, NULL);
g_ota.state = OTA_STATE_IDLE;

/x EEEHANEN D XER */
/* MBootloader NVSiEEY: active_partition x/
g_ota.active_partition = 0; /* BRIADTX *x/

strncpy(g_ota.part_a.path, PARTITION_A_PATH, sizeof(g_ota.part_a.path));
strncpy(g_ota.part_b.path, PARTITION_B_PATH, sizeof(g_ota.part_b.path));

printf("[0TA] #afL5ER, ZHRliEEIDX=%c\n",
g_ota.active_partition == 0 ? 'A' : 'B');



return 0;

s

/%%

* BULZOTAFER (FAMQTTa< A EA)
*/

int ota_start_upgrade(const char xfirmware_url, uint32_t expected_size)
{
if (g_ota.state != OTA_STATE_IDLE && g_ota.state != OTA_STATE_FAILED) {
printf("[0TA] AREEHITH, HBPAS=%d\n", g_ota.state);
return -1;

strncpy(g_ota.download_url, firmware_url, sizeof(g_ota.download_url) - 1);
g_ota.download_total = expected_size;

g_ota.download_done = 0;

g_ota.retry_count = 0;

g_ota.running = true;

/* BEI0TAIEE%IE */
pthread_create(&g_ota.ota_thread, NULL, ota_upgrade_thread, NULL);

printf("[0TA] ARESERBEN: %s (KN=%uKB)\n",
firmware_url, expected_size / 1024);

return 0;
b
/%%
* FRENHBIOTARSHHE
*/

void ota_get_progress(ota_state_t xstate, uint32_t *progress_pct)

{
if (state) xstate = g_ota.state;

if (progress_pct) {
if (g_ota.download_total > 0) {
*xprogress_pct = (g_ota.download_done * 100) / g_ota.download_total;
} else {
xprogress_pct = 0;

/%%
* KHAIOTAEER
*/
void ota_updater_shutdown(void)
{
g_ota.running = false;
if (g_ota.state == OTA_STATE_DOWNLOADING) {
/x FGTRERLER «/
pthread_join(g_ota.ota_thread, NULL);
}
pthread_mutex_destroy(&g_ota.mutex);
printf("[0TA] #&REXH\N");



protocol/

protocol/protocol_converter.c

/%%

* BAEHEEEMXEERG V1.0

*

* protocol_converter.c — BLEZIMQTTHXGE k&R
*

* THBELEA:

* — BLE[RIAMURRIT 0 45411 E AR

* — FENEUBRASAIMQTT JSON/ It E
* — ZIUERLBEG (EW/ RS/ EH)

* — BIEEESHEITE

*x - HERIISEES5EE

*
~

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <stdint.h>
#include <stdbool.h>
#include <time.h>
#include <math.h>

/% BESEBEN

/* BLEMIZREITIR */

#define BLE_FRAME_STROKE 0x01 /% SEWRAEARI */

#define BLE_FRAME_PAGE_TURN  0x02  /* ENTTSEMEm */

#define BLE_FRAME_PEN_STATE 0x03 /% RS (FRE/FZE) */

#define BLE_FRAME_BATTERY 0x04  /x EELRM */
#define BLE_FRAME_HEARTBEAT  0x05  /x (\Bkdil */
#define BLE_FRAME_OTA_ACK 0x06  /* OTANIRIMA */

/* MQTTHEEE %/

#define MQTT_MSG_STROKE 0x10 /x ENEIEHEE */
#define MQTT_MSG_EVENT 0x20 /*x BEHBIER */
#define MQTT_MSG_STATUS 0x30 /*x IRBFIRSHE */

#define MQTT_MSG_COMMAND_ACK 0x40 /x @{NZEEE */

/x NS ER */

#define MAX_BATCH_POINTS 64 /% BHURERARMLIRSER */
#define MAX_JSON_BUFFER 4096  /* JSONZEHFXA/N */

#define MAX_BINARY_PAYLOAD 2048  /x “#HFIAEEAKE */
#define COMPRESS_THRESHOLD 128 /* BREBOEIEEHRE(ET) */
#define SEQUENCE_NUM_MAX 65535 /* FIISHRAE */

/* CRC-16 CCITTZINZ */
#define CRC16_CCITT_POLY 0x1021

/* BLE[RtGMILZEM (SEBHMN—) */
typedef struct {
uint8_t sync_byte; /x BESFET OxAA x/



uint8_t frame_type;
uint8_t pen_id[6];
uint16_t payload_len;
uintl6_t sequence;

/*
/*
/*
*

/

iR */
ZEMACHEHE

*/

REKE */
MEHIS */
} __attribute_ ((packed)) ble_frame_header_t;

/x TFET[ERVIMRIDEN (52— */

typedef struct {

uint32_t x_coord 1 20;
uint32_t y_coord 1 20;
uintl6_t pressure : 12;
uint8_t flags 1 4;

} stroke_point_compact_t;

/* FRWBEMNERAITR */
typedef struct {

float e
float H
float pressure;

uint32_t timestamp_ms;
uint8_t pen_down;
} decoded_point_t;

/* MQTTRAZLE */
typedef struct {
char topic[128];

uint32_t payload_len;
uint8_t qos;
bool retain;
uintl6_t msg_seq;

} mgtt_message_t;

/* IhNEEREE E TR +/

typedef struct {
char gateway_id[32];
uintl6_t next_sequence;
uintl6_t last_ble_seql64];
uint32_t total_converted;
uint32_t total_dropped;
uint32_t error_count;

/*
/*
/*
/*

/*
/*
/*
/*
/*

X445 0-1048575 */
Y4445 0-1048575 */

[£H{E 0-4

PRSI */

095 */

X&4% (BK) =/

Y8R (2XK)  */

EHE (3—1 0.0-1.0) x/
EE (Z2%) *x/

EEME */

/% MQTTEER */

uint8_t payload [MAX_BINARY_PAYLOAD]; /x fAZiEuE *x/
/*x AHBKE */

/* QOSER */

/x {REBIRE */

/*x HEFIS */

bool use_binary_format;

bool compression_enabled;

} protocol_converter_ctx_t;

/* ERMINEEIRSISEH] */

/*
/*
/*
/*
/*
/*
/*
/*

MRFRIR */
T—MERFIIS */
BEREBLEFIIS (EE) */
BERIREEE x/
ERNEEHEBE */
HIRTHEL */
ERERTHBIENX */
EEBRESE */

static protocol_converter_ctx_t g_converter;

/% CRCIREE

VESS
* T8 CRC-16 CCITTARIR{E
* AT IOUFBLEMEIETZEE
*/

*/

static uint16_t crcl6_ccitt(const uint8_t xdata, uint32_t length)

{
uintl6_t crc = OxFFFF;



for (uint32_t i = 0; i < length; i++) {
crc ~= (uintl6_t)datalil << 8;
for (int j = 0; j < 8; j++) {
if (crc & 0x8000) {
crc = (crc << 1) ~ CRC16_CCITT_POLY;
} else {
crc <<= 1;

}
}
}
return crc;
b
/% BLEMfE#T */
/%*

* KHEBLEMISKBRE
* WERSFT. MEETE. ARKESEY
*/
static bool validate_ble_frame(const uint8_t *raw_data, uint32_t raw_len)
{
if (raw_len < sizeof(ble_frame_header_t) + 2) {
/* BIEKEARR (Wisk + CRC-16) %/

return false;

const ble_frame_header_t xheader = (const ble_frame_header_t *)raw_data;

/* WMBRISFT */
if (header->sync_byte != 0xAA) {
return false;

}

/* WMEMEIEE *+/

if (header—>frame_type < BLE_FRAME_STROKE | |
header—>frame_type > BLE_FRAME_OTA_ACK) {
return false;

/* MENBKESENM */

uint32_t expected_len = sizeof(ble_frame_header_t) + header->payload_len + 2;

if (expected_len > raw_len || header->payload_len > MAX_BINARY_PAYLOAD) {
return false;

}

/* CRCREG - ITEMIk+AERICRCHE EEBCRCEERR */

uint32_t data_len = sizeof(ble_frame_header_t) + header—>payload_len;
uintl6_t calc_crc = crcl6_ccitt(raw_data, data_len);

uintl6_t recv_crc = *(uintl6_t *)(raw_data + data_len);

if (calc_crc !'= recv_crc) {
g_converter.error_count++;
return false;



return true;

/%%

* FRRE7FT RBELNTNE R AR

* AREGI M R FEIB R AR IR N K

* EHEF—E0.0-1.05EH

*/

static void decode_compact_point(const uint8_t xcompact_data,
decoded_point_t *point)

{
/* MIFTHEERBHRNETER */
uint32_t raw_x = ((uint32_t)compact_datal@] << 12) |
((uint32_t)compact_datal[l] << 4) |
((compact_datal[2] >> 4) & 0Ox0F);
uint32_t raw_y = ((uint32_t)(compact_data[2] & OxOF) << 16) |
((uint32_t)compact_datal3] << 8) |
compact_datal4];
uintl6_t raw_pressure = ((uintl6_t)compact_datal[5] << 4) |
((compact_datal6] >> 4) & OxOF);
uint8_t flags = compact_datal[6] & 0xOF;
/x AiREEIR: SERBAAT - =K (DPERN0.3mm/824I)  x/
point->x = (float)raw_x * 0.3f;
point—>y = (float)raw_y * 0.3f;
/* EHEE—MHE 0.0-1.0 *x/
point—>pressure = (float)raw_pressure / 4095.0f;
/* EEMNGETlags L */
point->pen_down = (flags & 0x01) ? 1 : 0;
b
/*%

* FRITBLEZE NN A4 AR 204

* IREISEFRARIBRI BT R ENE

*/

static int parse_stroke_frame(const uint8_t *payload, uintl6_t payload_len,
decoded_point_t x*points, int max_points)

/* BMITRETFTERRE + AFTNRERE = 11577 x/
int point_size = 11;
int num_points = payload_len / point_size;

if (num_points > max_points) {

num_points = max_points;

for (int i = 0; i < num_points; i++) {
const uint8_t *point_data = payload + (i * point_size);

/* FRIBZEIFAIR +/
decode_compact_point(point_data, &pointsl[i]);



/x REETRE (NRF, 4FTEVEE) */

points[i].timestamp_ms = (uint32_t)point_datal7] |
((uint32_t)point_datal8] << 8) |
((uint32_t)point_datal9] << 16) |
((uint32_t)point_datal10] << 24);

I

return num_points;
I3
/% FINSEE */
/Hk

* MEBLEMFEIISEREE
* FRBNEOKNNESN, FLBLEEESHEUIEEE
*/
static bool is_duplicate_frame(uint8_t pen_index, uintl16_t ble_sequence)
{
if (pen_index >= 64) {
return false;

uint16_t last_seq = g_converter.last_ble_seq[pen_index];

/x ZRFEIISES: NRHFIISEIBFIISHSIECERANANEE */
if (ble_sequence == last_seq) {
g_converter.total_dropped++;
return true;

/*x BFMmEFRIIS */
g_converter.last_ble_seq[pen_index] = ble_sequence;
return false;

/%%

* PETFT—TMQTTEERSIS

* BiEEE, FARKERES

*/

static uint16_t allocate_msg_sequence(void)

{
uintl6_t seq = g_converter.next_sequence;
g_converter.next_sequence = (seq + 1) % (SEQUENCE_NUM_MAX + 1);
return seq;

/* JSON%RH5 */

/%
* A AL T ELE HRIE 0 JSONAR =X

* & {"pen_id":"xx:xx:xx","seq":N,"points": [{"x":1.2,"y":3.4,"p":0.5,"t":123},...1}

*/

static int encode_stroke_json(const char xpen_id_str,
const decoded_point_t *points, int num_points,
char xjson_buf, int buf_size)

int offset = 0;



/* JSONLER */

offset += snprintf(json_buf + offset, buf_size - offset,
POMgw\ T EN"%ss\ Y, N\ pen\ i\ "%s\ ", \"seq\ " :%u, \"ts\ " :%lu, \"pts\": [,
g_converter.gateway_id, pen_id_str,
allocate_msg_sequence(), (unsigned long)time(NULL));

/* RRBE LIRS */
for (int i = 0; i < num_points && offset < buf_size — 64; i++) {
if (i > 0) {
json_bufloffset++] = ',"';

offset += snprintf(json_buf + offset, buf_size - offset,
XA % 2, Ny N %L 2, N p\ " 1%, 3T, N\t 1%su, \"d\ " 1 %d T,
points[i].x, points[il.y, points[il.pressure,
points[i].timestamp_ms, points[il.pen_down);

/* JSONEZER */
offset += snprintf(json_buf + offset, buf_size - offset, "1}");

return offset;

/%%
* JREINEHRIZ I ISONIE
* #&z0: {"gateway_id":"xx","pen_id":"xx","event":"battery","value":85}
*/
static int encode_status_json(const char xpen_id_str,
const char xevent_type,
int value, char xjson_buf, int buf_size)

{
return snprintf(json_buf, buf_size,
II{\IIgW\II : \"O/os\" , \Ilpen\ll : \Ilo/os\ll , \Ileven.t\ll : \Ilo/os\ll , 1]
"\"value\":%d,\"ts\":%lu}",
g_converter.gateway_id, pen_id_str, event_type,
value, (unsigned long)time(NULL));
H
/* EELZESE */
/%%

* BHRLEEZE — X ZHEIEHTITIERIB LS

* HESIERET B 3 H#TE SR

* REEEEKE, BEEEXLINREFERKE

*/

static uint32_t rle_compress(const uint8_t *input, uint32_t input_len,
uint8_t s*output, uint32_t output_max)

if (input_len < COMPRESS_THRESHOLD) {
/* BIEEX/), TEHE */
memcpy (output, input, input_len);
return input_len;

uint32_t out_pos = 0;



uint32_t i = 0;

/* BNEZEIRCk */
output [out_pos++]
output [out_pos++]
output [out_pos++]
output[out_pos++]

0x52; /* 'R' — RLEARIC */

0x4C; /x 'L' *x/

(input_len >> 8) & OxFF; /*x RIAKESET *x/
input_len & OxFF; /* RIBKEMRFT */

while (i < input_len && out_pos < output_max - 3) {
uint8_t current = inputl[il;
uint32_t run_len = 1;

/* SUTEEERFT +/
while (i + run_len < input_len &&

input[i + run_len] == current &&
run_len < 255) {
run_len++;

if (run_len >= 4) {
/* RLEZRIE: BXFT + EEXRHY + B */
output[out_pos++] = OxFF; /% NATIC */
output[out_pos++] = (uint8_t)run_len;
output[out_pos++] = current;
} else {
/x BB EFESHIE */
for (uint32_t j = @0; j < run_len && out_pos < output_max; j++) {
if (current == OxFF) {
/* [RIAEIRIGIFROXFF, BEHY *x/
output[out_pos++] = OxFF;
output[out_pos++] = 0x01;
output[out_pos++] = OXFF;
} else {
output [out_pos++] = current;

i += run_len;

/* MREBEEKX, REREEIE */

if (out_pos >= input_len) {
memcpy (output, input, input_len);
return input_len;

b

return out_pos;
¥
/% BDEEIRIE D */
e

* WA EEIRER

* REMXITIR, BEFIISIBER

*/

int protocol_converter_init(const char *gateway_id, bool use_binary,



bool enable_compression)

{
memset (&g_converter, 0, sizeof(g_converter));
strncpy(g_converter.gateway_id, gateway_id,

sizeof(g_converter.gateway_id) - 1);
g_converter.use_binary_format = use_binary;
g_converter.compression_enabled = enable_compression;
g_converter.next_sequence = 1;
/* MIRHETISEIRIA */
memset (g_converter.last_ble_seq, OxFF, sizeof(g_converter.last_ble_seq));
printf(" [thiXEE#R] AT, WX=%s, Z#fl=%d, E4=%d\n",
gateway_id, use_binary, enable_compression);

return 0;

¥

/%%

* JEMACHIUEF TR R A FRERT

*/

static void mac_to_string(const uint8_t mac[6], char xstr, int str_1len)

{
snprintf(str, str_len, "%02X:%02X:%02X:%02X:%02X:%02X",
mac[0], mac[1], mac[2], mac[3], mac[4], mac[5]);

}

/%

* RO ER IR EX

* JEBLE/RIAMIFEIRAMQTTE S

*

* @param raw_ble_data BLEEKRZINERBFESEH

* @param raw_len B EIERKE

* @param pen_index EEEZERPMNES| (0-63)
* @param mqtt_msg MU BREAMQTTER
* @return 0=pgIh, -1=WFiK, -2=EEM, -3=FEHKK
*/

int convert_ble_to_mgtt(const uint8_t *raw_ble_data, uint32_t raw_len,
uint8_t pen_index, mqtt_message_t *xmqtt_msg)

/x IR IOIEBLEMT *x/

if (!validate_ble_frame(raw_ble_data, raw_len)) {
g_converter.error_count++;
return -1;

const ble_frame_header_t xheader = (const ble_frame_header_t *)raw_ble_data;
const uint8_t *payload = raw_ble_data + sizeof(ble_frame_header_t);

/x B2 FIISEE x/
if (is_duplicate_frame(pen_index, header—>sequence)) {
return -2;

/* FREVEMACHBUL TS */
char pen_id_str[20];
mac_to_string(header—>pen_id, pen_id_str, sizeof(pen_id_str));



/x HE3: RIBMESEEHAITINNERE */
char json_buf[MAX_JSON_BUFFER];
int json_len = 0;

switch (header->frame_type) {
case BLE_FRAME_STROKE: {
/* FEMAATRI > MQTTEDEIRES */
decoded_point_t points[MAX_BATCH_POINTS];
int num_points = parse_stroke_frame(payload, header->payload_1len,
points, MAX_BATCH_POINTS);

if (num_points <= 0) {
return -3;

/* ¥EMQTT Topic: pen/{gateway_id}/stroke x/
snprintf(mgtt_msg—>topic, sizeof(mqtt_msg->topic),
"pen/%s/stroke", g_converter.gateway_id);

/* ZREBJISONTaE */
json_len = encode_stroke_json(pen_id_str, points, num_points,
json_buf, sizeof(json_buf));

/* EMEAR(ERQOS 1HRIZA */
mqtt_msg->qos = 1;
mgqtt_msg->retain = false;
break;

case BLE_FRAME_PAGE_TURN: {
/% BITIEMH > MQTTEHHEE */
uint16_t page_id = payload[@] | ((uintl6_t)payload[1l] << 8);

snprintf(mgtt_msg—>topic, sizeof(mqtt_msg->topic),
"pen/%s/event", g_converter.gateway_id);

json_len = snprintf(json_buf, sizeof(json_buf),
"AVMgw\ N "%s\", \pen\t i\ "%ss\ ", \"event\" :\" page_turn\","
"\"page_id\":%u,\"ts\":%lu}",
g_converter.gateway_id, pen_id_str, page_id,
(unsigned long)time(NULL));

mgtt_msg->qos = 1;
mgtt_msg—>retain = false;
break;

case BLE_FRAME_PEN_STATE: {
/x IR - MQTTEMEHER *x/
const char *state = (payload[@] == 0x01) ? "pen_down" : "pen_up";

snprintf(mqtt_msg—>topic, sizeof(mgtt_msg—>topic),
"pen/%s/event", g_converter.gateway_id);

json_len = encode_status_json(pen_id_str, state,

payload[@], json_buf, sizeof(json_buf));



mqtt_msg->qos = 0;
mqtt_msg—>retain = false;
break;

case BLE_FRAME_BATTERY: {
/* BELRD - MOTDRSHEE */
uint8_t battery_pct = payload[0];

snprintf(mgtt_msg->topic, sizeof(mqtt_msg—>topic),
""gateway/%s/status", g_converter.gateway_id);

json_len = encode_status_json(pen_id_str, "battery",
battery_pct, json_buf, sizeof(json_buf));

/*x BEEEFEMQS 0, RIFEKR */
mqtt_msg->qos = 0;

mgtt_msg->retain = true; /x RERMEE *x/
break;

case BLE_FRAME_HEARTBEAT: {
[k DEM > EENKEELIAT, TERAEMQTT x/
/*x DEtERIREEEELE, HMUCE */

return 0;
ks
default:
return -3;
¥

/* HEA: JEISONFUBEAMQTTERAE, */
if (json_len > @ && json_len < (int)sizeof(mgtt_msg—>payload)) {
if (g_converter.compression_enabled &&
json_len > COMPRESS_THRESHOLD) {
/* EEISONTAZEL */
mgtt_msg—>payload_len = rle_compress(
(const uint8_t *)json_buf, json_len,
mqtt_msg—>payload, sizeof(mgqtt_msg—>payload));
} else {
memcpy (mqtt_msg->payload, json_buf, json_len);
mqtt_msg—>payload_len = json_len;

mqtt_msg—>msg_seq = allocate_msg_sequence();
g_converter.total_converted++;

return 0;
¥
/%%
* JRIHGMQTTar < JH S5 9 BLEZ Hi
* ZIFMOLE: OTAMK. MEEN. WHEES
*
* @param mqtt_payload MQTTEE & (ISON)
* @param payload_len RHKE



* @param ble_cmd_buf M BLEGSMIZEH

* @param buf_size ZHX AN
* @return ARKBLEGSMKE, -1=5kM
*/

int convert_mqtt_to_ble_command(const uint8_t s*mqtt_payload,
uint32_t payload_len,
uint8_t xble_cmd_buf, uint32_t buf_size)

{
/* EISISONfEMT — BEicommandFER */
const char xjson_str = (const char x)mqtt_payload;
const char xcmd_start = strstr(json_str, "\"command\":\"");
if (cmd_start == NULL) {
return -1;
b
cmd_start += strlen("\"command\":\"");
/* HEBLEGRLMIL */
ble_frame_header_t xcmd_header = (ble_frame_header_t x)ble_cmd_buf;
cmd_header—>sync_byte = 0OxAA;
cmd_header—->sequence = allocate_msg_sequence();
uint8_t *xcmd_payload = ble_cmd_buf + sizeof(ble_frame_header_t);
uintl6_t cmd_payload_len = 0;
if (strncmp(cmd_start, "ota_start", 9) == 0) {
/¥ OTAFRRBENEL */
cmd_header—>frame_type = BLE_FRAME_OTA_ACK;
cmd_payload[0] = 0x01; /% OTAFFGHRIC */
cmd_payload_len = 1;
} else if (strncmp(cmd_start, "calibrate", 9) == 0) {
/* REBRL */
cmd_header—>frame_type = BLE_FRAME_PEN_STATE;
cmd_payload[0] = 0x10; /*x RERLHE *x/
cmd_payload_len = 1;
} else {
return -1;
b
cmd_header—>payload_len = cmd_payload_1len;
/% BINCRCIREE */
uint32_t frame_len = sizeof(ble_frame_header_t) + cmd_payload_len;
uintl16_t crc = crcl6_ccitt(ble_cmd_buf, frame_len);
memcpy (ble_cmd_buf + frame_len, &crc, 2);
return frame_len + 2;
¥
/%%
* FREUMIRIREBERITER
*/

void protocol_converter_get_stats(uint32_t sxconverted,
uint32_t *xdropped,
uint32_t xerrors)



if (converted) xconverted = g_converter.total_converted;
if (dropped) *xdropped = g_converter.total_dropped;

if (errors) *errors = g_converter.error_count;
}
VESS
* BB
*/
void protocol_converter_reset_stats(void)
{

g_converter.total_converted = 0;
g_converter.total_dropped = 0;
g_converter.error_count = 0;
printf(" [1M¥E#k] FHTHEZEE\n");



