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main.cpp

/%

* BASHEERENEVEHTERY V1.0
* ERFAD - BNELETERSENS EE

*

* MIAMIEIES|E, BEER, REEE, BIEEFRA
* 1BITTARM/x86E N &FEMH, HHNPU/GPUINRRIR

*/

#include <iostream>



#include
#include
#include
#include
#include
#include
#include
#include
#include

<string>
<vector>
<memory>
<thread>
<chrono>
<csignal>
<atomic>
<mutex>
<functional>

// RIAERAEFREGE
class InferenceEngine;
class ModelManager;
class GrpcServer;
class MqgttReporter;
class SystemMonitor;
class OfflineCache;
class ClusterManager;
class OtaManager;

//

/! REGBITIRESHRE
static std::atomic<bool> g_running(true);
// REEnheTEIE
static std::chrono::steady_clock::time_point g_start_time;

/%%

* (5SS IRREN
* $EWSIGINT/SIGTERMIE SIS XAREFRE

*/

ERRSEE

void signal_handler(int signum) {

std::cout << "[Main] #EUWENIFS " << signum << ", HEBMHEXA..." << std
g_running.store(false);

//

/%

* BhEzREkE
* MEEEXHHIMEEZEEINFTITEH

*/

struct EdgeBoxConfig {

REEE

/1 BREER

std::string device_id; // BEE—FIIS
std::string device_name; // REBMR
std::string firmware_version; // BEFRRA

// 9RPCERSBELE (5MXEIERE)
std::string grpc_listen_addr = "0.0.0.0:50052";

int grpc_max_connections = 100; /! BARFRIEER
bool grpc_enable_tls = true; // BEmMTLSIXEIAULE

// MQTTEEE (5TmRESED)

std::string mqtt_broker_url = "ssl://mqtt.writech.com:8883";
std::string mqtt_client_id;

int mqtt_keepalive_s = 60; // OEEERR

::endl;



// HIES|EEE
std::string models_dir = "/opt/models";
std::string inference_device = "npu"; // ¥#3IEi&%&: npu / gpu / cpu

int max_batch_size = 16; // BRAHEIEHEAN

int inference_timeout_ms = 500; // BREIBEE (ZF)
// EBRE

bool enable_cluster = true; // BRZEHEEHER
int mdns_port = 5353; // mMDNSARSS &m0l

// BEREGFRE
std::string cache_db_path = "/var/lib/writech/cache.db";
int max_cache_size_mb = 256; /! BREGFRAD=E

// OTARREE

std::string ota_server_url = "https://ota.writech.com";
bool ota_auto_check = true; // BREHK

int ota_check_interval_h = 24; // WEERE ()

// BEERE

std::string log_dir = "/var/log/writech";
std::string log_level = "INFO0";
int log_max_size_mb = 50; // BPBEXHRNLER
int log_rotate_count = 5; // BEREHREBHE
IE

/%%

* MISONECE XN E

* BBEXHIRR: /etc/writech/edgebox.json

*/

EdgeBoxConfig load_config(const std::string& config_path) {
EdgeBoxConfig config;
std::cout << "[Config] MEFEEXH: " << config_path << std::endl;

// EEXISONED & X4 FH AR
// SERRSEIMEANlohmann/jsonsfrapidjson
// WAMEREIAME

// REIDMIEH TS 1LEY

config.device_id = "EB-" + std::to_string(std::hash<std::string>{}
("device_serial™));

config.mqtt_client_id = "edgebox_" + config.device_id;

std::cout << "[Config] ECEMEFSEAL: device_id=" << config.device_id << std::endl;
return config;

// HERR

/%%

* BERAIREE

*/

enum class LogLevel {
DEBUG = 0,
INFO = 1,
WARNING = 2,



ERROR = 3,
CRITICAL = 4
T

/%%

* @5 HGICRS

* XFAGNHREND RS

*/

class Logger {

public:

static Logger& instance() {

static Logger logger;
return logger;

void init(const std::string& log_dir, const std::string& level) {
log_dir_ = log_dir;

if (level == "DEBUG") level_ = LoglLevel::DEBUG;
else if (level == "WARNING") level_ = LogLevel::WARNING;
else if (level == "ERROR") level_ = LogLevel::ERROR;

else level_ = LogLevel::INFO;

std::cout << "[Logger] HERZEM: dir=" << log_dir << ", level=" << level <<
std::endl;
ks

void log(LogLevel level, const std::string& module, const std::string& message) {
if (level < level ) return;
std::lock_guard<std::mutex> lock(mutex_);

auto now = std::chrono::system_clock::now();
auto time_t = std::chrono::system_clock::to_time_t(now);
std::string level_str;
switch(level) {
case LoglLevel::DEBUG: level_str = "DEBUG"; break;
case LogLevel::INFO: level_str = "INF0"; break;
case LogLevel::WARNING: level_str = "WARN"; break;
case LogLevel::ERROR: level_str = "ERROR"; break;
case LogLevel::CRITICAL: level_str = "CRIT"; break;
¥

std::cout << "[" << level_str << "] " << module << ": " << message << std::endl;

private:
Logger() = default;
std::string log_dir_;
LogLevel level_ = LoglLevel::INFO;
std::mutex mutex_;

g

// BERENX

#define LOG_INFO(mod, msg) Logger::instance().log(LogLevel::INFO, mod, msg)
#define LOG_ERROR(mod, msg) Logger::instance().log(LogLevel::ERROR, mod, msg)
#define LOG_DEBUG(mod, msg) Logger::instance().log(LogLevel::DEBUG, mod, msg)
#define LOG_WARN(mod, msg) Logger::instance().log(LogLevel: :WARNING, mod, msg)

1/ fEERE




/%
* RARBIRES
*/
struct HealthStatus {
bool inference_engine_ok = false; // ¥IES|ZRE

bool grpc_server_ok = false; // gRPCERSZIRTS
bool mqtt_connected = false; // MQTTEERS
bool model_loaded = false; // EEINEIRS
float cpu_usage_percent = 0.0f; // CPUERZ=
float memory_usage_percent = 0.0f; // RFEAE
float gpu_usage_percent = 0.0f; // GPU{ERZ
float gpu_temperature_c = 0.0f; // GPUBE
int active_connections = 0; // FERQRPCEIEEL
int pending_tasks = 0; // SUIEHIBESE
long uptime_seconds = 0; // BT

IE

/%%

* RARRIETI K

*/

long get_uptime_seconds() {
auto now = std::chrono::steady_clock::now();
return std::chrono::duration_cast<std::chrono::seconds>(now - g_start_time).count();

// =k

/%%
* BEEITH
*x WEREFARSITRS, BFENBENERNNARS
* EEEHEITHIIMNERE (REEMNER)
*/
class Watchdog {
public:
Watchdog(int timeout_s = 30) : timeout_s_(timeout_s),
last_feed_time_(std::chrono::steady_clock::now()) {}

/%%
* IRIRE (BFRGEHER)
*/

void feed(const std::string& module) {
std::lock_guard<std::mutex> lock(mutex_);
feed_records_[module] = std::chrono::steady_clock::now();

}

/%%
* MBEESAFRSBN KRR
*/

std::vector<std::string> check_timeouts() {
std::lock_guard<std::mutex> lock(mutex_);
std::vector<std::string> timed_out;
auto now = std::chrono::steady_clock::now();

for (const auto& [module, last_feed] : feed_records_) {
auto elapsed = std::chrono::duration_cast<std::chrono::seconds>(now -
last_feed).count();



if (elapsed > timeout_s_) {
timed_out.push_back(module);
LOG_WARN("Watchdog", module + " ®BERIANZ (" + std::to_string(elapsed) +
Ils)ll);

b

return timed_out;

private:
int timeout_s_;
std::chrono::steady_clock::time_point last_feed_time_;
std::map<std::string, std::chrono::steady_clock::time_point> feed_records_;
std::mutex mutex_;

Y

// FRE

/%%

* EhaFiERAO

* BRTE:

* 1. INEHEEXXH

* 2. MR EERS

* 3. WIIAMIEIES|Z (INEEELEINPU/GPU)
* 4. JZEIgRPCARS (IRULMSKETENIE)
*x 5. BEIMQTTEFin (RS LIREISN)
* 6. BENEREE (MDNSKIS thEty )
x 7. BoIRGRE

* 8. HAEB/H (BIHHEEGE)

*/

int main(int argc, charx argv[]) {

std::cout << " " << std::endl;
std::cout << "BEAEHEZRENEDSITERH V1.0" << std::endl;
std::cout << "Copyright (c) RYIBAERTERALE" << std::endl;
std::cout << " " << std::endl;

g_start_time = std::chrono::steady_clock::now();

// EMMES 4R
signal(SIGINT, signal_handler);
signal(SIGTERM, signal_handler);

// 1. mEkE

std::string config_path = "/etc/writech/edgebox.json";
if (argc > 1) config_path = argv[1];

EdgeBoxConfig config = load_config(config_path);

// 2. ¥EAR
Logger::instance().init(config.log_dir, config.log_level);
LOG_INFO("Main", "&AHEREH...");

// 3. YR EE
Watchdog watchdog(30);

// 4. MEHEFRS (ZIRMEFLIENNITR)
LOG_INFO("Main", "#Jiat#3IE5|%: device=" + config.inference_device);
LOG_INFO("Main", "In#EAI#E#: " + config.models_dir);



LOG_INFO("Main", "/Z&hgRPCHRZS: " + config.grpc_listen_addr);
LOG_INFO("Main", "3&3#ZMQTT Broker: " + config.mqtt_broker_url);

if (config.enable_cluster) {
LOG_INFO("Main", "/SmhE&EE*EE(mDNS)");
I

LOG_INFO("Main", "FREFRZAWMIAKTR");
LOG_INFO("Main", "BHERFZEME, FFHEEBX...");

// 5. FEH: B VA+HEREGE
while (g_running.load()) {
// KMBETRGBI
auto timed_out = watchdog.check_timeouts();
for (const auto& module : timed_out) {
LOG_ERROR("Main", "FZAZ#BAt: " + module + ", &RXEF...");

// TEHEIRBERRES
HealthStatus status;
status.uptime_seconds = get_uptime_seconds();

// KRR EHRENE
std::this_thread::sleep_for(std::chrono::seconds(1));

// 6. HEXF

LOG_INFO("Main", "EHEXHAENERS...");
LOG_INFO("Main", "&FHETSTM...");
LOG_INFO("Main", "HFFFMQTT&ERE...");
LOG_INFO("Main", "{Z1EgRPCARSS...");
LOG_INFO("Main", "EHERZELEXHA");

return 0;

communication/

communication/grpc_server.cpp

/%x
BASH=EREHNEVEITERG V1.0
gRPCEERSBER - SHEMANEBIERE

SEHGRPCRIARSS, UMK R ZETEIER
XFFMTLSREPAME S RBEERE

* X X X X

*/

#ifndef GRPC_SERVER_H
#define GRPC_SERVER_H

#include <string>
#include <vector>



#include <memory>
#include <mutex>
#include <atomic>
#include <thread>
#include <functional>
#include <unordered_map>
#include <chrono>
#include <queue>

// gRPCIEEZM

/*xx FEMAFRE (WEprotobufidg)  */
struct GrpcStrokePoint {

float x;

float y;

float pressure;

uint32_t timestamp;

bool pen_up;
bE

/¥ EMBIEE (MprotobufiBR) */
struct GrpcStrokePacket {

std::string packet_id; // BEEID
std::string pen_id; // ZEIRFEMACHBHE
std::string student_id; // ZHEID
std::string page_id; // RFERSTIEID
std::vector<GrpcStrokePoint> points; // iREFET
uint64_t gateway_timestamp; // MREE R AT EE

int sequence_number; // BEFES (BFILEE)

+;

/*x IRBILERIDNL */
struct GrpcRecognitionResponse {

std::string packet_id; // FNESIEREID
std::string recognition_type; // i1R%ZE8 (ocr/math/stroke_order)
bool success; // BEEIN
std::string result_text; // ARBNERIAR
float confidence; // BIEE
float processing_time_ms; // AIEFERT
std::string model_version; // {EREE R
IPE
// ERETERR

/xx BFIGERER */
struct ClientConnection {

std::string client_id; // BFiHKR (MXID)
std::string client_addr; // EFimithit
std::string cert_fingerprint; // BFIHIEBELY (MTLS)

std::chrono::steady_clock::time_point connected_at;
std::chrono::steady_clock::time_point last_active;

long packets_received; // BERHEEHR
long bytes_received; // BERFTE
bool authenticated; // =EEREBIMTLSIALE

+;

/%x



* gRPCEIZEIRR
* BIES5ZPYEMRAIGRPOERE
* BRI N — M5 MAIgRPCR R
*/
class ConnectionManager {
public:
ConnectionManager(int max_connections = 100)
: max_connections_(max_connections) {}

/k EMETERE +/
bool register_connection(const std::string& client_id, const std::string& addr,
const std::string& cert_fp) {
std::lock_guard<std::mutex> lock(mutex_);
if (static_cast<int>(connections_.size()) >= max_connections_) {
return false; // REIRAKEZLHBRE

ClientConnection conn;

conn.client_id = client_id;

conn.client_addr = addr;

conn.cert_fingerprint = cert_fp;

conn.connected_at = std::chrono::steady_clock::now();
conn.last_active = conn.connected_at;
conn.packets_received = 0;

conn.bytes_received = 0;

conn.authenticated = !cert_fp.empty();

connections_[client_id] = conn;
return true;

/*xx TERRIEE */

void remove_connection(const std::string& client_id) {
std::lock_guard<std::mutex> lock(mutex_);
connections_.erase(client_id);

/¥k BFTEIREIAATE *x/
void update_activity(const std::string& client_id, long bytes) {
std::lock_guard<std: :mutex> lock(mutex_);
auto it = connections_.find(client_id);
if (it '= connections_.end()) {
it->second.last_active = std::chrono::steady_clock::now();
it->second.packets_received++;
it->second.bytes_received += bytes;

/xk BT RBIERE */

std::vector<std::string> check_idle_connections(int timeout_s = 300) {
std::lock_guard<std::mutex> lock(mutex_);
std::vector<std::string> idle;
auto now = std::chrono::steady_clock::now();

for (const auto& pair : connections_) {
auto elapsed = std::chrono::duration_cast<std::chrono::seconds>(
now - pair.second.last_active).count();



if (elapsed > timeout_s) {
idle.push_back(pair.first);

b

return idle;

/*x FREVHBIEREL */

int active_count() const {
std::lock_guard<std::mutex> lock(mutex_);
return static_cast<int>(connections_.size());

7%k SRENFREERINS +/
std::vector<ClientConnection> get_all_connections() const {
std::lock_guard<std::mutex> lock(mutex_);
std::vector<ClientConnection> result;
for (const auto& pair : connections_) {
result.push_back(pair.second);
}

return result;

private:
std::unordered_map<std::string, ClientConnection> connections_;
mutable std::mutex mutex_;
int max_connections_;

¥

// BRI

/*%
* BIEGHIFZR
* BB ESEEIESELFRNA
* FREEE OGN EBIEEHITEHR
*/
class PacketReorderer {
public:
PacketReorderer(int window_size = 16) : window_size_(window_size), expected_seq_(0)

{}

/%%

* RRIBEEEHFEEDO

* IRBHENT T FSUNEERD

* SNEFEFRIFEEX

*/

std::vector<GrpcStrokePacket> submit(const GrpcStrokePacket& packet) {
std::vector<GrpcStrokePacket> output;

if (packet.sequence_number == expected_seq_) {
// ESFRERENT—1 8
output.push_back(packet);
expected_seq_++;

// MBEFHREEEEEENE
while (buffer_.count(expected_seq_) > 0) {
output.push_back(buffer_[expected_seq_]);



buffer_.erase(expected_seq_);
expected_seq_++;
}
} else if (packet.sequence_number > expected_seq_) {
/] EFRBRERA, EFES
buffer_[packet.sequence_number] = packet;

// EFIARREHRL&IBE

if (static_cast<int>(buffer_.size()) > window_size_) {
auto it = buffer_.begin();
output.push_back(it—>second);
expected_seq_ = it—>first + 1;
buffer_.erase(it);

b
// SHNIBEEERER

return output;

void reset() {
buffer_.clear();
expected_seq_ = 0;

private:
std::map<int, GrpcStrokePacket> buffer_;
int window_size_;
int expected_seq_;

+;
// gRPCRRSS 5L
/%%

* gRPCEIMEKRS
S InferenceService.ProcessStrokefiztRPC
FRU N R HEE R E D EIE TR, XIS | 48

R2igit:
- QRPCEFANTLSXUEIAIE
- ERANRHHEERS
- FEEBIRAIHD0S

* K K X X X ¥

*/
class GrpcStrokeServer {
public:
using StrokeCallback = std::function<void(const GrpcStrokePacket&)>;

GrpcStrokeServer(const std::string& listen_addr = "0.0.0.0:50052",
bool enable_tls = true)
: listen_addr_(listen_addr), enable_tls_(enable_t1ls),
running_(false), conn_manager_(100) {}

/%%

* IREEMHBIEERENE

* HUTEI R R ER R R R A LtE Bl

*/

void set_stroke_callback(StrokeCallback callback) {



stroke_callback_ = std::move(callback);

/%%

* JangRPCARE 23

* MNETLSIER, $EIRO, FFiakir

*/

bool start() {

if (enable_tls_) {

// MNEMTLSIER (R£iRiT: gRPCEMBMTLSIREIAILE)
// grpc::SslServerCredentialsOptions ssl_opts;
// ssl_opts.pem_root_certs = load_file("/etc/ssl/ca.crt");
// ssl_opts.pem_key_cert_pairs.push_back({

// load_file("/etc/ssl/server.key"),
// load_file("/etc/ssl/server.crt")
/7 });

// ssl_opts.client_certificate_request =
GRPC_SSL_REQUEST_AND_REQUIRE_CLIENT_CERTIFICATE_AND_VERIFY;
}

// MIEFEENgRPCARSS 2%

// grpc::ServerBuilder builder;

// builder.AddListeningPort(listen_addr_, credentials);

// builder.RegisterService(this);

// builder.SetMaxReceiveMessageSize(10 * 1024 * 1024); // 10MBRAHE
// server_ = builder.BuildAndStart();

running_ = true;
return true;

/%%
* ProcessStroke RPCSZI}
* WM EDEE, MIEEREIRBIZERA
*/
void ProcessStroke(const GrpcStrokePacket& packet) {
// BEEERFERAS
conn_manager_.update_activity(packet.pen_id, packet.points.size() * 16);

// BIEEHE

auto ordered = reorderer_.submit(packet);

/7 AEHEERNEES
for (const auto& p : ordered) {
total_packets_++;
total_points_ += static_cast<long>(p.points.size());

// EARENRRBUENIEES|E
if (stroke_callback_ ) {
stroke_callback_(p);

/*xx (S1EARSSEE */
void stop() {
running_ = false;



// if (server_) server_—>Shutdown();

/*x FREVBRSZB|/AITHER +/
struct ServerStats {
int active_connections;
long total_packets;
long total_points;
bool is_running;

18

ServerStats get_stats() const {
ServerStats stats;
stats.active_connections = conn_manager_.active_count();
stats.total_packets = total_packets_.load();
stats.total_points = total_points_.load();
stats.is_running = running_. load();
return stats;

private:
std::string listen_addr_;
bool enable_tls_;
std::atomic<bool> running_;
ConnectionManager conn_manager_;
PacketReorderer reorderer_;
StrokeCallback stroke_callback_;
std::atomic<long> total_packets_{0};
std::atomic<long> total_points_{0};
Y

1/ MQTTIRZS EIRE P i

* MQTTIRES EIRE i
* EHRSES ERENEEBTRE
*x Topic: edgebox/{id}/status
* ZLI%IT: MQTT over TLSHNZZ LM
*/
class MqgttReporter {
public:
MgttReporter(const std::string& broker_url, const std::string& device_id)
: broker_url_(broker_url), device_id_(device_id), connected_(false) {}

/%% FEFEMQTT Broker (TLSHNZR) =/
bool connect() {
// SEFRIAE{ERAEclipse Paho MQTT C++ Client
// mqtt::async_client client(broker_url_, device_id_);
// mqtt::ssl_options ssl_opts;
// ssl_opts.set_trust_store("/etc/ssl/ca.crt");
// ssl_opts.set_key_store("/etc/ssl/client.crt");
// ssl_opts.set_private_key("/etc/ssl/client.key");
connected_ = true;
return true;

/xx EIRIZBRIRE */



void report_status(float gpu_usage, float temperature, float inference_qps,
int queue_depth, long uptime_s) {
if (!connected_) return;

std::string topic = "edgebox/" + device_id_ + "/status";
// FEISONIAZSTH R
// {"gpu_usage": 45.2, "temperature": 62.5, "qps": 120.3, "queue": 5, "uptime":
3600}
+

/*x FEBORIZIES *+/

void subscribe_commands() {
std::string topic = "edgebox/" + device_id_ + "/command";
// THInEEIERES: BiE. RE%. OTARES

/xk BT ERE x/
void disconnect() {
connected_ = false;

private:
std::string broker_url_;
std::string device_id_;
bool connected_;

IE

// BURAERET

VESS
* BEERET
* WTRAE) IR AR EFRIAMSQLIte B E
* MEMERFEtE LEERIR
* BRI BERERERIETEM
*/
class OfflineResultCache {
public:

0fflineResultCache(const std::string& db_path, int max_size_mb = 256)

: db_path_(db_path), max_size_mb_(max_size_mb), cached_count_(@) {}

/% WIALSQLiIte IR */
bool initialize() {
// CREATE TABLE IF NOT EXISTS offline_results (

// id INTEGER PRIMARY KEY AUTOINCREMENT,
// packet_id TEXT NOT NULL,

// result_type TEXT NOT NULL,

// result_json TEXT NOT NULL,

// created_at INTEGER NOT NULL,

// uploaded INTEGER DEFAULT 0

/7 );

return true;

/¢ EFHEER x/
bool cache_result(const std::string& packet_id, const std::string& type,
const std::string& result_json) {
// INSERT INTO offline_results (packet_id, result_type, result_json, created_at)



// VALUES (?, ?, ?, strftime('Sss', ‘'now'));
cached_count_++;
return true;

/¥xx FRENFF ERNEFER */

std::vector<std::string> get_pending_results(int limit = 100) {
// SELECT * FROM offline_results WHERE uploaded = @ ORDER BY created_at LIMIT ?
return {};

/¥k WRCERS L */
void mark_uploaded(const std::vector<int>& ids) {
// UPDATE offline_results SET uploaded = 1 WHERE id IN (...)

/x EIEE LERIREE +/
void cleanup(int retention_days = 7) {
// DELETE FROM offline_results WHERE uploaded = 1 AND created_at < ?

int cached_count() const { return cached_count_; }

private:
std::string db_path_;
int max_size_mb_;
int cached_count_;

BE

/7 SR EIES

/xx

* ZRENSKHEES

* BIIMDNSERSS &I E—REMANEMENZ

* THAHIERE: SANBENIT RN, 2RETHTR

*/
class ClusterManager {
public:
struct ClusterNode {
std::string node_id; // TRID
std::string address; // gRPCihit
float load_factor; // EEF(0-1)
bool is_self; /! BERAAM
std::chrono::steady_clock::time_point last_seen;
bE

ClusterManager(const std::string& self_id) : self_id_(self_id) {}

/*x* JSEImMDNSHRSSEMANLIN */
bool start_discovery() {
// FEMASHImDNSARSS
// _writech-edgebox._tcp.local.
// EHEABEMEEMENE
return true;

/xk EERMTRGEHEIERES x/



std::string select_best_node() {
std::lock_guard<std::mutex> lock(mutex_);
std::string best_id = self_id_;
float min_load = 1.0f;

for (const auto& pair : nodes_) {
if (pair.second.load_factor < min_load) {
min_load = pair.second.load_factor;
best_id = pair.first;

}

return best_id;

/xx BRIANGEEF */
void update_self_load(float load) {
std::lock_guard<std::mutex> lock(mutex_);
if (nodes_.count(self_id_ )) {
nodes_[self_id_].load_factor = load;

int cluster_size() const {
std::lock_guard<std::mutex> lock(mutex_);
return static_cast<int>(nodes_.size());

private:
std::string self_id_;
std::unordered_map<std::string, ClusterNode> nodes_;
mutable std::mutex mutex_;

g

#endif // GRPC_SERVER_H

config/

config/edge_config.cpp

/%x
BABHZEERENRDEHTERHE V1.0
REEESRETER - 2REE. REINLE. FITAE

EEENENMBIETEESH

RERSINIE, FitAEICREREIEE

ZEIRIT:

- ERINE: RESEAES-256 N TEE

- BIERE: gRPCEAMTLSWEIAIE, MQTT over TLS
- OTAZRE: FREIRSAZZ+SHA-2561%58

- BIRE: HEHRES EEHEREMIINME

MBZe: REE—FIISHE

* X K K K X X XK X X ¥

*
~



#ifndef EDGE_CONFIG_H
#define EDGE_CONFIG_H

#include <string>
#include <vector>
#include <memory>
#include <mutex>
#include <fstream>
#include <unordered_map>
#include <chrono>
#include <ctime>

// B X AT R

/%*
* JSONFC & XX fFTER
* M/etc/writech/edgebox. jsoninFHEE
* XIFREREAEA
*/
class ConfigParser {
public:
/%*
* MXHEIHEE
*/
bool load_from_file(const std::string& path) {
config_path_ = path;
// {£Mrapidjsonginlohmann/jsonf&#ft
// LEAMEFRTE 2R RESIELL

return load_defaults();

/%%

* FRFRFERED

*/

std::string get_string(const std::string& key, const std::string& default_val = "")

auto it = string_values_.find(key);
return (it != string_values_.end()) ? it->second : default_val;

/%%
* IRENEHECE N
*/
int get_int(const std::string& key, int default_val = @) {
auto it = int_values_.find(key);
return (it != int_values_.end()) ? it->second : default_val;

/%%

* REVERECEIN

*/

float get_float(const std::string& key, float default_val = 0.0f) {
auto it = float_values_.find(key);
return (it != float_values_.end()) ? it—>second : default_val;

/%%



* IRENFR/RECEIN

*/

bool get_bool(const std::string& key, bool default_val = false) {
auto it = bool_values_.find(key);

return (it != bool_values_.end()) ? it->second : default_val;
¥
/%%
x REBEEEM (B1TRHER)
*/

void set_string(const std::string& key, const std::string& value) {
string_values_[key] = value;

/%%

* REFRERIXMH

*/

bool save_to_file(const std::string& path = "") {
std::string save_path = path.empty() ? config_path_ : path;
// B RISONHE N X H

return true;

private:

/%%

* MEBIIAECE

*/

bool load_defaults() {
// 9RPCERBELE
string_values_["grpc.listen_addr"] = "0.0.0.0:50052";
int_values_["grpc.max_connections"] = 100;
bool_values_["grpc.enable_tls"] = true;

// MQTTECE
string_values_["mqgtt.broker_url"] = "ssl://mqtt.writech.com:8883";
int_values_["mqgtt.keepalive_s"] = 60;

bool_values_["mqgtt.enable_t1s"] = true;

// EIES|BREE

string_values_["inference.device"] = "npu";
string_values_["inference.models_dir"] = "/opt/models";

int_values_["inference.max_batch_size"] = 16;
int_values_["inference.timeout_ms"] = 500;
bool_values_["inference.enable_fp16"] = true;

// GPU/NPUECE
float_values_["gpu.memory_fraction"] = 0.8f;
float_values_["gpu.thermal_throttle_temp"] = 80.0f;

// EHEE
bool_values_["cluster.enable"] = true;
int_values_["cluster.mdns_port"] = 5353;

/! BEREGFRE
string_values_["cache.db_path"] = "/var/lib/writech/cache.db";
int_values_["cache.max_size_mb"] = 256;



// OTAECE

string_values_["ota.server_url"] = "https://ota.writech

bool_values_["ota.auto_check"] = true;
int_values_["ota.check_interval_h"] = 24;

// RERE

.com";

string_values_["security.cert_dir"] = "/etc/ssl";
bool_values_["security.model_encryption"] = true;
bool_values_["security.enable_audit_log"] = true;

// BEEE

string_values_["log.dir"] = "/var/log/writech";

string_values_["1log.level"] = "INF0";
int_values_["log.max_size_mb"] = 50;
int_values_["log.rotate_count"] = 5;

return true;

}
std::string config_path_;
std::unordered_map<std::string, std::string> string_values_;
std::unordered_map<std::string, int> int_values_;
std::unordered_map<std::string, float> float_values_;
std::unordered_map<std::string, bool> bool_values_;

Y

// REPERE

/%%

* FRIEPEERR

* BEHENHZHIX. 5098 FIEH

* FTFmTLSIEIAIEFIS & & ik

* BERIT: MERE - REE—FISHE
*/

class DeviceCertManager {

public:

DeviceCertManager(const std::string& cert_dir = "/etc/ssl")

: cert_dir_(cert_dir) {}

/xx INERFIEBFZEHE */
bool load_certificates() {

server_cert_path_ = cert_dir_ + "/server.crt";
server_key_path_ = cert_dir_ + "/server.key";
ca_cert_path_ = cert_dir_ + "/ca.crt";
client_cert_path_ = cert_dir_ + "/client.crt";

client_key_path_ = cert_dir_ + "/client.key";

// WIBEHXHESFEERR

// X509_STORE *xstore = X509_STORE_new();
// X509_STORE_CTX *ctx = X509_STORE_CTX_new();

// BB e R
return true;

[k FRENEEE—FIIS */
std::string get_device_serial() {
// MIRZIEBRISubject CINFEIREUFSIS



// SMIEHZ T A 1EE
return "EB-202501-001";

/%k BQIEMIRIERIELN */
bool verify_peer_cert(const std::string& peer_fingerprint) {
// SEEFIRLEX

return trusted_fingerprints_.count(peer_fingerprint) > 0;

/¥x SERMEERISIIRIES */
void add_trusted_fingerprint(const std::string& name, const std::string&
fingerprint) {
trusted_fingerprints_[fingerprint] = name;

std::string get_server_cert_path() const { return server_cert_path_; }
std::string get_server_key_path() const { return server_key_path_; }
std::string get_ca_cert_path() const { return ca_cert_path_; }

private:
std::string cert_dir_;
std::string server_cert_path_;
std::string server_key_path_;
std::string ca_cert_path_;
std::string client_cert_path_;
std::string client_key_path_;
std::unordered_map<std::string, std::string> trusted_fingerprints_;

I

// HitASICRER
/%%

* BITHGICRSS

* ICRFIELREEXBMH:

* — HIBER (ARAA. BFE. REARE)
* — IREER/M

* — RREUNE/ ik

* — OTAFHERIRME

* - RENERSEH

*/

class AuditLogger {

public:

enum class EventType {
INFERENCE_REQUEST, // HEEEIESR

DEVICE_CONNECT, /] REEE
DEVICE_DISCONNECT, // REWRT
MODEL_LOAD, // tEEIE
MODEL_SWITCH, // EER
OTA_START, // OTAFHRFFIA
OTA_COMPLETE, // OTAFRTER
OTA_FAILED, // OTAFHREIK
AUTH_SUCCESS, // INIERIS
AUTH_FAILED, // INERM
CONFIG_CHANGE, // BEETE
SYSTEM_ERROR /! REGHEIR



struct AuditEvent {
EventType type;
std::string timestamp;

std::string source; // BHEFRE (BFIHID/ERE)
std::string action; // BRIEHR

std::string details; // FRER

std::string result; // 458 (success/failure)
std::string client_ip; // BFIRIP
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AuditLogger(const std::string& log_dir = "/var/log/writech")
: log_dir_(log_dir), event_count_(0) {}

/%%

* ICREITEMN

* BEIRIT: FBEIRFNERICRKIBARSG . [E. RERRA

*/

void log_event(const AuditEvent& event) {
std::lock_guard<std::mutex> lock(mutex_);

// BB
auto now = std::chrono::system_clock::now();
auto time = std::chrono::system_clock::to_time_t(now);

// BANEITBEXH

/7 &30 [E] [EHRE] BRRE] BRIE] [ER] LFEE]
// EITEEMITETHES, TRHER

event_count_++;

// WEAEXXEA/), BRI

check_rotation();

/xk REFHE: ICRHBIEBER x/

void log_inference(const std::string& client_id, const std::string& task_type,
const std::string& model_version, float latency_ms, bool success)

{
AuditEvent event;
event.type = EventType:: INFERENCE_REQUEST;
event.source = client_id;
event.action = "inference:" + task_type;
event.details = "model=" + model_version + ", latency=" +
std::to_string(latency_ms) + "ms";
event.result = success ? "success" : "failure";
log_event(event);
b
/xx REFE IERINESEH */
void log_auth(const std::string& client_ip, const std::string& cert_cn, bool
success) {

AuditEvent event;

event.type = success ? EventType::AUTH_SUCCESS : EventType::AUTH_FAILED;

event.source = cert_cn;

event.client_ip = client_ip;

event.action = "mTLS authentication";
event.result = success ? "success" : "failure";



log_event(event);

/¥x IREESE: IDROTASH */

void log_ota(const std::string& action, const std::string& version, bool success) {
AuditEvent event;
event.type = success ? EventType::0TA_COMPLETE : EventType::0TA_FAILED;

event.source = "ota_manager";

event.action = action;

event.details = "version=" + version;
event.result = success ? "success" : "failure";

log_event(event);

long get_event_count() const { return event_count_; }

private:
void check_rotation() {
// Bt BEXHREE
// B R/INE I SRR Bl S
// RB&HREIORWEHITHE (REEMEX)

std::string log_dir_;
long event_count_;
std::mutex mutex_;

T

// HEDFEIRE

/%%
* WIDIEERE
* BRI HIEHESEEHBEMIINE, FEATERID
* {ELinux namespacesilcgroupsLIHIZEE
*/
class ProcessSandbox {
public:
/*xx BIEIDFENTFHTE +/
bool create_sandbox(const std::string& name, const std::string& exec_path) {
// Linux: clone(CLONE_NEWNS | CLONE_NEWPID | CLONE_NEWNET)
// cgroupBR#l: A7E. CPU. GPUBRECER
// seccomp: [RHEIFTAENARSTER
return true;

/¥x IREBRRG */
void set_resource_limits(const std::string& name, size_t memory_limit_mb,
float cpu_quota, int gpu_device_id) {
// @Icgroups v2iZE R IRFRE
// memory.max = memory_limit_mb *x 1024 x 1024
// cpu.max = cpu_quota * period
// BINVIDIA Container RuntimefR#IGPUIAIE]

/0k MEDFEHFERBIRS */
bool is_healthy(const std::string& name) {
// KWBEHERELEE



// MERREREDBR
return true;

/xk BERENDFEHTE +/
bool restart_sandbox(const std::string& name) {
// KIASIGTERME SRS
// BRI AIESIGKILLEFILIE
// EFRRIEIVFEHTE
return true;

¥

#endif // EDGE_CONFIG_H

inference/

inference/inference_engine.cpp

/%%
BASHEEGEENEDNEITERE V1.0
WIS |Z4EER — ONNX Runtime / TensorRT IEIEHTS|EE

RSN FHATRE B HNITIHIB(ES
FTIEZFIEEIF: ONNX Runtime. TensorRT. PaddleLite
THINPU/ GPUREA-INIRIE

* % ¥ X X ¥

*/

#ifndef INFERENCE_ENGINE_H
#define INFERENCE_ENGINE_H

#include <string>
#include <vector>
#include <memory>
#include <mutex>
#include <queue>
#include <thread>
#include <atomic>
#include <chrono>
#include <functional>
#include <unordered_map>
#include <condition_variable>

// HUREMENX

/%%

* IR HLTIN R

* BHSIFZMEMINRIRE

*/

enum class DeviceType {
CPU = 0, // CPUH#IE (RKAE)
GPU_CUDA = 1, // NVIDIA GPU (CUDA)
GPU_OPENCL = 2, // i@FGPU (OpenCL)



NPU_RKNN = 3,  // HSHNPU (RKNN)
NPU_AMLOGIC = 4 // &ENPU

T

VA3

* AEBIE I EE

*/

enum class ModelFormat {
ONNX = 0, // ONNX#g=t (i@F)
TENSORRT = 1, // TensorRT3|Z (NVIDIAfffL)
PADDLE_LITE = 2,// PaddleLite (ARM{ift)
RKNN = 3 // RKNN#EZ (EESHNPUEF)

+;

/%%

* JEIR(ESKE

*/

enum class TaskType {
OCR = 0, // XZF0CRiRH!
MATH_RECOGNITION = 1, // #ZFFIRiRF!
STROKE_ORDER = 2, // EIRDH
WRITING_QUALITY = 3 // BEREITFN

Y

/%%

* SKREWIE (HEBA/HL)
* HERSUEHATIRENEIRGER

*/

struct Tensor {
std::vector<float> data; // FREE
std::vector<int64_t> shape; // HERIK (a0 [1, 3, 64, 64])
std::string name; // KEBMR

/*x REVEUBITTREE +/
size_t size() const {
size_t s = 1;
for (auto d : shape) s *x= d;

return s;

ks

IrE

/%

* HIBIEK

*/

struct InferenceRequest {
std::string request_id; // EKRME—ID
TaskType task_type; // E5EE
std::vector<Tensor> inputs; // BNKETIR
int priority = 2; /! KRR (0=%5)
int timeout_ms = 500; // FBETHTE]
std::string pen_id; // FIRZEIZREID
std::string student_id; // FHEID
std::chrono::steady_clock::time_point submit_time; // 1&ZAT[E]

I

/ %k

* HWIER



*/

struct InferenceResult {
std::string request_id;
bool success = false;
std::string error_message;

std::vector<Tensor> outputs; // HHkKEIR
float inference_time_ms = 0.0f; // EIBFERT
std::string model_version; // {EREBR R AR

T

// HIREIRIHER

/%%

* HWIEEIRHMREEL
* FRE#IES|E (ONNX Runtime. TensorRT%) mIZ—iEO
*/
class InferenceBackend {
public:
virtual ~InferenceBackend() = default;

/¥k INEAEEISE +/
virtual bool load_model(const std::string& model_path) = 0;

/kx HATIHIR */
virtual InferenceResult infer(const InferenceRequest& request) = 0;

/xk ENHARBVRRIN AR */
virtual void unload() = 0;

/xx IREVEIRBIR */
virtual std::string name() const = 0;

g

/%%
* ONNX RuntimeifI®f5i%
* X#5CPU/GPU/NPUSFHHITIRIEE
*/
class OnnxRuntimeBackend : public InferenceBackend {
public:
OnnxRuntimeBackend(DeviceType device) : device_(device), loaded_(false) {}

bool load_model(const std::string& model_path) override {
model_path_ = model_path;
// EFRIEH:
// Ort::SessionOptions options;

// if (device_ == DeviceType::GPU_CUDA) {

// OrtCUDAProviderOptions cuda_opts;

// cuda_opts.device_id = 0;

// options.AppendExecutionProvider_CUDA(cuda_opts);

// Y

// session_ = std::make_unique<Ort::Session>(env, model_path.c_str(), options);
loaded_ = true;

return true;

InferenceResult infer(const InferenceRequest& request) override {
InferenceResult result;



result.request_id = request.request_id;

if (!loaded_) {
result.success = false;
result.error_message = "t&EIRINF";
return result;

auto start = std::chrono::steady_clock::now();
// HATONNX Runtimeitig

// std::vector<Ort::Value> input_tensors;
// for (const auto& input : request.inputs) {

// auto tensor = Ort::Value::CreateTensor<float>(

// memory_info, input.data.data(), input.size(),
// input.shape.data(), input.shape.size());

// input_tensors.push_back(std::move(tensor));

// Y

// auto output_tensors = session_—>Run(run_options, input_names, input_tensors,
output_names);

// EREIER T

Tensor output;

output.name = "output";
output.shape = {1, 10};
output.data.resize(10, 0.1f);
result.outputs.push_back(output);
result.success = true;

auto end = std::chrono::steady_clock::now();

result.inference_time_ms = std::chrono::duration<float, std::milli>(end -
start).count();

return result;

void unload() override {
loaded_ = false;

std::string name() const override { return "ONNXRuntime"; }

private:
DeviceType device_;
std::string model_path_;
bool loaded_;

};

/%%
* TensorRTIIEfFiH
* NVIDIA GPULFSItREHIES|EE
* XIFFP16/INTSELIIE, SEEMEKIRIER
*/
class TensorRTBackend : public InferenceBackend {
public:
TensorRTBackend() : loaded_(false) {}

bool load_model(const std::string& engine_path) override {



engine_path_ = engine_path;

// EFRHEH:

// std::ifstream file(engine_path, std::ios::binary);
// file.seekg(@, std::ios::end);

// size_t size = file.tellg();

// file.seekg(@, std::ios::beg);

// std::vector<char> engine_data(size);

// file.read(engine_data.data(), size);

//

// auto runtime = nvinferl::createInferRuntime(logger);
// engine_ = runtime->deserializeCudaEngine(engine_data.data(), size);
// context_ = engine_->createExecutionContext();
loaded_ = true;

return true;

InferenceResult infer(const InferenceRequest& request) override {
InferenceResult result;
result.request_id = request.request_id;

if (!loaded_) {
result.success = false;
result.error_message = "TensorRT3|Z&XkmE";
return result;

auto start = std::chrono::steady_clock::now();

// $iTTensorRTH#IE

// cudaMemcpyAsync(gpu_input, request.inputs[0@].data.data(), ...);
// context_->enqueueV2(buffers, stream, nullptr);

// cudaMemcpyAsync(cpu_output, gpu_output, ...);

// cudaStreamSynchronize(stream);

Tensor output;

output.name = "output";
output.shape = {1, 10};
output.data.resize(10, 0.1f);
result.outputs.push_back(output);
result.success = true;

auto end = std::chrono::steady_clock::now();

result.inference_time_ms = std::chrono::duration<float, std::milli>(end -
start).count();

return result;

void unload() override {
loaded_ = false;

std::string name() const override { return "TensorRT"; }

private:
std::string engine_path_;
bool loaded_;

IPE



// HEIR(ESSBATY

/%%

* MACRIEERTESING
* RAARTNRRNEHE, BMARMESMITLIE
* RE S RNEIEERIBERS AR
*/

class InferenceTaskQueue {
public:

InferenceTaskQueue(size_t max_size = 1024) : max_size_(max_size) {}

/%%
* IRRMEIRIEKREIRATY
* MRATIEH, ERRBMATRNES
*/
bool enqueue(InferenceRequest request) {
std::lock_guard<std::mutex> lock(mutex_);
if (queue_.size() >= max_size_) {
// BAIIER, WMBERL I UBREMIERTS
if (!'queue_.empty() && queue_.top().priority > request.priority) {
queue_.pop(); // BREREMERES
} else {
return false; // FTENBA

}

request.submit_time = std::chrono::steady_clock::now();
queue_.push(std::move(request));

cv_.notify_one();

return true;

/%%
* MEAFIREN R S MTRES
* WNREAFIA=NBEES
*/
bool dequeue(InferenceRequest& request, int timeout_ms = 100) {
std::unique_lock<std: :mutex> lock(mutex_);
if (cv_.wait_for(lock, std::chrono::milliseconds(timeout_ms),
[this] { return !queue_.empty(); })) {
request = queue_.top();
queue_.pop();
return true;
}

return false;

size_t size() const {
std::lock_guard<std::mutex> lock(mutex_);
return queue_.size();

private:
// BEXLERSR: MR/ NHRIE, ERMARKIRIRRN EHF
struct RequestCompare {
bool operator()(const InferenceRequest& a, const InferenceRequest& b) {
if (a.priority != b.priority) return a.priority > b.priority;



return a.submit_time > b.submit_time;
18

std::priority_queue<InferenceRequest, std::vector<InferenceRequest>, RequestCompare>
queue_;

mutable std::mutex mutex_;

std::condition_variable cv_;

size_t max_size_;

bE

// WIBS|EE (#Z0K)
/%%

* IEIEZ|EE

* BEZ MR, RIBREEXUNBGFFRERMEIERE
* ZHF:

* — SRR EHE (OCR. #F. ZINZMIIER)
* — ShSHEAAIE (HHEIRFGPURI )

x - WIRLRER (HERAEERREEFLER)

*x — BREHIF A IERER

*/

class InferenceEngine {

public:

InferenceEngine(DeviceType device, const std::string& models_dir)
: device_(device), models_dir_(models_dir), running_(false) {}

/%%
* {IAMCIEIES| 8
* MR HIRE. CIEHERR. MFED
*/
bool initialize() {
// BB IR S
detect_hardware();

// REMESKACIEERHIERRK

backends_[TaskType::0CR] = create_backend("ocr");

backends_[TaskType: :MATH_RECOGNITION] = create_backend('"math");
backends_[TaskType: :STROKE_ORDER] = create_backend("stroke_order");
backends_[TaskType: :WRITING_QUALITY] = create_backend("writing_quality");

// IEEEDR
for (auto& [type, backend] : backends_) {
std::string model_file = get_model_path(type);
if (!backend->load_model(model_file)) {
return false;

// BEhEIE T {ELTE
running_ = true;
worker_thread_ = std::thread(&InferenceEngine: :worker_loop, this);

return true;

/%%



* RIMHIEK (BD)

*/

std::string submit(InferenceRequest request) {
task_queue_.enqueue(std::move(request));
return request.request_id;

}

/%%

* ETHIE (EENTHEREIER)
*/

InferenceResult infer_sync(const InferenceRequest& request) {
auto it = backends_.find(request.task_type);
if (it == backends_.end()) {
InferenceResult result;
result.request_id = request.request_id;
result.success = false;
result.error_message = "ARZIFAESLER";
return result;

}
return it->second->infer(request);
ks
/%%
* KHIEEES|E
*/
void shutdown() {
running_ = false;
if (worker_thread_.joinable()) {
worker_thread_.join();
+
for (auto& [type, backend] : backends_) {
backend->unload();
¥
+
/%
* FREMEESITER
*/

struct Stats {
long total_requests = 0;
long total_success = 0;
long total_failures = 0;
float avg_latency_ms 0.0f;
float p99_latency_ms = 0.0f;
size_t queue_size = 0;

%

Stats get_stats() const {
Stats stats;
stats.total_requests = total_requests_.load();
stats.total_success = total_success_.load();
stats.total_failures = total_failures_.load();
stats.queue_size = task_queue_.size();
if (stats.total_success > 0) {
stats.avg_latency_ms = total_latency_ms_.load() / stats.total_success;
+

return stats;



private:

void detect_hardware() {

std:

std:

/%%

// AR AR RORE IR &
// EHOMANPU: 18ZE/dev/mali@sf/dev/rknpu
// NVIDIA GPU: #Z&ECUDA Runtime

:unique_ptr<InferenceBackend> create_backend(const std::string& model_name) {
// RIBRELEBGEN N AR FiR
if (device_ == DeviceType::GPU_CUDA) {

return std::make_unique<TensorRTBackend>();

return std::make_unique<OnnxRuntimeBackend>(device_);

:string get_model_path(TaskType type) {

switch (type) {
case TaskType::0CR: return models_dir_ + "/ocr/model.onnx";
case TaskType::MATH_RECOGNITION: return models_dir_ + '"/math/model.onnx";
case TaskType::STROKE_ORDER: return models_dir_ + "/stroke/model.onnx";
case TaskType::WRITING_QUALITY: return models_dir_ + '"/quality/model.onnx";

return "";

*x WHTFLARRERN
* MWESBATIBREIER, PUTHE, FREER

*/

void worker_loop() {

while (running_) {
InferenceRequest request;
if (task_queue_.dequeue(request, 100)) {

total_requests_++;
auto result = infer_sync(request);

if (result.success) {

total_success_++;

total_latency_ms_ += result.inference_time_ms;
} else {

total_failures_++;

// FRRERHEEN
std::lock_guard<std::mutex> lock(results_mutex_);
results_[request.request_id] = result;

DeviceType device_;
std::string models_dir_;
std::atomic<bool> running_;
std::thread worker_thread_;



InferenceTaskQueue task_queue_;

std::unordered_map<TaskType, std::unique_ptr<InferenceBackend>> backends_;
std::unordered_map<std::string, InferenceResult> results_;

std::mutex results_mutex_;

// GRTitERER

std::atomic<long> total_requests_{0};

std::atomic<long> total_success_{0};

std::atomic<long> total_failures_{0};

std::atomic<float> total_latency_ms_{0.0f};
bE

#endif // INFERENCE_ENGINE_H

inference/model_manager. cpp

/%

* BASHEERENEVETERYG V1.0

* EEEEER - RENH. RAEE. BA4E%E. sisELS
*

x BEENE FENMAATEERNE 5
*x XIFEEAEERRT. A/BR. RiRhRARS

* RBUMHFAES-256 NETFiE, HIRNATFREMNS
*/

#ifndef MODEL_MANAGER_H
#define MODEL_MANAGER_H

#include <string>
#include <vector>
#include <memory>
#include <mutex>
#include <atomic>
#include <unordered_map>
#include <chrono>
#include <functional>

// BETTER

/xx REDRSHE +/
enum class ModelState {

NOT_FOUND = 0, /! RKEI
DOWNLOADING = 1, // THEF
DECRYPTING = 2, // RRER
LOADING = 3, // MEEgES
READY = 4, // FREETIF
ACTIVE = 5, // HBERF
DEPRECATED = 6, // BERH
ERROR = 7 /] BIRIAS

g

[k RREVEHIEE x/
enum class QuantizationType {
FP32 = o, /] EREEER



FP16 = 1, /! FREZFR
INT8 = 2, // SHIERIE1
INT4 = 3 // AIRBISN (REEYE)

¥

/xx RREITER */
struct ModelInfo {

std::string name; // EEIER
std::string version; // WRAS (BN HRER)
std::string format; // %z (onnx/trt/rknn)
std::string file_path; // AHSTHERRR
size_t file_size_bytes; /] XERN
std::string sha256; // X{HSHA-2564%56H
QuantizationType quantization; // S{t%E
float accuracy; // M EEAERER
float latency_ms; // FIIHIRFER
ModelState state; // HEPAE
std::string deployed_at; // BRERTE
std::string description; // TREER

BE

// KRR

/%%

* RREIHINE /R 1R
* RRIFIT: RESFAES-256 1% 7FE, HIENAEFERZMNE
* BB BEBEITLZENH (TPM) FHFRETEEAN
*/
class ModelCryptoManager {
public:
ModelCryptoManager() : key_loaded_(false) {}

/%*
* INEINZEEER
* MAEMNZERRIZE, EXMNMEEZE
*/
bool load_encryption_key() {
// EWMTPME RS FIZEEH
// if (tpm_available()) { key_ = tpm_read_key('"model_key"); }

// BEEAE: NHMEZEIEEL
const charx env_key = std::getenv("WRITECH_MODEL_KEY");
if (env_key) {
key_ = std::string(env_key);
key_loaded_ = true;
return true;
+

return false;

VESS

* BEEBEXAEIRNG

* NEWEE EARMBAX X, (RERFHRBRE

*/

std::vector<uint8_t> decrypt_model(const std::string& encrypted_path) {
std::vector<uint8_t> decrypted_data;
if (!'key_loaded_) return decrypted_data;



// EBINE XM

// AES-256-CBCHRZ

// openssl EVP_DecryptInit_ex(ctx, EVP_aes_256_cbc(), NULL, key, iv);
// EVP_DecryptUpdate(ctx, output, &out_len, input, in_len);

// EVP_DecryptFinal_ex(ctx, output + out_len, &final_len);

return decrypted_data;

VESS

* INEAER M

* MM HIEE X4 INEEFERIAFlash

*/

bool encrypt_model(const std::vector<uint8_t>& data, const std::string& output_path)

if (!key_loaded_) return false;
// AES-256-CBCINZEHB NX {4
return true;

/%%
* FIRRE TR
* TTESHA-256 M H 5 FTEEFAIELE XS
*/
bool verify_integrity(const std::string& file_path, const std::string&
expected_sha256) {
// THEXSHA-256
// SHA256_CTX sha256;
// SHA256_Init(&sha256);
// while (read chunk) SHA256_Update(&sha256, chunk, len);
// SHA256_Final(hash, &sha256);
return true;

private:
std::string key_;
bool key_loaded_;

+;
// KRR R AN TE2S
/%%

* HEEARANEIREE
x BIEEHE FFIBATERRMRA, &, 1)
* X¥FA/BD X SEIAE R
*/
class ModelVersionManager {
public:
ModelVersionManager(const std::string& models_dir)
: models_dir_(models_dir) {}

/%%

* SEARREY

* PEERER, MBMETRELNTER

*/

bool register_model(const ModelInfo& info) {



std::lock_guard<std::mutex> lock(mutex_);
std::string key = info.name + "@" + info.version;
models_[key] = info;

return true;

/%%

* HUETEEMRASRIRREY

* J&|RIRAFRIC deprecated, FARAFFICHactive

*/

bool activate_version(const std::string& name, const std::string& version) {
std::lock_guard<std::mutex> lock(mutex_);

// FEEENERIRAIZ Adeprecated
for (auto& pair : models_) {
if (pair.second.name == name && pair.second.state == ModelState::ACTIVE) {
pair.second.state = ModelState: :DEPRECATED;

// BUEARAR

std::string key = name + "@" + version;

auto it = models_.find(key);

if (it !'= models_.end()) {
it—->second.state = ModelState::ACTIVE;
return true;

}
return false;
ks
/%%
* SREVHBIERMRAIERER
*/

ModelInfo get_active_model(const std::string& name) {
std::lock_guard<std::mutex> lock(mutex_);
for (const auto& pair : models_) {
if (pair.second.name == name && pair.second.state == ModelState::ACTIVE) {
return pair.second;

}
return ModelInfo{};

/%%

* REVFTAEELRSSIR

*/

std::vector<ModelInfo> get_all_models() {
std::lock_guard<std: :mutex> lock(mutex_);
std::vector<ModelInfo> result;
for (const auto& pair : models_) {

result.push_back(pair.second);

}

return result;

VeSS
* BEEEFHIEMRAER 4



* REBFRE2TARA, MIFRE RARAFEREME=E

*/

void cleanup_old_versions(const std::string& name, int keep_count = 2) {
std::lock_guard<std::mutex> lock(mutex_);
std::vector<std::string> deprecated_keys;

for (const auto& pair : models_) {
if (pair.second.name == name && pair.second.state == ModelState::DEPRECATED)

{
deprecated_keys.push_back(pair.first);
}
¥
// EhRAHE, REB&FTkeep_count
if (static_cast<int>(deprecated_keys.size()) > keep_count) {
for (int i = @; i < static_cast<int>(deprecated_keys.size()) - keep_count;
i++) {
// BUBRAR B ST FH MIF I RTERR
models_.erase(deprecated_keys[il);
}
¥
b
private:
std::string models_dir_;
std::unordered_map<std::string, ModelInfo> models_;
std::mutex mutex_;
BE
// LIntR B EL 28
/%%

* DiRREE LR
* EENERIRE
* BIEHTTPSHIE
*/

class CloudModelSyncer {

public:

CloudModelSyncer(const std::string& server_url, const std::string& device_id)
: server_url_(server_url), device_id_(device_id) {}

SEMRAER, B THARE
BETE, TEERSAERRL

/%%
* MBERImESEREEN
* GET /api/vl/model/check-update?device_id=xxx&models=o0cr@l.@,math@l.o
*/
struct UpdateInfo {
std::string model_name;
std::string new_version;
std::string download_url;
size_t file_size;
std::string sha256;

std::vector<UpdateInfo> check_updates(const std::vector<ModelInfo>& current_models)

std::vector<UpdateInfo> updates;
// MLIHAPTRIZHSRIEEARATIR, RENA]EFThRA



// HTTPSiEX: GET server_url_/api/v1l/model/check-update
return updates;

/ %k

* TEBRIXMH

* HTTPSTH, ZIFMTmE(E

* TEHEMGEHITSHA-256IGFIRSAZ R IGIF

*/

bool download_model(const UpdateInfo& info, const std::string& save_path) {
// HTTPSTZ;
// #HEBLIE LR
// SHA-2564%55
// RSAZEZINE (0TAZZE: ARERSAZEZ+SHA-256156, BHE)
return true;

/%%
* FIREBIEREIRG
* POST /api/vl/model/deploy-status

*/
void report_deploy_status(const std::string& model_name, const std::string& version,
bool success, const std::string& error = "") {
// ARl ERERESEER
}
private:
std::string server_url_;
std::string device_id_;
IE
// OTAE MR EERS
/%%

* OTAEREFARETRRE

x BEENHSEHITEAR

* KFAA/BROXAR, ARKMENCIA

* BRI/ ARERSAZZ+SHA-256#%58, FHEN

*/
class OtaUpgradeManager {
public:
enum class OtaState {
IDLE, /! =R
CHECKING, // MBEEHE
DOWNLOADING, // TEH
VERIFYING, // BB
INSTALLING, // &
REBOOTING, // BB
FAILED /] KW
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OtaUpgradeManager(const std::string& ota_url, const std::string& device_id)
: ota_url_(ota_url), device_id_(device_id), state_(0OtaState::IDLE),
current_partition_("A"), download_progress_(0) {}

/xx WEEHERH */
bool check_update() {



state_ = OtaState::CHECKING;
// GET ota_url_/api/vl/ota/check?device_id=xxx&version=xxx
return false; // REIRESERA

/0 THEGARE */
bool download_firmware(const std::string& download_url) {
state_ = OtaState::DOWNLOADING;
// HTTPSORTHEIFEER D X
/] ZISHTSLSE
return true;

/xx BEFEHETEREUNER «/
bool verify_firmware(const std::string& firmware_path) {
state_ = OtaState::VERIFYING;
// SHA-2561%5%
// RSA-2048% 261
return true;

/0 BREREMG (EAIEFRDEX) */
bool install_firmware() {
state_ = OtaState::INSTALLING;
// BABHX (MZHBIE{TAD X)
// BETNRBEHMBL XSS
return true;

/¥k ELNREI E—hRAS */
bool rollback() {
// UHRE E—PH X
std::string target = (current_partition_ == "A") ? "B" : "A";
// BE5|ISPXRNtarget
return true;

/¥k IREXHBIOTARTS */

OtaState get_state() const { return state_; }

int get_progress() const { return download_progress_; }

std::string get_current_partition() const { return current_partition_; }

private:
std::string ota_url_;
std::string device_id_;
OtaState state_;
std::string current_partition_;
int download_progress_;

g
// AR EIIER
/%%

* REBITINSER

* RECPU, W77, GPU/NPUFRIAZE, REZEHIEIR
* NEmRIEEENEREERESESTE

*/



class SystemMonitor {

public:

struct SystemMetrics {
float cpu_usage_percent; // CPUfER=R
float memory_usage_percent; // WFER=R
long memory_total_mb; /] BAE
long memory_used_mb; // EBRAEF
float gpu_usage_percent; // GPU/NPUFJFEZX
float gpu_memory_usage_mb; // GPUETHEFR
float gpu_temperature_c; // GPURRE
float disk_usage_percent; // MERERE
float network_rx_mbps; /] MEIRWORE
float network_tx_mbps; /] M KRIERE
long uptime_seconds; // RGBT

i

SystemMonitor() : running_(false) {}

/¥k BEhIRIZRELTE +/

void start(int interval_ms = 5000) {
running_ = true;
// TERRERSGIET

/*k SREVERFTRSUET */

SystemMetrics get_metrics() {
SystemMetrics metrics;
metrics.cpu_usage_percent = read_cpu_usage();

metrics.memory_usage_percent = read_memory_usage();

metrics.gpu_usage_percent = read_gpu_usage();

metrics.gpu_temperature_c = read_gpu_temperature();

metrics.disk_usage_percent = read_disk_usage();
return metrics;

void stop() { running_ = false; }

private:
float read_cpu_usage() {
// iEE /proc/stat ITECPUERR
return 0.0f;

float read_memory_usage() {
// IEE /proc/meminfo
return 0.0f;

float read_gpu_usage() {
// NVIDIA: nvidia-smi / NVML
// Wi /sys/class/devfreq/xxx
return 0.0f;

float read_gpu_temperature() {
// ZENGPUBEER%33
return 0.0f;



float read_disk_usage() {
// statfs("/")
return 0.0f;

std::atomic<bool> running_;

g

#endif // MODEL_MANAGER_H

inference/npu_scheduler. cpp

/%
* BASHEERENENETERG V1.0
NPU/GPUEEFFMFEH% - BHIMEREREERS ESDE

EEEHE EMINPU/GPUITERIR
X SMIEHTF S NVIDIA GPU(CUDA). IS #NPU(RKNN) . #@FIGPU(OpenCL)
RIBES KBNS A RSEERERAEERE

* X X ¥ *

*/

#ifndef NPU_SCHEDULER_H
#define NPU_SCHEDULER_H

#include <string>
#include <vector>
#include <memory>
#include <mutex>
#include <atomic>
#include <chrono>
#include <queue>
#include <functional>
#include <unordered_map>
#include <thread>
#include <condition_variable>
#include <cstring>

// EHIREMR

/#k REFDIIEREFEE */
enum class AcceleratorType {

CPU_ONLY = 0, // {XCPU (FchniEzs ] FHRRISEIR 5 2R)
NVIDIA_GPU = 1, // NVIDIA GPU (CUDA/TensorRT)

ROCKCHIP_NPU = 2, // E#NPU (RKNN)

AMLOGIC_NPU = 3, // EENPU

GENERIC_OPENCL = 4 // ji@F0penCL GPU
g

/k REHIRERIER */

struct AcceleratorDevice {
AcceleratorType type; // NNiRZZSRE
int device_id; // ZBRS



std::string name; // REBM

std::string driver_version; // IEEHRRAS

size_t total_memory_mb; // BEEF/ANTE(MB)
size_t free_memory_mb; // AIRAE%E/MW7E(MB)
float compute_capability; // BIIIEIR

float current_utilization; // SHRIFIAZE(0-1)
float temperature_celsius; // HELRE

float max_temperature; /! RARRERE
bool is_available; // EEAA

T

/xx WIBESHERTR +/
struct TaskResourceRequirement {

size_t memory_mb; // TEWNEE(MB)

float estimated_time_ms; // T LHEIERTE]

bool requires_fp16; // BEFEFPI6:E

bool requires_int8; // REEEINTSLF

int preferred_device; // RFREID (-1RRTRLF)
Y
// PRI 2%
/%%

* TR AERRANES
* B AS AT AINPU/GPUIRE
* BEpICEi & IR IR S %
*/
class HardwareDetector {
public:
/%%
* AL HATA T BAIINREE RS
* #&MIRA: NVIDIA GPU - ImiMNPU - JBFi0OpenCL - CPU
*/
std::vector<AcceleratorDevice> detect_devices() {
std::vector<AcceleratorDevice> devices;

// ¥MNVIDIA GPU
if (detect_nvidia_gpu(devices)) {
// BINVMLEEZREIGPUIE &

// FMIEHTHNPU
if (detect_rockchip_npu(devices)) {
// @idsysfsIKEINPUER

// WREEINIRSE, RMCPUERSLIR

if (devices.empty()) {
AcceleratorDevice cpu_dev;
cpu_dev.type = AcceleratorType::CPU_ONLY;
cpu_dev.device_id = 0;
cpu_dev.name = "CPU";
cpu_dev.total_memory_mb = get_system_memory_mb();
cpu_dev.free_memory_mb = get_free_memory_mb();
cpu_dev.is_available = true;
devices.push_back(cpu_dev);



return devices;

private:
bool detect_nvidia_gpu(std::vector<AcceleratorDevice>& devices) {
// W& /dev/nvidiad E&EEFE
// {EANVML APIZREVIRERER
// nvmlInit();
// nvmlDeviceGetCount(&count);
// for (int i = 0; 1 < count; i++) {

// nvmlDeviceGetHandleByIndex (i, &device);

// nvmlDeviceGetName(device, name, sizeof(name));

// nvmlDeviceGetMemoryInfo(device, &mem);

// nvmlDeviceGetUtilizationRates(device, &util);

// nvmlDeviceGetTemperature(device, NVML_TEMPERATURE_GPU, &temp);
//}

return false;

bool detect_rockchip_npu(std::vector<AcceleratorDevice>& devices) {
// ¥E /dev/rknpu 3§ /sys/class/misc/rknpu BEFE
// ZEINPUREHER
// cat /sys/kernel/debug/rknpu/load // NPUfa%;
return false;

size_t get_system_memory_mb() {
// iZBEX /proc/meminfo
return 4096; // EAIA4GB

size_t get_free_memory_mb() {
return 2048;

}
T
// BERHER
/%%

* EHIRE A IRIE
* TEHIREGPU/NPURIBR, BE. BEEREERN
* NTAE RIS IR ST EIEE
*/
class DevicelLoadMonitor {
public:

struct DeviceMetrics {

int device_id;

float utilization; // FIBE (0-1)
float memory_usage; // SEFERE (0-1)
float temperature; // BE(RKE)
float power_watts; // hEE(R)

int inference_qgps; // ZRIEIEQPS

std::chrono::steady_clock::time_point timestamp;

18

DeviceLoadMonitor() : running_(false) {}



/xx BiiE (EE%RETHRE) */
void start(int interval_ms = 1000) {
running_ = true;
monitor_thread_ = std::thread([this, interval_ms]() {
while (running_) {
collect_metrics();
std::this_thread::sleep_for(std::chrono::milliseconds(interval_ms));

1)

/*x FREVIEE IR B IERITIENT */

DeviceMetrics get_metrics(int device_id) {
std::lock_guard<std: :mutex> lock(mutex_);
auto it = latest_metrics_.find(device_id);
if (it '= latest_metrics_.end()) {

return it->second;
}

return DeviceMetrics{};

/*xx SREVFRBIREIEIR */
std::vector<DeviceMetrics> get_all_metrics() {
std::lock_guard<std::mutex> lock(mutex_);
std::vector<DeviceMetrics> result;
for (const auto& pair : latest_metrics_) {
result.push_back(pair.second);
¥

return result;

void stop() {
running_ = false;
if (monitor_thread_.joinable()) {
monitor_thread_.join();

private:
void collect_metrics() {
std::lock_guard<std::mutex> lock(mutex_);
// NVIDIA GPU: nvmlDeviceGetUtilizationRates + nvmlDeviceGetTemperature
// BSHNPU: iEEY /sys/kernel/debug/rknpu/load
// CPU: iZHY /proc/stat

std::unordered_map<int, DeviceMetrics> latest_metrics_;
std::mutex mutex_;

std::atomic<bool> running_;

std::thread monitor_thread_;

T
// TERE
/%%

* RIS HE R



* RBESIHEMEENBEERMNHEIEIRES
*/
class SchedulingPolicy {
public:
virtual ~SchedulingPolicy() = default;

/kx EERRMIEENTHEES */
virtual int select_device(const TaskResourceRequirement& requirement,
const std::vector<AcceleratorDevice>& devices,
const std::vector<DevicelLoadMonitor::DeviceMetrics>&
metrics) = 0;

¥

/%%
* R/ NAEIEE R
* MITEFESERNARRENIZE
*/
class MinLoadPolicy : public SchedulingPolicy {
public:
int select_device(const TaskResourceRequirement& requirement,
const std::vector<AcceleratorDevice>& devices,
const std::vector<DeviceLoadMonitor::DeviceMetrics>& metrics)
override {
int best_device = 0;
float min_load = 1.0f;

for (size_t i = 0; i < devices.size(); i++) {
if (!'devices[il.is_available) continue;
if (devices[i].free_memory_mb < requirement.memory_mb) continue;

float load = (i < metrics.size()) ? metrics[il.utilization : 0.0f;
if (load < min_load) {

min_load = load;

best_device = static_cast<int>(i);

}

return best_device;
Y

/%%
* mE RN E RS
* BT ARIMEZRIREIRE, Bl HRER
*/
class ThermalAwarePolicy : public SchedulingPolicy {
public:
ThermalAwarePolicy(float temp_threshold = 80.0f) : temp_threshold_(temp_threshold)
{}

int select_device(const TaskResourceRequirement& requirement,
const std::vector<AcceleratorDevice>& devices,
const std::vector<DevicelLoadMonitor::DeviceMetrics>& metrics)
override {
int best_device = 0;
float best_score = -1.0f;

for (size_t i = @; i < devices.size(); i++) {



if ('devices[il.is_available) continue;
if (devices[il.free_memory_mb < requirement.memory_mb) continue;

float load = (i < metrics.size()) ? metrics[i]l.utilization : 0.0f;
float temp = (i < metrics.size()) ? metrics[il.temperature : 0.0f;

// ZETD: AHNE.6 + BEINE0.4

float load_score = 1.0f - load;

float temp_score = (temp < temp_threshold_) ? 1.0f : (1.0f - (temp -
temp_threshold_) / 20.0f);

float score = load_score *x 0.6f + temp_score *x 0.4f;

if (score > best_score) {
best_score = score;
best_device = static_cast<int>(i);

}
¥
return best_device;
}
private:
float temp_threshold_;
Y
// NPUIEE =S (#Zlv)
/%%
* NPU/GPUREHREE 28
* BIEEIRESIEHEENDRRE
* ROINRE:
* 1. WHHERNTER
* 2. BETFRENRENSERE
* 3. REWEENTIR
* 4. WIBMEEIEIRRE
*/
class NpuScheduler {
public:

NpuScheduler() : initialized_(false) {}

/%%
* WA tiEE R
* MMREHIRE, BohAafiinE, REBERE
*/
bool initialize() {
// HONET IR SR
HardwareDetector detector;
devices_ = detector.detect_devices();

if (devices_.empty()) {
return false;
// BENgE s

load_monitor_.start(1000);

// RERERE (BRANRERAIRE)

policy_ = std::make_unique<ThermalAwarePolicy>(80.0f);



initialized_ = true;
return true;

b

/%%
*x NEBESHESMIRE
*/

int schedule_task(const TaskResourceRequirement& requirement) {

if ('initialized_) return 0;

auto metrics = load_monitor_.get_all_metrics();

return policy_-—>select_device(requirement, devices_, metrics);

}

/%%
* REFFBIREIRNS
*/

std::vector<AcceleratorDevice> get_device_status() {

// BINEETIPRES

auto metrics = load_monitor_.get_all_metrics();

for (auto& dev : devices_) {

for (const auto& m : metrics) {
if (m.device_id == dev.device_id) {

dev.current_utilization = m.utilization;
dev.temperature_celsius = m.temperature;

}

return devices_;

/*xx FREABSRIHER */

struct SchedulerStats {
long total_tasks_scheduled;
long total_tasks_completed;
long total_tasks_failed;
float avg_inference_ms;
float gpu_avg_utilization;
float gpu_temperature;
int active_devices;
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SchedulerStats get_stats() {
SchedulerStats stats;
stats.total_tasks_scheduled = tasks_scheduled_. load();
stats.total_tasks_completed = tasks_completed_.load();
stats.total_tasks_failed = tasks_failed_.load();

stats.active_devices = static_cast<int>(devices_.size());

auto metrics = load_monitor_.get_all_metrics();
if (!'metrics.empty()) {
float total_util = 0;

for (const auto& m : metrics) total_util += m.utilization;
stats.gpu_avg_utilization = total_util / metrics.size();

stats.gpu_temperature = metrics[0].temperature;



return stats;

void shutdown() {
load_monitor_.stop();
initialized_ = false;

private:
std::vector<AcceleratorDevice> devices_;
DevicelLoadMonitor load_monitor_;
std::unique_ptr<SchedulingPolicy> policy_;
bool initialized_;

std::atomic<long> tasks_scheduled_{0};
std::atomic<long> tasks_completed_{0};
std::atomic<long> tasks_failed_{0};

};

// & EE

VeSS

* BHEREEE (WKREETH)

* MISONECEXHHFREENHIE

* XFETNEEREH (BEMQTTIZIERES)

*/

struct EdgeBoxConfiguration {
// HIERE
int max_concurrent_inferences = 4; // BRARFHEIREL
int inference_queue_size = 256; // HEEEBAFIAK/N
int default_timeout_ms = 500; // BRIAMEIREBRS

// NPU/GPUECE

float gpu_memory_fraction = 0.8f; // GPUETE{ERLLHI LR
float thermal_throttle_temp = 80.0f; // REMSAHIE

bool enable_fpl6 = true; // EFAFP163fE

bool enable_int8 = false; // BHEINT8Z1

// RNERE

std::string grpc_listen
std::string mqtt_broker
bool enable_mtls = true;

"0.0.0.0:50052";
"ssl://mqtt.writech.com:8883";

// FiERE

std::string models_dir = "/opt/models";
std::string cache_dir = "/var/lib/writech/cache";
int offline_cache_max_mb = 256;

// EHEE

bool enable_cluster = true;

std::string cluster_discovery = "mdns";
T

#endif // NPU_SCHEDULER_H



preprocessing/

preprocessing/stroke_preprocessor.cpp

/%
BASHEERENIDETERHE V1.0
EMFRLIBEIR a‘% WA AREE TR IR

SRR R ARG ZE W A AR AT IR I :
EIRIEHK. LR)3—. ZEDE]. KRR
TR IR L5 RAEAINPU/ GPUH BRI (LA

* % ¥ X X ¥

*/

#ifndef STROKE_PREPROCESSOR_H
#define STROKE_PREPROCESSOR_H

#include <vector>
#include <cmath>
#include <algorithm>
#include <numeric>
#include <cstring>

// EEELE

/xx RIREMAITR CREMXgRPCHIER) */
struct RawPoint {

float x; // X&tn (RBEE, £9300DPI)
float y; // YHER

float pressure; // EHE (0.0-1.0)
uint32_t timestamp; // REREE (F * })

bool pen_up; // IRENNE

g

/xk JA—HEHIARR */
struct NormalizedPoint {

float x; // VA—1tX (0.0-1.0)
float y; // YA—1kY (0.0-1.0)
float pressure; // EH1E (0.0-1.0)

I

/kx EEEIE */
struct Stroke {
std::vector<NormalizedPoint> points; // VA—ftirm/F7

int stroke_index; // EEFS
float length; // EBEBERKE
int duration_ms; // BEEN (W)

I

/kx FAMERIL (FBTNPUIRRIN)  */
struct PreprocessedData {

std::vector<float> image; // BRERXREERSG (HxW)
int image_width; // BBRE
int image_height; // BBSE

std::vector<Stroke> strokes; // DEIRHNEESIR



int total_points; // BAIREE

int stroke_count; // EEHE
T
// EIRIEE 2%
/%%

* EMEIRERK RS
* JHIRRPEER RIS RERNRIEIEENEE R
* ZRRER: RFELR - PERK - BahTIFES
*/
class StrokeNoiseFilter {
public:
/%%
* FIEER N
* max_jump: SARFHIAEER (BIUNARER)
* window_size: JEREOAN (FE)
*/
StrokeNoiseFilter(float max_jump = 50.0f, int window_size = 3)
: max_jump_(max_jump), window_size_(window_size) {}

/%*

* SIERSFE RS

* RIEERGLEEERRSHANRE, FTELR

*/

std::vector<RawPoint> remove_outliers(const std::vector<RawPoint>& points) {
if (points.size() < 3) return points;

std::vector<RawPoint> result;
result.push_back(points[@]);

for (size_t i = 1; i < points.size(); i++) {
float dx = points[il.x - points[i-1].x;
float dy = points[il.y - points[i-1].y;
float dist = std::sqrt(dx % dx + dy * dy);

// BKEREBESIETEATRBIZR
if (dist <= max_jump_) {
result.push_back(points[i]);

}
return result;

/%%

* PERIEER

* SIXHIY AR BT — R E IR

* BROHEBRBK RS B R E E BT

*/

std::vector<RawPoint> median_filter(const std::vector<RawPoint>& points) {
int n = static_cast<int>(points.size());
if (n < window_size_) return points;

int half = window_size_ / 2;
std::vector<RawPoint> result(n);

for (int 1 = 0; i < n; i++) {



// WEEORIXAYE

std::vector<float> wx, wy;

for (int j = std::max(@, i - half); j <= std::min(n - 1, i + half); j++) {
wx.push_back(points[j]l.x);
wy.push_back(points[jl.y);

}

// HIFEHE

std::sort(wx.begin(), wx.end());

std::sort(wy.begin(), wy.end());

result[i] = points[i];
result[il.x = wx[wx.size() / 21;
result[il.y = wylwy.size() / 21;
+
return result;
+
/%%

* BRTHTE

* H—LHORER, FEEBERY

*/

std::vector<RawPoint> moving_average(const std::vector<RawPoint>& points) {
int n = static_cast<int>(points.size());
if (n < 3) return points;

std::vector<RawPoint> result(n);
int half = window_size_ / 2;

for (int i = @; i < n; i++) {
float sum_x = @, sum_y = 0;
int count = 0;
for (int j = std::max(@, i — half); j <= std::min(n - 1, i + half); j++) {
sum_x += points[j].x;
sum_y += points[jl.y;

count++;
}
result[i] = points[i];
result[il.x = sum_x / count;
result[il.y = sum_y / count;

b

return result;

/¢ HATTREIRRE +/
std::vector<RawPoint> apply(const std::vector<RawPoint>& points) {
auto stepl = remove_outliers(points);
auto step2 = median_filter(stepl);
auto step3 = moving_average(step2);
return step3;

private:
float max_jump_;
int window_size_;

+;
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/%%
* AARYd—1rER
* BRI R TS PBRNRR LG —)T—rEI [0, 1155
* RISESEBERENETH
*/
class CoordinateNormalizer {
public:
CoordinateNormalizer(bool preserve_aspect = true)
preserve_aspect_(preserve_aspect) {}

/%%
* Min-Max/)3—t, BREIZI[0,1]5EE
*/

std::vector<NormalizedPoint> normalize(const std::vector<RawPoint>& points)
if (points.empty()) return {};

// TTELINEE

float min_x = points[0].x, max_x

float min_y = points[@].y, max_y

for (const auto& p : points) {
min_x = std::min(min_x, p.x);
max_x = std::max(max_x, p.X);
min_y = std::min(min_y, p.y);
max_y = std::max(max_y, p.y);

points[@].x;
points[@].y;

float range_x
float range_y

max_x — min_x;
max_y — min_y;

// REESHERERS—N%ENE T

float scale = 1.0f;

if (preserve_aspect_) {
scale = std::max(range_x, range_y);
if (scale < 1e-6f) scale = 1.0f;

std::vector<NormalizedPoint> result;
result.reserve(points.size());

for (const auto& p : points) {
NormalizedPoint np;
if (preserve_aspect_) {
np.x = (p.x — min_x) / scale;
np.y = (p.y — min_y) / scale;

} else {
np.x = (range_x > le-6f) ? (p.x — min_x) / range_x : 0.5f;
np.y = (range_y > le-6f) ? (p.y — min_y) / range_y : 0.5f;
}

np.pressure = p.pressure;
result.push_back(np);
}

return result;

private:
bool preserve_aspect_;



g

// ZEDE=F

/%%
* EEDER
* ARIEIRE BN RS EELITR D EIN ML EE
*/
class StrokeSegmenter {
public:

StrokeSegmenter(int time_threshold_ms = 200, int min_points = 3)

: time_threshold_(time_threshold_ms), min_points_(min_points) {}

/%%
* RRIsRFI D EINERIIR
*/

std::vector<std::vector<RawPoint>> segment(const std::vector<RawPoint>& points) {
if (points.empty()) return {};

std::vector<std::vector<RawPoint>> strokes;
std::vector<RawPoint> current;
current.push_back(points[@]);

for (size_t i = 1; i < points.size(); i++) {
bool is_break = points[i].pen_up;
int time_gap = static_cast<int>(points[i].timestamp - points[i-
1].timestamp);

if ((is_break || time_gap > time_threshold_) &&
static_cast<int>(current.size()) >= min_points_) {
strokes.push_back(current);
current.clear();

¥

if (!points[i].pen_up) {
current.push_back(points[i]);

¥

if (static_cast<int>(current.size()) >= min_points_) {
strokes.push_back(current);

+

return strokes;

private:
int time_threshold_;
int min_points_;

+;

// BgEREE

/%%

* EMEGRIERES

* B BITE RN IR E EURIE S CNNR LN
* {EABresenhamBE % BiAEIRIB AL IR =

*/

class StrokeImageRenderer {

public:



StrokeImageRenderer(int width = 64, int height = 64)
: width_(width), height_(height) {}

/%%

* BRITEIERANREERG

* BB —HFRNA, EE0,1], 1RRED

*/

std::vector<float> render(const std::vector<NormalizedPoint>& points) {
std::vector<float> image(width_ * height_, 0.0f);

for (size_t i = 1; i < points.size(); i++) {

int x@ = static_cast<int>(points[i-1].x x (width_ - 1));
int y@ = static_cast<int>(points[i-1].y * (height_ - 1));
int x1 = static_cast<int>(points[il.x *x (width_ - 1));

int y1 = static_cast<int>(points[il.y * (height_ - 1));

// HERIEGTE

X0 = std::clamp(x@, 0, width_ - 1);
y0 = std::clamp(y@, @, height_ - 1);
x1 = std::clamp(x1, @0, width_ - 1);
yl = std::clamp(yl, @, height_ - 1);

float pressure = (points[i-1].pressure + points[i].pressure) * 0.5f;

// BresenhamBEZE%
draw_line(image, x0@, y0, x1, yl, pressure);
}

return image;

private:
void draw_line(std::vector<float>& image, int x@, int y@, int x1, int yl1, float
value) {
int dx = std::abs(xl - x0);
int dy = std::abs(yl - y0);
int sx (x0 < x1) 2 1: -1;
int sy = (y0 < yl1) ?2 1 : -1;
int err = dx - dy;

=

while (true) {
int idx = y0@ x width_ + x0;
if (idx >= 0 && idx < width_ * height_) {
image[idx] = std::max(imagel[idx], value);
}
if (x@0 == x1 && y0 == yl1) break;
int e2 = 2 x err;

if (e2 > -dy) { err —= dy; x0 += sx; }
if (e2 < dx) { err += dx; y@0 += sy; }
¥
}
int width_;

int height_;
g

1/ maEEE (1)




/%

* EMFAMIEEE

* BEERR, F3—H. 28, EFNTREAERE

* MARBLITRFES, WETECHEIRRALIE

*/

class StrokePreprocessor {

public:

StrokePreprocessor(int image_size = 64)
: noise_filter_(50.0f, 3),

normalizer_(true),
segmenter_(200, 3),
renderer_(image_size, image_size),
image_size_(image_size) {}

VESS

* PATRENIEEE

* fifE: [Riadin - RIR - 31K - EEDHE -

*/

PreprocessedData process(const std::vector<RawPoint>& raw_points) {
PreprocessedData result;

23

BIER

// BB KIEEHR
auto denoised = noise_filter_.apply(raw_points);

// S22 AFR)F3—1t
auto normalized = normalizer_.normalize(denoised);

// T3 EEHE
auto stroke_groups = segmenter_.segment(denoised);

// TEEBELE
for (int i = @; i < static_cast<int>(stroke_groups.size()); i++) {
Stroke stroke;
stroke.stroke_index = ij;
auto norm_group = normalizer_.normalize(stroke_groups[il);
stroke.points = norm_group;
stroke.length = calc_path_length(norm_group);
if (stroke_groups[il.size() >= 2) {
stroke.duration_ms = static_cast<int>(
stroke_groups[il.back().timestamp -
stroke_groups[i].front().timestamp);
}
result.strokes.push_back(stroke);

// SBA: BRAREERZ

result.image = renderer_.render(normalized);
result.image_width = image_size_;

result.image_height image_size_;

result.total_points static_cast<int>(denoised.size());
result.stroke_count static_cast<int>(result.strokes.size());

return result;

private:
float calc_path_length(const std::vector<NormalizedPoint>& points) {



float total = 0.0f;

for (size_t i = 1; i < points.size(); i++) {
float dx = points[il.x - points[i-1].x;
float dy = points[il.y — points[i-1].y;
total += std::sqrt(dx *x dx + dy x dy);

b

return total;

StrokeNoiseFilter noise_filter_;
CoordinateNormalizer normalizer_;
StrokeSegmenter segmenter_;
StrokeImageRenderer renderer_;
int image_size_;

I

#endif // STROKE_PREPROCESSOR_H



