BAS EoiRE Filimh BERE V1.0

RIEZERNENTE — FEF

WRIA: SRUBRERHEERAE]
A5 : V1.0

IRIE R B R &

06-writech-app-mobile/
— main.dart
— repository/
| L— local_repository.dart
— service/
— api_service.dart
— ble_service.dart
L— websocket_service.dart
ui/
L— common/
L stroke_canvas.dart
util/
L— encryption_util.dart

T

PR XHR

(REZ)

main.dart

/// BRASEMREFNIKNAERYE V1.0

/// APPAO - FlutterAFEFAOSEFEWEANL
11/

/// THEEVRER:

/// 1. FlutterNR#aft (SIZHE. HIRLE)
/11 2. EREEUEN (GetItRRSBENIZR)

/77 3. #EEERADIENL (APNs / FCM)

/// 4. BPINEPRSRE



/// 5. ZEBXRHF (RB/REB/IFIRIER)
/// 6. ERtEEE (F3X/English)

import 'dart:async';

import 'dart:io’;

import 'package:flutter/material.dart’';

import 'package:flutter/services.dart';

import 'package:flutter_bloc/flutter_bloc.dart';

import 'package:get_it/get_it.dart';

import 'package:shared_preferences/shared_preferences.dart';

/// ERRBEAIZZIE
final GetIt getIt = GetIt.instance;

/// NMARREAO

void main() async {
// FRRFlutterS| A MLTR
WidgetsFlutterBinding.ensureInitialized();

// HEEZREIRGE (HIRARGENFlutte riEZREIR)

FlutterError.onError = (FlutterErrorDetails details) {
FlutterError.presentError(details);
_reportError(details.exception, details.stack);

+;

// A E B

await _initDependencies();

// REBRGUIHR (RSIZER)
SystemChrome.setSystemUIOverlayStyle(const SystemUiOverlayStyle(
statusBarColor: Colors.transparent,
statusBarIconBrightness: Brightness.dark,

));

// RERERE (FNIRNIFER)

await SystemChrome.setPreferredOrientations([
DeviceOrientation.portraitUp,
DeviceOrientation.portraitDown,

1);

// BITNA (X ZonefiRAMIE)
runZonedGuarded( () {
runApp(const WritechMobileApp());
}, (error, stackTrace) {
_reportError(error, stackTrace);

1)

/// R ERREUEN
/// EMEAERSEELH] (API, WebSocket. BLE. ZAithizfi#)
Future<void> _initDependencies() async {
// HERIFRE (AFEEFXN)
final prefs = await SharedPreferences.getInstance();
getIt.registerSingleton<SharedPreferences>(prefs);

// ERMAPIRRSS (ZFEREST APLE(R)
getIt.registerLazySingleton<ApiService>(() => ApiService());



// FftWebSocketARSS (SERTBANHEE)
getIt.registerLazySingleton<WebSocketService>(() => WebSocketService());

// EMBLEEFARS (BMinEiE=iEE)
getIt.registerLazySingleton<BleService>(() => BleService());

// EMAREIEECRE (SQLiteZE F)
getIt.registerLazySingleton<LocalRepository>(() => LocalRepository());

// AR
await _initPushNotification();

/// A EEBEEIRS
/// i0S{EFAPNs, Android{fFFCM
Future<void> _initPushNotification() async {
// BERBHINR (10SHEEERXIERK)
if (Platform.isI0S) {
// FERAPNSIHEIEI R
debugPrint (' [Push] ERi10SHEENR");
¥
// FEGREEXETokend BRI ZFEE
debugPrint (' [Push] #EABHRIAMLTR") ;

/// ERERLER (REFTIHEIRKERS)

void _reportError(dynamic error, StackTrace? stackTrace) {
debugPrint (' [CrashReport] ##3KE=E: $error');
debugPrint('[CrashReport] if#%: $stackTrace');
// =B LIREISentry/Firebase Crashlytics

b

/// NFAfRWidget - FCERRH. . KSERE
class WritechMobileApp extends StatefulWidget {
const WritechMobileApp({super.key});

@override
State<WritechMobileApp> createState() => _WritechMobileAppState();
¥

class _WritechMobileAppState extends State<WritechMobileApp>
with WidgetsBindingObserver {
/// HETEBE
ThemeMode _themeMode = ThemeMode. light;

/// BFRAe (BN/REK) RESRMNINEEAD
String _userRole = 'teacher';

@override

void initState() {
super.initState();
WidgetsBinding.instance.addObserver(this);
_loadUserPreferences();

b

@override



void dispose() {
WidgetsBinding.instance.removeObserver(this);
super.dispose();

}

/// SRR AR
@override
void didChangeAppLifecycleState(AppLifecycleState state) {
switch (state) {
case AppLifecycleState.resumed:
// HIEWRE: EiEWebSocketiEi%. RlFfiToken
debugPrint (' [App] MARZIFIA');
getIt<WebSocketService>().reconnect();
break;
case AppLifecycleState.paused:
// BNEE: BiffWebSocket, B/ E RS
debugPrint (' [App]l RIEENER');
break;
case AppLifecycleState.detached:
// RIFR%HSR: BIEFIERIR
_cleanup();
break;
default:
break;

/// MBRAFPRFRE (F8. AR, B5%)
void _loadUserPreferences() {
final prefs = getIt<SharedPreferences>();
final themeName = prefs.getString('theme_mode') ?? 'light';
setState(() {
_themeMode = themeName == 'dark' ? ThemeMode.dark : ThemeMode. light;
_userRole = prefs.getString('user_role') ?? 'teacher';
1)
}

/// BEEEER

void _cleanup() {
getIt<WebSocketService>().disconnect();
getIt<BleService>().disconnectAll();
debugPrint (' [App] 2BHRBFERH');

}

@override
Widget build(BuildContext context) {
return MultiBlocProvider(
providers: [
// INERESER (B%/EWH/TokenRlHT)
BlocProvider<AuthBloc>(create: (_) => AuthBloc()),
/] ERSER (FIR/FE/RR)
BlocProvider<AssignmentBloc>(create: (_) => AssignmentBloc()),
// HERSERE B/ FRRE8)
BlocProvider<MessageBloc>(create: (_) => MessageBloc()),
I
child: MaterialApp(
title: 'BASEMRE’,



debugShowCheckedModeBanner: false,
themeMode: _themeMode,

// EBEM

theme: _buildLightTheme(),

// FREBER

darkTheme: _buildDarkTheme(),

// BHEE

initialRoute: '/splash',

routes: _buildRoutes(),

/// HEEBER
ThemeData _buildLightTheme() {
return ThemeData(
useMaterial3: true,
colorScheme: ColorScheme. fromSeed(
seedColor: const Color(@xFF2196F3), // @hEiE
brightness: Brightness.light,
),
fontFamily: 'NotoSansSC',
appBarTheme: const AppBarTheme(
centerTitle: true,
elevation: 0,
),
cardTheme: CardTheme(
elevation: 2,
shape: RoundedRectangleBorder(borderRadius: BorderRadius.circular(12)),
),
)k

/// HEREER
ThemeData _buildDarkTheme() {
return ThemeData(
useMaterial3: true,
colorScheme: ColorScheme. fromSeed(
seedColor: const Color(@xFF2196F3),
brightness: Brightness.dark,
),
fontFamily: 'NotoSansSC',
)3
}

/// YRR ARHEK
Map<String, WidgetBuilder> _buildRoutes() {
return {

'/splash': (_) => const SplashScreen(),
'/login': (_) => const LoginPage(),
'/teacher_home': (_) => const TeacherHomePage(),
'/parent_home': (_) => const ParentHomePage(),
'/assignment_detail': (_) => const AssignmentDetailPage(),
'/stroke_replay': (_) => const StrokeReplayPage(),
'/report_detail': (_) => const ReportDetailPage(),
'/ble_connect': (_) => const BleConnectPage(),
'/settings': (_) => const SettingsPage(),



/% ========== EfiWidgetE (STEEMIHRTH) ========== &/

/// BTl - RBrLogo + BoEENE
class SplashScreen extends StatelessWidget {
const SplashScreen({super.key});
@override
Widget build(BuildContext context) => const Scaffold(body: Center(child: Text('B#%
5')));
}

/// BFRILGAL
class LoginPage extends StatelessWidget {

const LoginPage({super.key});

@override

Widget build(BuildContext context) => const Scaffold();
I

/// BIMETTAAL
class TeacherHomePage extends StatelessWidget {

const TeacherHomePage({super.key});

@override

Widget build(BuildContext context) => const Scaffold();
¥

/// RERERASW
class ParentHomePage extends StatelessWidget {

const ParentHomePage({super.key});

@override

Widget build(BuildContext context) => const Scaffold();
¥

/77 ENFE L
class AssignmentDetailPage extends StatelessWidget {
const AssignmentDetailPage({super.key});
@override
Widget build(BuildContext context) => const Scaffold();
¥

/// ZFEBEIRSAL
class StrokeReplayPage extends StatelessWidget {

const StrokeReplayPage({super.key});

@override

Widget build(BuildContext context) => const Scaffold();
¥

/// FIEREFEE S
class ReportDetailPage extends StatelessWidget {

const ReportDetailPage({super.key});

@override

Widget build(BuildContext context) => const Scaffold();
b

/// BLEIEZFER AL



class BleConnectPage extends StatelessWidget {

const BleConnectPage({super.key});

@override

Widget build(BuildContext context) => const Scaffold();
}

/// RETGEN
class SettingsPage extends StatelessWidget {
const SettingsPage({super.key});
@override
Widget build(BuildContext context) => const Scaffold();

/// iNEBloc - BEER/EY/TokenRIFIAS

class AuthBloc extends Cubit<int> {
AuthBloc() : super(Q);

+

/// 1ElBloc - BIREAFIR/IFIB/IRIIRS
class AssignmentBloc extends Cubit<int> {
AssignmentBloc() : super(Q);

b

/// BEBloc - EEBAMNRRABES
class MessageBloc extends Cubit<int> {
MessageBloc() : super(0);

/// APIRRZS 51
class ApiService {}

/// WebSocketfRS i
class WebSocketService {
void reconnect() {}
void disconnect() {}

+
/// BLEBRZS &1
class BleService {
void disconnectAll() {}
+

/// RHBES{
class LocalRepository {}

repository/

repository/local_repository.dart



/// BRESEMREFNIKNBRE V1.0

/// FHEIRCE - SQLiteFMERS BLAIHIESE
/17

/// THEERER:

/77 1. SQLiteXUEEEHIIAMLS RAER

/717 2. fRNSIRAKMET (XIFBLESR)

/77 3. FIFREEEF (BPMEZIER)

/// 4. HRICRAHTFE

//7 5. BEMEEEE (BMRBLEWERFFLE)
/77 6. BEIRIEAT (BiMAHCREGREDSIRME)
/717 7. MEFESUREIIE

import 'dart:async';
import 'dart:convert';

/// AHEREFNEWICE

class CachedAssignment {
final String id;
final String title;
final String subject;
final String classId;
final int publishTime;
final int deadline;
final int status;

final String detaillson; // FTEEEEISON (BEmELIR)
final int cachedAt; // E1FA[E]
CachedAssignment ({

required this.id,
required this.title,
required this.subject,
required this.classlId,
required this.publishTime,
required this.deadline,
required this.status,
required this.detaillson,
required this.cachedAt,
3

Map<String, dynamic> toMap() => {
'id': id, 'title': title, 'subject': subject,
'class_id': classId, 'publish_time': publishTime,
'deadline': deadline, 'status': status,
'detail_json': detailldson, 'cached_at': cachedAt,
18

factory CachedAssignment.fromMap(Map<String, dynamic> map) {
return CachedAssignment (
id: map['id'] ?? '',
title: map['title'] 2?7 '',
subject: map['subject'] ?? '',
classId: map['class_id'] ?? '',
publishTime: map['publish_time'] ?? 0,
deadline: map['deadline'] ?? 0,



status: map['status'] ?? 0,
detaillson: map['detail_json'] ?? '{}',
cachedAt: map['cached_at'] ?? o,

)k

/// FHEEFERICE
class CachedMessage {

final
final
final
final
final
final
final
final

String id;

String fromUserld;
String fromUserName;
String content;
String type;

int sendTime;

bool isRead;

String extralson;

CachedMessage ({
required this.id,

required this.fromUserlId,
required this.fromUserName,

required this.content,
required this.type,
required this.sendTime,
required this.isRead,
required this.extralson,

1)

// text / image / assignment / report

// BypnERdE (20XEXAI(EMLID. Z#1RID)

Map<String, dynamic> toMap() => {
'id': id, 'from_user_id': fromUserId,
'from_user_name': fromUserName,
'content': content, 'type': type,

'send_time': sendTime,

'extra_json': extralson,

18

'is_read': isRead ? 1 : 0,

factory CachedMessage.fromMap(Map<String, dynamic> map) {
return CachedMessage(

id: map['id'] ?? '',
fromUserId: map['from_user_id'] ?? '',
fromUserName: map['from_user_name'] ?? '',
content: map['content'] 2?7 '',
type: map['type']l ?? 'text',
sendTime: map['send_time']l ?? 0,
isRead: (map['is_read'] ?? 0) == 1,
extralson: map['extra_json'] ?? '{}',

DB

/1] SRS BELIRE

class OfflineAction {
final String id;
final String actionType;
final String targetApi;
final String method;

// upload_stroke / submit_answer / send_message
// BiFAPIE&Z
// HTTPA%



final String payloadJson; // EXRAFISON
final int createdAt;
final int retryCount;

0fflineAction({
required this.id,
required this.actionType,
required this.targetApi,
required this.method,
required this.payloadJson,
required this.createdAt,
this.retryCount = 0,

BDE

Map<String, dynamic> toMap() => {
'id': id, 'action_type': actionType,
'target_api': targetApi, 'method': method,
'payload_json': payloadJson,
'created_at': createdAt, 'retry_count': retryCount,
bE

factory 0fflineAction.fromMap(Map<String, dynamic> map) {
return OfflineAction(
id: map['id'] ?? '',
actionType: map['action_type'] ?? "',
targetApi: map['target_api'l 2?7 '',
method: map['method'] ?? 'POST',
payloadJson: map['payload_json'] ?? '{}',
createdAt: map['created_at'] 7?7 0,
retryCount: map['retry_count'] ?? 0,

DB

/// BEREDRE (FFLE)
class PendingStrokeData {
final String id;

final String deviceld; // FFEID

final String assignmentId; // KREAEAID

final String studentId; // FEID

final String strokelson; // FEMAERISON

final int collectTime; // RERE

final int syncStatus; // 0=f5LtfE, 1=BLf&, 2=LfEXNK
PendingStrokeData({

required this.id,
required this.deviceld,
required this.assignmentId,
required this.studentId,
required this.strokeJson,
required this.collectTime,
this.syncStatus = 0,

1);

Map<String, dynamic> toMap() => {
'id': id, 'device_id': deviceld,
'assignment_id': assignmentId, 'student_id': studentId,



'stroke_json': strokeJson, 'collect_time': collectTime,
'sync_status': syncStatus,
18

factory PendingStrokeData.fromMap(Map<String, dynamic> map) {
return PendingStrokeData(
id: map['id'] ?? '',
deviceId: map['device_id'] ?? '',
assignmentId: map['assignment_id'] ?? '',
studentId: map['student_id'] ?? '',
strokeJson: map['stroke_json'] ?? '[]',
collectTime: map['collect_time'] ?? 0,
syncStatus: map['sync_status'] ?? 0,

/// AHEBIECE - BESQLiteHUERECRUDERIE
class LocalDataRepository {
/// BUEELH (sqflite DatabaseX )
dynamic _db;

/1] BIRERES

static const int _dbVersion = 3;
/1] BIEEXHE
static const String _dbName = 'writech_mobile.db';

/// IR EERE
/// BIEREN, HIThRATRE
Future<void> initialize() async {
// ELhMEAsqflitefTFFEIRE
// _db = await openDatabase(path, version: _dbVersion, onCreate: _onCreate,
onUpgrade: _onUpgrade);
print('[LocalRepo] HUBFE#IMALSERK, ARA: $_dbVersion');
}

/// BIBYIAREN (BIRRENIT)
Future<void> _onCreate(dynamic db, int version) async {
// ELEEFER
await db.execute('"’
CREATE TABLE cached_assignments (
id TEXT PRIMARY KEY,
title TEXT NOT NULL,
subject TEXT DEFAULT '',
class_id TEXT NOT NULL,
publish_time INTEGER NOT NULL,
deadline INTEGER NOT NULL,
status INTEGER DEFAULT @,
detail_json TEXT DEFAULT '{}',
cached_at INTEGER NOT NULL
)
0008

// BRIERR



await db.execute('"'

CREATE TABLE cached_messages (
id TEXT PRIMARY KEY,
from_user_id TEXT NOT NULL,
from_user_name TEXT DEFAULT '',
content TEXT NOT NULL,
type TEXT DEFAULT 'text',
send_time INTEGER NOT NULL,
is_read INTEGER DEFAULT 0,
extra_json TEXT DEFAULT '{}'

)

1003

/] BEIRIEBATIZR
await db.execute('"'

CREATE TABLE offline_actions (
id TEXT PRIMARY KEY,
action_type TEXT NOT NULL,
target_api TEXT NOT NULL,
method TEXT DEFAULT 'POST',
payload_json TEXT NOT NULL,
created_at INTEGER NOT NULL,
retry_count INTEGER DEFAULT 0

)

10003

// EMHEFR
await db.execute('''

CREATE TABLE pending_strokes (
id TEXT PRIMARY KEY,
device_id TEXT NOT NULL,
assignment_id TEXT NOT NULL,
student_id TEXT DEFAULT '‘',
stroke_json TEXT NOT NULL,
collect_time INTEGER NOT NULL,
sync_status INTEGER DEFAULT @

)

00D g

/! FIEREEEFR
await db.execute('"'
CREATE TABLE cached_reports (
student_id TEXT NOT NULL,
subject TEXT NOT NULL,
report_json TEXT NOT NULL,
cached_at INTEGER NOT NULL,
PRIMARY KEY (student_id, subject)
)
10008

// BIERS]

await db.execute('CREATE INDEX idx_assignment_class ON
cached_assignments(class_id)"');

await db.execute('CREATE INDEX idx_message_time ON cached_messages(send_time)"');

await db.execute('CREATE INDEX idx_stroke_sync ON pending_strokes(sync_status)');

print('[LocalRepo] HUEEZRBCIZEH');



/// KRAFRTE
Future<void> _onUpgrade(dynamic db, int oldVersion, int newVersion) async {
if (oldVersion < 2) {
// v2: HRINFEREEFR
await db.execute('"''
CREATE TABLE IF NOT EXISTS cached_reports (
student_id TEXT NOT NULL,
subject TEXT NOT NULL,
report_json TEXT NOT NULL,
cached_at INTEGER NOT NULL,
PRIMARY KEY (student_id, subject)
)
)
+
if (oldVersion < 3) {
// v3: RIEDGFNEEIDFE
await db.execute('ALTER TABLE pending_strokes ADD COLUMN student_id TEXT DEFAULT
o ) g
ks
print('[LocalRepo] #HUEEHZ: v$oldVersion —> v$newVersion');

/// MEEEFEWIR (NBiRREGFEEIZM)
Future<void> cacheAssignments(List<CachedAssignment> assignments) async {
// ERESHERA, Rt
// await _db.transaction((txn) async { ... });
for (final a in assignments) {
// INSERT OR REPLACE
print('[LocalRepo] &EZF{EA: ${a.title}');
ks

/// BRARMEFNEWSIFR
Future<List<CachedAssignment>> getAssignmentsByClass(String classId, {int limit = 50})
async {
// SELECT * FROM cached_assignments WHERE class_id = ? ORDER BY publish_time DESC
LIMIT ?
return [1;

by

/// REBMEAERE (ST METFIZER)

Future<CachedAssignment?> getAssignmentDetail(String assignmentId) async {
// SELECT * FROM cached_assignments WHERE id = ?
return null;

}

/// EETHANIEIERE (30RATRENIE)
Future<int> cleanExpiredAssignments() async {
final threshold = DateTime.now().millisecondsSinceEpoch — 30 * 24 % 60 *x 60 x 1000;
// DELETE FROM cached_assignments WHERE cached_at < ?
print('[LocalRepo] BEEITHAMEWLERE");
return 0;



/// RIFERRIAM

Future<void> saveMessage(CachedMessage message) async {
// INSERT OR REPLACE INTO cached_messages VALUES (...)
print('[LocalRepo] R#FEHZR: ${message.id}');

}

/// BWHEBIIER (HT)

Future<List<CachedMessage>> getMessages({int page = @0, int pageSize = 20}) async {
// SELECT x FROM cached_messages ORDER BY send_time DESC LIMIT ? OFFSET ?
return [1;

b

/// WRCEHEEE

Future<void> markMessageRead(String messagelId) async {
// UPDATE cached_messages SET is_read = 1 WHERE id = ?

}

/// FREGRIEZE R E

Future<int> getUnreadCount() async {
// SELECT COUNT(%) FROM cached_messages WHERE is_read = 0
return 0;

}

/// RINBEIRIERIBAGI (BrWATER)

Future<void> enqueueOfflineAction(0fflineAction action) async {
// INSERT INTO offline_actions VALUES (...)
print('[LocalRepo] BH&IRIEABRA: ${action.actionTypel}');

¥

/// REFREGHATIEEIRIE

Future<List<OfflineAction>> getPending0fflineActions() async {
// SELECT x FROM offline_actions ORDER BY created_at ASC
return [1;

b

/// RBRETEHRRELIRE

Future<void> removeOfflineAction(String actionId) async {
// DELETE FROM offline_actions WHERE id = ?

}

/// IBINBREEILIRER
Future<void> incrementRetryCount(String actionId) async {
// UPDATE offline_actions SET retry_count = retry_count + 1 WHERE id = ?

/// BEFEDTHIE BLEKEEERFLRE)

Future<void> savePendingStroke(PendingStrokeData stroke) async {
// INSERT INTO pending_strokes VALUES (...)
print('[LocalRepo] EBEFETHIE: ${stroke.id}');

}



/// IREVF _E(RRIE I ENE
Future<List<PendingStrokeData>> getUnsyncedStrokes({int limit = 50}) async {
// SELECT * FROM pending_strokes WHERE sync_status = @ LIMIT ?

return [1;

b

/// BFEDESIAE
Future<void> updateStrokeSyncStatus(String strokeId, int status) async {
// UPDATE pending_strokes SET sync_status = ? WHERE id = ?

by

/// HEMRE EENED
Future<int> cleanSyncedStrokes() async {
// DELETE FROM pending_strokes WHERE sync_status =1

return 0;

/1] BEFERS
Future<void> cacheReport(String studentId, String subject, Map<String, dynamic>

report) async

{

final reportJson = jsonEncode(report);
// INSERT OR REPLACE INTO cached_reports VALUES (studentId, subject, reportJson,

now)

print('[LocalRepo] EFFIEHE: $studentId/$subject’);

}

/1] FRBEFNZIERE
Future<Map<String, dynamic>?> getCachedReport(String studentId, String subject) async

// SELECT report_json FROM cached_reports WHERE student_id = ? AND subject = ?
return null;

/// FREEURESIHER
Future<Map<String, int>> getStatistics() async {

return {

'assignments': 0, // EEFEWE
'messages': 0, // HEE
'offlineActions': @, // HEHRIE
'pendingStrokes': 0, // 15 L{EEME

%
}

/// BEFEAMEIE (BRELER)
Future<void> clearAll() async {

// DELETE
// DELETE
// DELETE
// DELETE
// DELETE

FROM
FROM
FROM
FROM
FROM

cached_assignments
cached_messages
offline_actions
pending_strokes
cached_reports

print('[LocalRepo] BEFETFIBEAMEIIE");



/1] FABIREER
Future<void> close() async {
// await _db?.close();
print('[LocalRepo] #UEEEEREXH");
¥
¥

service/

service/api_service.dart

/// BRSEMREFNIKRNBRE V1.0

/// TFAAPIRRSS - HEFIAREST APLR(EE4E
/17

/// THEERER:

/// 1. HTTPEFIHEE (Diot s, BRRE. EXER)
/// 2. IWT TokenBmEE (ZfE. RlIFT. THEALIE)

/// 3. BEKREEZ (HMAC-SHA256FAE )

/// 4. {EBBE (Certificate PinningBhARE AE)
/// 5. EEREBAPIHE (BF. Fll. 21E. HESE)

/77 6. BEIERG (BINREFER, MEEBER)

import 'dart:async';

import 'dart:convert';

import 'dart:io';

import 'package:crypto/crypto.dart’;

/// APINONZi—E13%
class ApiResponse<T> {

final int code; // WEIRERS (0=hLTN)
final String message; /] IRSHE

final T? data; // ORI

final int timestamp; // BRSSumATE) &
ApiResponse({

required this.code,

required this.message,

this.data,

required this.timestamp,
3

/// FIEMERE SR
bool get isSuccess => code == 0;

/// MISONRFFIH,
factory ApiResponse.fromJson(Map<String, dynamic> json, T Function(dynamic)? fromData)

return ApiResponse(
code: json['code'] ?? -1,
message: json['message'] ?? '',



data: json['data'l != null && fromData != null ? fromData(json['data'l) : null,
timestamp: json['timestamp'] ?? 0,
D8

/// BFEREIE

class AuthToken {
final String accessToken; // TABIZhE (BREA2/NET)
final String refreshToken; // RIFi<HE (BMHEI7TR)

final int expiresAt; // AR AR BE (ZF)
final String userRole; // BFft: teacher / parent / admin
AuthToken({

required this.accessToken,
required this.refreshToken,
required this.expiresAt,
required this.userRole,

});

/// FEiToken@HBEMEITHE (1RA15 7 FRmIFT)
bool get isExpiringSoon {
return DateTime.now().millisecondsSinceEpoch > (expiresAt — 5 x 60 *x 1000);

}

factory AuthToken.fromJson(Map<String, dynamic> json) {
return AuthToken(
accessToken: json['access_token'] ?? '',
refreshToken: json['refresh_token'] 2?7 '',
expiresAt: json['expires_at'l ?? o,
userRole: json['user_role'l ?? '',

Map<String, dynamic> toJson() => {
'access_token': accessToken,
'refresh_token': refreshToken,
'expires_at': expiresAt,
'user_role': userRole,

18

/// BP{ERER
class UserInfo {
final String userlId;
final String name;
final String avatar;
final String role;
final String phone;
final List<String> classIds; // *BEARPIRIDIIR

UserInfo({
required this.userld,
required this.name,
required this.avatar,
required this.role,
required this.phone,



required this.classlIds,

1)

factory UserInfo.fromJson(Map<String, dynamic> json) {
return UserInfo(
userId: json['user_id'] ?? '',

name: json['name'] ?? '',

avatar: json['avatar'l 2?7 '',

role: json['role'] ?? '',

phone: json['phone'] ?7 '',
classIds: List<String>.from(json['class_ids'] ?? []),

/77 EAEREEY

class AssignmentInfo {
final String id;
final String title;
final String subject;
final String type;
final String classId;

final int
final int
final int
final int
final int

Assignment
required
required
required
required
required
required
required
required
required
required

1)

//

//
publishTime; //
deadline; //
submittedCount; //
totalCount; //
status; //
Info({
this.id,
this.title,
this.subject,
this.type,
this.classId,
this.publishTime,
this.deadline,
this.submittedCount,
this.totalCount,
this.status,

e

Z#: homework / exam / practice

p TN

L8]

BRRRAE

BRI AES

o=#1TH, 1=E8#i, 2=S#tX

factory AssignmentInfo.fromJson(Map<String, dynamic> json) {
return AssignmentInfo(
id: json['id'] ?? '',
title: json['title'l 2?2 '',
subject: json['subject'l ?? '',

type:

json['type']l ??2 '',

classId: json['class_id'] ?? '',

publishTime: json['publish_time'l ?? 0,
deadline: json['deadline'] ?? 0,
submittedCount: json['submitted_count'] ?? 0,
totalCount: json['total_count']l ?? 0,

status: json['status'] ?? 0,

DB



/// FIEREEE

class LearningReport {
final String studentId;
final String studentName;
final String subject;

final double overallScore; // Z&Ts (0-100)
final Map<String, double> knowledgeMap; // ZNiREZRE
final List<ErrorItem> topErrors; // SR

final WritingGrowth writingGrowth; // BERKEE
LearningReport ({

required this.studentId,
required this.studentName,
required this.subject,
required this.overallScore,
required this.knowledgeMap,
required this.topErrors,
required this.writingGrowth,

1)

factory LearningReport.fromJson(Map<String, dynamic> json) {
return LearningReport/(
studentId: json['student_id'] ?? '',
studentName: json['student_name'] ?? '',
subject: json['subject']l 2?7 '',
overallScore: (json['overall_score'l ?? @).toDouble(),
knowledgeMap: Map<String, double>.from(json['knowledge_map'] ?? {}),
topErrors: (json['top_errors'] as List? ?? [])
.map((e) => ErrorItem.fromJson(e))
.tolList(),
writingGrowth: WritingGrowth.fromJson(json['writing_growth'l ?? {}),

DB

/// HEE%E

class ErrorItem {
final String questionId;
final String content;
final String knowledgePoint;
final int errorCount;
final String errorReason;

ErrorItem({
required this.questionId,
required this.content,
required this.knowledgePoint,
required this.errorCount,
required this.errorReason,

1)

factory ErrorItem.fromJson(Map<String, dynamic> json) {
return ErrorItem(
questionId: json['question_id'l ?? '',
content: json['content'] ?? '',
knowledgePoint: json['knowledge_point'] ?? '',
errorCount: json['error_count']l ?? 0,



errorReason: json['error_reason'] ?? '',
)3
}
}

/// BERKEE
class WritingGrowth {

final List<double> scores; // RBETD
final List<String> dates; // SR BHA
final double strokeAccuracy; // EIRERER
final double writingNeatness; // BEHEMH
final String improvement; // ETEBER
WritingGrowth ({

required this.scores,

required this.dates,

required this.strokeAccuracy,
required this.writingNeatness,
required this.improvement,

1)

factory WritingGrowth.fromJson(Map<String, dynamic> json) {
return WritingGrowth(
scores: List<double>.from(json['scores'] ?? [1),
dates: List<String>.from(json['dates'] ?? []),
strokeAccuracy: (json['stroke_accuracy'l ?? @).toDouble(),
writingNeatness: (json['writing_neatness'] ?? @).toDouble(),
improvement: json['improvement'] ?? '',

DB

/* e —————= APIHE%%IW’ e —————— */

/// TEBAPIRS - EEFTAHTTPEIE
/// REDiofEAHTTPE iR, Xisf=@isstt. IEPHE. BohER
class CloudApiService {
/// =EFEAPIE L
static const String _baseUrl = 'https://api.writech.com/v1l';

/// HMACERZE (MZEEMEPIN)
final String _hmacSecret;

/// HENRANELRE
AuthToken? _authToken;

/// TokenRUFrei (BhLIEFH & RIFT)
bool _isRefreshing = false;
final List<Function> _refreshQueue = [];

/// HTTPZE Ll
late final HttpClient _httpClient;

/// BLIEKREAG (BTETEE)
final List<Map<String, dynamic>> _offlineQueue = [];

/1] EREHRE



static const int _maxRetries = 3;

CloudApiService({String hmacSecret = ''}) : _hmacSecret = hmacSecret {
_httpClient = HttpClient()
..connectionTimeout = const Duration(seconds: 15)
..idleTimeout = const Duration(seconds: 60);

// BEREIERHE (BhLLFEAKE)

_httpClient.badCertificateCallback = (X509Certificate cert, String host, int port) {
// BIBERIENE S LR MERN RS ZRIED
final fingerprint = sha256.convert(cert.der).toString();
const expectedFingerprint = 'alb2c3d4e5f6..."'; // FMEIEHIEX
return fingerprint == expectedFingerprint;

i

}

/// BEINESH (BZBIEREB)

void setAuthToken(AuthToken token) {
_authToken = token;

}

/// ERIERZEZ (HMAC-SHA256)
/// BERAZS: METHOD + PATH + TIMESTAMP + BODY_HASH
String _generateSignature(String method, String path, int timestamp, String body) {
final bodyHash = sha256.convert(utf8.encode(body)).toString();
final content = '$method\n$path\n$timestamp\n$bodyHash';
final hmacSha256 = Hmac(sha256, utf8.encode(_hmacSecret));
return hmacSha256.convert(utf8.encode(content)).toString();

/// B—HTTPIERAE (FEZ. Token, &id)
Future<ApiResponse<T>> _request<T>({
required String method,
required String path,
Map<String, dynamic>? queryParams,
Map<String, dynamic>? body,
T Function(dynamic)? fromData,
int retryCount = 0,
}) async {
// HMBEToken2EEZERIF
if (_authToken != null && _authToken!.isExpiringSoon) {
await _refreshToken();

}

final uri = Uri.parse('$_baseUrl$path').replace(queryParameters:
queryParams?.map((k, v) => MapEntry(k, v.toString())));
final timestamp = DateTime.now().millisecondsSinceEpoch;

final bodyStr = body != null ? jsonEncode(body) : '';
final signature = _generateSignature(method, path, timestamp, bodyStr);
try {

final request = await _httpClient.openUrl(method, uri);

// ZEIFERk

request.headers.set('Content-Type', 'application/json');
request.headers.set('X-Timestamp', timestamp.toString());
request.headers.set('X-Signature', signature);



request.headers.set('X-Client', 'writech-mobile/1.0');
if (_authToken !'= null) {
request.headers.set('Authorization', 'Bearer ${_authToken!.accessToken}');

b

// BNIEKRIK

if (body '= null) {
request.write(bodyStr);

}

[/ RIFFERFFHRINE AL

final response = await request.close();

final responseBody = await response.transform(utf8.decoder).join();
final jsonData = jsonDecode(responseBody) as Map<String, dynamic>;

// SLIBAQLREAN (TokeniTHA)
if (response.statusCode == 401 && retryCount < 1) {
await _refreshToken();
return _request/(
method: method, path: path, queryParams: queryParams,
body: body, fromData: fromData, retryCount: retryCount + 1,
);

return ApiResponse.fromJson(jsonData, fromData);
} on SocketException {
// MEARETH, IABLEAT
if (method == 'POST' || method == 'PUT') {
_offlineQueue.add({
'method': method, 'path': path,
'body': body, 'timestamp': timestamp,
1)
¥
return ApiResponse(code: -1, message: 'BZEZEARFAE', timestamp: timestamp);
} catch (e) {
// BidiEE (EEURE)
if (retryCount < _maxRetries) {
await Future.delayed(Duration(seconds: 1 << retryCount));
return _request(
method: method, path: path, queryParams: queryParams,
body: body, fromData: fromData, retryCount: retryCount + 1,
DE
}

return ApiResponse(code: -1, message: 'I&FREM: $e', timestamp: timestamp);

/// RIFFToken ({fFRefresh Token3XEXFiAUAccess Token)
Future<void> _refreshToken() async {
if (_isRefreshing) {
// EEFEEHTHRIFTZER
final completer = Completer<void>();
_refreshQueue.add(() => completer.complete());
return completer.future;

_isRefreshing = true;



try {
final response = await _request<AuthToken>(
method: 'POST',
path: '/auth/refresh',
body: {'refresh_token': _authToken?.refreshToken ?? ''},
fromData: (data) => AuthToken.fromJson(data),

DE

if (response.isSuccess && response.data != null) {
_authToken = response.data;
// BRI TokenZZ 2 =FE
_persistToken(_authToken!);

}

} finally {

_isRefreshing = false;

// BRIFTEEEMERAEE

for (final callback in _refreshQueue) {
callback();

}

_refreshQueue.clear();

}

/// X TokenZlKeychain/KeyStore

void _persistToken(AuthToken token) {
// {ERAflutter_secure_storageZHiRIRE L 176
// 10S: Keychain Android: KeyStore

}

/// BERBELINTIFRIER (NEREREA)

Future<int> replayOfflineQueue() async {
int successCount = 0;
final queue = List<Map<String, dynamic>>.from(_offlineQueue);
_offlineQueue.clear();

for (final item in queue) {
final response = await _request(
method: item['method'l],
path: item['path'],
body: item['body'],
);

if (response.isSuccess) successCount++;

b
return successCount;
b
/* SSES=s=-———— 'IA'IIE*B?&API S=SS=-———— */

/// FNS+RIEHESEZ
Future<ApiResponse<AuthToken>> loginByPhone(String phone, String code) {
return _request(
method: 'POST',
path: '/auth/login/phone’,
body: {'phone': phone, 'code': code},
fromData: (data) => AuthToken.fromJson(data),
)k
}



/// HIE0AUthEF
Future<ApiResponse<AuthToken>> loginByWechat(String wxCode) {
return _request(
method: 'POST',
path: '/auth/login/wechat',
body: {'wx_code': wxCode},
fromData: (data) => AuthToken.fromJson(data),
D3
¥

/// FREVHBIAFER
Future<ApiResponse<UserInfo>> getUserInfo() {
return _request(
method: 'GET',
path: '/user/profile',
fromData: (data) => UserInfo.fromJson(data),
)k
}

/// B (HEEToken)
Future<ApiResponse> logout() {
return _request(method: 'POST', path: '/auth/logout');

/// IREMENTIR (BUmiR)
Future<ApiResponse<List<AssignmentInfo>>> getAssignmentList({
required String classlId,
int page =1,
int pageSize = 20,
String? status,
A
return _request(
method: 'GET',
path: '/assignment/list',
queryParams: {
'class_id': classlId,

'page': page,
'page_size': pageSize,
if (status != null) 'status': status,

T
fromData: (data) => (data as List)
.map((e) => AssignmentInfo.fromlson(e))
.tolList(),
Ik

/717 EFFREW (2miR)
Future<ApiResponse<String>> publishAssignment ({
required String title,
required String classlId,
required String subject,
required int deadline,
required List<Map<String, dynamic>> questions,

Ao



return _request(

method: 'POST',

path: '/assignment/publish’,

body: {
'title': title,
'class_id': classlId,
'subject': subject,
'deadline': deadline,
'questions': questions,

/// FRRFEAZIERSE (RKin/ M)
Future<ApiResponse<LearningReport>> getStudentReport(String studentId, {String?
subject}) {
return _request(
method: 'GET',
path: '/report/student/$studentId’,
queryParams: subject != null ? {'subject': subject} : null,
fromData: (data) => LearningReport.fromJson(data),
)k
}

/// RERMERFER LT (i)

Future<ApiResponse<Map<String, dynamic>>> getClassReport(String classId) {
return _request(

method: 'GET',

path: '/report/class/$classId’',

)k

¥

/// RBUERIIER
Future<ApiResponse<List<Map<String, dynamic>>>> getMessagelList({
int page =1,
int pageSize = 20,
A
return _request(
method: 'GET',
path: '/message/list',
queryParams: {'page': page, 'page_size': pageSize},
)k
}

/! REFRABHE (BH-RK)
Future<ApiResponse> sendMessage({
required String toUserId,
required String content,
String type = 'text',
3 A
return _request(
method: 'POST',
path: '/message/send',



body: {'to_user_id': toUserId, 'content': content, 'type': type},
)8
}

/// WCEBBEIE

Future<ApiResponse> markMessageRead(List<String> messagelds) {
return _request(

method: 'PUT',

path: '/message/read',

body: {'message_ids': messagelds},

)

/// LEZEDEE GUnREFIRERS LR)
Future<ApiResponse<String>> uploadStrokeData({
required String assignmentId,
required String studentId,
required List<Map<String, dynamic>> strokes,
A
return _request(
method: 'POST',
path: '/stroke/upload',
body: {
'assignment_id': assignmentId,
'student_id': studentld,
'strokes': strokes,
'client_time': DateTime.now().millisecondsSinceEpoch,
T
)k
¥

/// SREVEMEIEIE
Future<ApiResponse<List<Map<String, dynamic>>>> getStrokeReplay({
required String assignmentId,
required String studentlId,
1) A
return _request(
method: 'GET',
path: '/stroke/replay',
queryParams: {
'assignment_id': assignmentId,
'student_id': studentld,
e
)k
¥

/// HEBRHTTPEFif

void dispose() {
_httpClient.close();
_offlineQueue.clear();
_refreshQueue.clear();

by



service/ble_service.dart

/// BRSEMREFNIKRNBRE V1.0

/// BLEBEZFIRSS - MR ER R EHITEHE
11/

/// THEERER:

/// 1. BLERERHESRI (FHREABEIREZUVIDIIE)

/// 2. GATTEZSHHEEITI (SERRULETALIRERIE)

/// 3. TEPEELREUERS (x:16bit, y:16bit, pressure:8bit, timestamp:16bit)
/// 4. ZERNEEZERE (NGB FRZERITE)

/// 5. BRIEESERRSEER

/// 6. FEBEENSREEEFE

//7 7. BEFNRIEESE|S

/// 8. FEMHIEEHASHERLNR

import 'dart:async';
import 'dart:typed_data';

/* E=ss—————— BLET/jJ\i)‘(ﬁ%EE)‘{ ESS=s—————= */

/// BAE RFEEBLERSUVID

class WritechBleUuids {
/// ERSUUID - ETEIEER
static const String strokeServiceUuid = '6E400001-B5A3-F393-EQA9-E50QE24DCCA9E";
/// EMEBIRIFEMEUUID (NotifytEst, EFIFH)
static const String strokeDataCharUuid = '6E400003-B5A3-F393-EQA9-E50E24DCCA9E"’;
/// WELBNFHIEEUID (Writeldzl, FHLEIE)
static const String commandCharUuid = '6E400002-B5A3-F393-EQA9-E50E24DCCA9E";
/// REEEIRSUVID (FiEBLE Device Information Service)
static const String deviceInfoServiceUuid = '0000180A-0000-1000-8000-00805F9B34FB"';
/// EBithAREZUUID (4R)EBLE Battery Service)
static const String batteryServiceluid = '0000180F-0000-1000-8000-00805F9B34FB";
/// EBiEEYFEEUVID
static const String batterylLevelCharUuid = '00002A19-0000-1000-8000-00805F9B34FB";

/// BLEEWLEX

class PenCommand {
static const int cmdSetMode = 0x01;
static const int cmdGetStatus = 0x02;
static const int cmdSyncOffline = 0x03;
static const int cmdSetName = 0x04;
static const int cmdStartOta = 0x05;
static const int cmdReset = OxFF;

/// BLEEREEER

class PenDevice {
final String deviceld;
final String name;
int rssi;
int batteryLevel;
String firmwareVersion;



PenConnectionState state;
DateTime? lastActiveTime;
int offlineDataCount;

PenDevice({
required this.deviceld,
required this.name,
this.rssi = -100,
this.batterylLevel = -1,
this.firmwareVersion = '',
this.state = PenConnectionState.disconnected,
this. lastActiveTime,
this.offlineDataCount = 0,

1)

/// FEFERIRESRZE

enum PenConnectionState {
disconnected,
connecting,
connected,
disconnecting,

I

/// FEDRIFR (MBLERIBRERS SIS EIE)
class StrokePoint {

final double x;

final double y;

final double pressure;

final int timestamp;

final bool isPenDown;

const StrokePoint({
required this.x,
required this.y,
required this.pressure,
required this.timestamp,
required this.isPenDown,

1)

Map<String, dynamic> toJson() => {
x'iox, 'y'ty,
'pressure': pressure,
'timestamp': timestamp,

'pen_down': isPenDown,

I8
¥

/// EDEIRERESE S

class StrokeDataEvent {
final String deviceld;
final List<StrokePoint> points;
final int pageld;

StrokeDataEvent ({
required this.deviceld,
required this.points,



//
cl

required this.pageld,
1)

S5 BLEHE%;ID—J e 5/

/ BLEBEZFRS - BESMFENE TGRS HIEER
ass BleConnectionService {

/// BEEFERINEREIIR

final Map<String, PenDevice> _devices = {};

/// FEMEIERITEIEE (@ LB BEIEEREAAT)
final StreamController<StrokeDataEvent> _strokeStreamController =
StreamController<StrokeDataEvent>.broadcast();

/1] BEIRSTZHR
final StreamController<PenDevice> _deviceStateController =
StreamController<PenDevice>.broadcast();

/// IR
bool _isScanning = false;

/7] ERERERS (BUIBHBFRZIXE)

static const int maxConnections = 4;

/// BohEEER ()
static const int reconnectIntervalSec = 5;

/// BIEERXK)N (RRE—EEFMEEIRE)
static const int batchSize = 10;

/// BB ERBIESE (ZF)
static const int activeTimeoutMs = 30000;

/// RBEESEZEHE
static const int lowBatteryThreshold = 10;

/// EEITHIES
final Map<String, Timer> _reconnectTimers = {};

/// BEEWITEEE
Timer? _batteryCheckTimer;

/// EMEIRENX (FIREFIDHA)
final Map<String, List<StrokePoint>> _dataBuffers = {};

/// SNERRITT RS AR
Stream<StrokeDataEvent> get strokeStream => _strokeStreamController.stream;

/77 HNEBRITRIAIREIRESR
Stream<PenDevice> get deviceStateStream => _deviceStateController.stream;

/// FREHAIEERRENE
int get connectedCount =>
_devices.values.where((d) => d.state == PenConnectionState.connected).length;

/// FREBFRBERMIREIIR



List<PenDevice> get discoveredDevices => _devices.values.tolList();

/// FHABLERH (RINABMNBEARS RFEEIRE)
/// PEEEEASERSUVIDMIRSE, TIETKBLERS
Future<void> startScan({Duration timeout = const Duration(seconds: 10)}) async {
if (_isScanning) {
print('[BLE] BE&HH+, ZBREEIFEK');
return;

}

// WREEFRERRS
final hasPermission = await _checkBluetoothPermission();
if (!hasPermission) {

print('[BLE] HEZFXERAREZF, FTiEHHE");

return;

b

_isScanning = true;
print('[BLE] FHAIEBEARERFEIRE... ")}

// {ERflutter_bluel3iEEEARSZUVIDAYIRE
// LPRELIEIFlutterBluePlus.startScan()
// LBEAMEEEE
Timer(timeout, () {

stopScan();
1)

/// {E1EBLEIIHE

void stopScan() {
if (!_isScanning) return;
_isScanning = false;
print('[BLE] =1E134E");

¥

/// SEPRERIASET R
/// BIMEEEMR. F58E. IRSBUUID
void _onDeviceDiscovered(String deviceld, String name, int rssi, List<String>
serviceUuids) {
// XAEEEBEAREERSUVIDANIRE
if (!serviceUuids.contains(WritechBleUuids.strokeServiceUuid)) return;

if (_devices.containsKey(deviceId)) {
// BIESNZEFAIRSSI
_devices[deviceld]!.rssi = rssi;
} else {
// RIS E
final device = PenDevice(
deviceld: deviceld,
name: name.isNotEmpty ? name : 'RAEIRE',
rssi: rssi,
);
_devices[devicelId] = device;
print('[BLE] &IFHi%E: $name (RSSI: $rssi)');
_deviceStateController.add(device);

b



/// EBEENSMEERE
/// BIGATTER, RUARS, 1THEDBIESIHE
Future<bool> connectDevice(String deviceld) async {
final device = _devices[deviceId];
if (device == null) {
print('[BLE] KR#xF&F: $deviceld');
return false;

}

// B EELBRE

if (connectedCount >= maxConnections) {
print('[BLE] EASZAEZECRFI ($maxConnections)');
return false;

b

device.state = PenConnectionState.connecting;
deviceStateController.add(device);

print('[BLE] IE7EZ%#%: ${device.name}');

try {
// H81: EIBLE GATTEE
// EFREA: FlutterBluePlus.connect(device, autoConnect: false)
await Future.delayed(const Duration(milliseconds: 500)); // #EEZFER

// g2 RIRS (BREDLBIERSFREIMRS)
await _discoverServices(deviceId);

// 3 TTHRENEIENot ifyFFHIEE
await _subscribeStrokeData(deviceld);

// HB4: ERVIAEE
await _readBatteryLevel(deviceld);

// W5 EENEHRRA
await _readFirmwareVersion(deviceld);

device.state = PenConnectionState.connected;
device.lastActiveTime = DateTime.now();
_deviceStateController.add(device);

// VA EIRE P
_dataBuffers[deviceld] = [];

// BEBREEMEE (S60FHIEN—RBE)
_startBatteryCheck();

print('[BLE] ##&mIN: ${device.name}, Ef: ${device.firmwareVersion}, HEB=:
${device.batterylLevel}s');
return true;
} catch (e) {
device.state = PenConnectionState.disconnected;
_deviceStateController.add(device);
print('[BLE] #E3%KM: ${device.name}, HIF: $e');

// ZEBNEEITIER
_scheduleReconnect(deviceld);



return false;
ks
}

/// EUBLERRSTIE

Future<void> _discoverServices(String deviceId) async {
// EFRAA: device.discoverServices()
// MRS REDEIERSUVID
print('[BLE] BREZ &AM : $deviceld');

}

/77 ATHEMEIENOt i f y4$IE(E

/// BEBMTUR4TF B UG RAMES

Future<void> _subscribeStrokeData(String deviceId) async {
// HBL: ERMTUDE (247FT, ZIFBERZ34TLIRR)
// SEFRiAA: device.requestMtu(247)

// £8B2: BFENotify
// LPRAA: characteristic.setNotifyValue(true)

// H83: WIANotifyHIER
// characteristic.onValueReceived. listen((data) => _onStrokeDataReceived(deviceld,
data))
print('[BLE] ZBEIEITIREAMAIN: $deviceld');
¥

/// EBRKENBLEE DR IAEIER
/// BTEIES881-341NTF NS
/// TETHRwBEIR: [x_hi, x_lo, y_hi, y_lo, pressure, ts_hi, ts_lo]
void _onStrokeDataReceived(String deviceld, Uint8List rawData) {
final device = _devices[deviceId];
if (device == null) return;

// BEEEIERETE
device. lastActiveTime = DateTime.now();

// BIEERNME: 3FTX + 7T = 1057

if (rawData.length < 10) {
print('[BLE] ¥iE®ERE, EF: ${rawData.length}FT"');
return;

b

// BETEEEISLER (3F ™)

final packetType = rawDatal0]l;  // @E: 0x01=SCRTHURE, 0x02=HLHIRE
final pageld = (rawDatal[l] << 8) | rawDatal2]; // =FRETIEID

final isPenDown = (packetType & 0x80) != 0; /] BEAMRREEIRS

// BECRC-164%54 (BIBE&E2FT)
if (rawData.length > 5) {
final payloadEnd = rawData.length - 2;
final expectedCrc = (rawDatal[payloadEnd] << 8) | rawDatalpayloadEnd + 1];
final calculatedCrc = _calculateCrcl6(rawData.sublist(@, payloadEnd));
if (expectedCrc !'= calculatedCrc) {
print('[BLE] CRCZGKN, EFREUEE');
return;



// FEWBAMTEE (ME3FTHIE, 87FT—TYIFR)

final points = <StrokePoint>[];

final dataEnd = rawData.length - 2; // HEB&KECRC

for (int offset = 3; offset + 6 < dataEnd; offset += 7) {
final point = _decodeStrokePoint(rawData, offset, isPenDown);
points.add(point);

+

if (points.isEmpty) return;

// ARMBEIEFRX

final buffer = _dataBuffers[deviceld];

if (buffer !'= null) {
buffer.addAll(points);

// ERXAERERNEE
if (buffer.length >= batchSize) {

final event = StrokeDataEvent(
deviceld: deviceld,
points: List<StrokePoint>.from(buffer),
pageld: pageld,
DE
_strokeStreamController.add(event);
buffer.clear();

b

/// BRRBBENTFTLIRSR
/// #@IERR=: x(16bit) + y(16bit) + pressure(8bit) + timestamp(16bit)
StrokePoint _decodeStrokePoint(Uint8List data, int offset, bool isPenDown) {
// X&FR (KR, 8fI: 0.01mm, BE: 0-65535 Bl 0-655.35mm)
final rawX = (data[offset] << 8) | dataloffset + 1];
final x = rawX x 0.01;

// Y (EL)
final rawY = (dataloffset + 2] << 8) | dataloffset + 3];
final y = rawY * 0.01;

// EHE (0-255, J3—1¢Z10.0-1.0)
final rawPressure = dataloffset + 4];
final pressure = rawPressure / 255.0;

// REE (EMWiEE, BYTEBLLR)
final timestamp = (dataloffset + 5] << 8) | dataloffset + 6];

return StrokePoint(
X: X, YV,
pressure: pressure,
timestamp: timestamp,
isPenDown: isPenDown,
)

/// CRC-16 CCITT#EITE
int _calculateCrcl6(Uint8List data) {



int crc = OxFFFF;
for (int i = 0; i < data.length; i++) {
crc ~= (datali] << 8);
for (int j = 0; j < 8; j++) {
if ((crc & 0x8000) '= 0) {
crc = ((crc << 1) ~ 0x1021) & OXFFFF;
} else {
crc = (crc << 1) & OxFFFF;

b
ks
return crc;

by

/// EBIRERE

Future<void> _readBatteryLevel(String deviceId) async {
final device = _devices[deviceId];
if (device == null) return;

// SERFRAA: iEEYBattery ServicefyBattery LeveUFEE
// device.batteryLevel = characteristic.valuel[0];
device.batteryLevel = 85; // #&#l&E

// RBEEFE
if (device.batteryLevel > 0 && device.batteryLevel <= lowBatteryThreshold) {
print('[BLE] {REEHZ: ${device.name} HEE ${device.batterylLevell}%');
_deviceStateController.add(device);
ks
¥

/// EREHRAS

Future<void> _readFirmwareVersion(String deviceId) async {
final device = _devices[deviceId];
if (device == null) return;
// iEHDevice Information ServiceRYFirmware Revision4FE{E
device.firmwareVersion = '1.2.0';

}

/// BHBEEENNE
void _startBatteryCheck() {
_batteryCheckTimer?.cancel();
_batteryCheckTimer = Timer.periodic(const Duration(seconds: 60), (_) {
for (final entry in _devices.entries) {
if (entry.value.state == PenConnectionState.connected) {
_readBatteryLevel(entry.key);
¥
b
});
¥

/// BEEREREGS
Future<void> sendCommand(String deviceIld, int command, {Uint8List? payload}) async {
final device = _devices[deviceld];

if (device == null || device.state != PenConnectionState.connected) {
print('[BLE] R&EREE, TERERS');
return;

b



// WEmLEEER: [cmd, payload_len, ...payload, crc_hi, crc_lo]
final totalLen = 2 + (payload?.length ?? @) + 2;
final packet = Uint8List(totalLen);
packet[@] = command;
packet[1] = payload?.length ?? 0;
if (payload != null) {
packet.setRange(2, 2 + payload.length, payload);
ks
final crc = _calculateCrcl6(packet.sublist(@, totallLen - 2));
packet [totalLen - 2] = (crc >> 8) & OxFF;
packet[totalLen - 1] = crc & OxFF;

// BANGLIYHIEE
// SEFRiAA: commandCharacteristic.write(packet)
print('[BLE] &#&%: 0x${command.toRadixString(16)} —> ${device.name}');

/// BERESBEENE (EUTLEAEEFNED)

Future<void> syncOfflineData(String deviceld) async {
await sendCommand(deviceId, PenCommand.cmdSyncOffline);
print('[BLE] EEKELBLEIE: $deviceld');

¥

/// BiFEEIRE

Future<void> disconnectDevice(String deviceId) async {
final device = _devices[deviceld];
if (device == null) return;

// BUHEEITRIER
_reconnectTimers[deviceId]?.cancel();
_reconnectTimers. remove(deviceld);

device.state = PenConnectionState.disconnecting;
_deviceStateController.add(device);

// BEEFPXPFREGE
final buffer = _dataBuffers[deviceld];
if (buffer != null && buffer.isNotEmpty) {
_strokeStreamController.add(StrokeDataEvent (
deviceld: deviceld, points: List.from(buffer), pageld: 0,
));
buffer.clear();

}

// BRFFGATT&EE

// SEFRAA: device.disconnect()

device.state = PenConnectionState.disconnected;
_deviceStateController.add(device);
_dataBuffers.remove(deviceld);

print('[BLE] BEBfFFi&&E: ${device.namel}');

/// BEBEMEEITITER

void _scheduleReconnect(String deviceId) {
_reconnectTimers[deviceId]?.cancel();
_reconnectTimers[deviceId] = Timer(



Duration(seconds: reconnectIntervalSec),

() async {
final device = _devices[deviceld];
if (device !'= null && device.state == PenConnectionState.disconnected) {

print('[BLE] Z=iXBE&hEZE: ${device.name}');
await connectDevice(deviceld);
+
T

/// MEBEFIR (AndroidBEMUENR, 10SHEEEFERHER)

Future<bool> _checkBluetoothPermission() async {
// Android: #©ZE BLUETOOTH_SCAN, BLUETOOTH_CONNECT, ACCESS_FINE_LOCATION
// 10S: #Z CBManager authorization status
return true;

}

/// BRFREIREHENER
void dispose() {
// B1EE
stopScan();

// BUBFRBEEITATE3

for (final timer in _reconnectTimers.values) {
timer.cancel();

ks

_reconnectTimers.clear();

// BIEBRERE
_batteryCheckTimer?.cancel();

// BRFFEREIEE
for (final deviceId in _devices.keys.toList()) {
disconnectDevice(deviceld);

}

// RAREHIZR
_strokeStreamController.close();
_deviceStateController.close();

_devices.clear();
_dataBuffers.clear();
print('[BLE] BLERRSZT4HER');

service/websocket_service.dart

/// BRSENREFIIHNARG V1.0

/// WebSocketIITBERS - N TIHTAHEEBEA
/77

/// THEERER:

/// 1. WebSocketKZEHER (BiL. 4. &%)



/77 2. DEALE (30FDEIRE, HMEREZEY)

/// 3. HEEESER (FREl. #eRsEm. REEE. RIER)
/77 4. IBEBEBEERE (MEEEMNEE, FHEMERE)
/// 5. HEACKHIA (RREZEEEFER)

/// 6. BEHEBIE (BEERBRBLEEINESR)

import 'dart:async';
import 'dart:convert';

/// WebSocket H BRI E
enum WsMessageType {

heartbeat, // BB

heartbeatAck, // OB

newAssignment, // FRE@EN
gradeComplete, // HERSERGEAN
classroomEvent, // REEHEH (RE/IKEE)
parentMessage, // BERAEHER
systemNotice, /! BHRNE
strokeRealtime, // ERETEE (REE)
offlineSync, // BEEERED

ack, // SEERRIA

/// WebSocketiH B &HY
class WsMessage {

final String id; // EEMEE—ID
final WsMessageType type; // HEZHER

final Map<String, dynamic> data; // HERZ

final int timestamp; // BRSSUmATEIEY
final bool requireAck; /! BEEEACKHRIA
WsMessage ({

required this.id,
required this.type,
required this.data,
required this.timestamp,
this.requireAck = false,

1)

/// MISONRFFIHK
factory WsMessage.fromJson(Map<String, dynamic> json) {
return WsMessage(
id: json['id'] ?? '',
type: _parseMessageType(json['type']l ?? ''),
data: Map<String, dynamic>.from(json['data'] ?? {}),
timestamp: json['timestamp'] ?? 0,
requireAck: json['require_ack'l ?? false,

/// FEEFHISON

Map<String, dynamic> toJson() => {
'id': id,
'type': type.name,
'data': data,



'timestamp': timestamp,
bE

/// BITEREREFR S
static WsMessageType _parseMessageType(String typeStr) {
switch (typeStr) {
case 'heartbeat': return WsMessageType.heartbeat;
case 'heartbeat_ack': return WsMessageType.heartbeatAck;
case 'new_assignment': return WsMessageType.newAssignment;
case 'grade_complete': return WsMessageType.gradeComplete;

case 'classroom_event': return WsMessageType.classroomEvent;

case 'parent_message': return WsMessageType.parentMessage;
case 'system_notice': return WsMessageType.systemNotice;

case 'stroke_realtime': return WsMessageType.strokeRealtime;

case 'offline_sync': return WsMessageType.offlineSync;
case 'ack': return WsMessageType.ack;
default: return WsMessageType.systemNotice;

/1] EERIRESKE
enum WsConnectionState {

disconnected, /] REE
connecting, // EfEEE
connected, // EEE
reconnecting, // EER
b
/* ========== WebSocketfRSZLI ========== %/

/// WebSocketsERHiBIEARS
/// HIFSTTANKERE, BURCER#XEA
class WebSocketService {
/// WebSocketfRs523hiit
static const String _wsUrl = 'wss://ws.writech.com/vl/notify";

/77 CEEERE (D)
static const int heartbeatIntervalSec = 30;

/77 DEKEBRIRTE] (FD, EBITLLRTEIRUKE /OB NN S0 E T 7T )
static const int heartbeatTimeoutSec = 45;

/// =RXEEER (B, 1BE0RELR)
static const int maxReconnectIntervalSec = 60;

/// WebSocket3LHl
dynamic _webSocket; // WebSocket

/1] ERIRE
WsConnectionState _state = WsConnectionState.disconnected;

/// HENAIEToken
String _authToken = '';



/// OBKERTER
Timer? _heartbeatTimer;

/// ICBEEBRY E RS 23
Timer? _heartbeatTimeoutTimer;

/// EEERNZE
Timer? _reconnectTimer;

/// SRIEESTRE (BTHEIERETE)
int _reconnectAttempts = 0;

/// BREBEERNNEE (BTFBE&ERR)
int _lastMessageTimestamp = 0;

/// BEDERLEIEEME
final Map<WsMessageType, List<Function(WsMessage)>> _handlers = {};

/1] EFRSEHENHE
final List<Function(WsConnectionState)> _statelListeners = [];

/// SACKEIEEBAT) CHEID —> #AJTimer)
final Map<String, Timer> _pendingAcks = {};

/// FREVHBIERIRS
WsConnectionState get state => _state;

/// &EINFToken (BEFERINGIAR)
void setAuthToken(String token) {
_authToken = token;

b

/// EMEELIERR

/// B—EEEERZ AR, EERIRERORRAT

void on(WsMessageType type, Function(WsMessage) handler) {
_handlers.putIfAbsent(type, () => []);
_handlers[typel!.add(handler);

}

/// TEREELIESE
void off(WsMessageType type, Function(WsMessage) handler) {
_handlers[typel?.remove(handler);

by

/// BITERRSEL
void onStateChange(Function(WsConnectionState) listener) {
_statelListeners.add(listener);

b

/// EiWebSocketiEiZ
/// MiEIAETokenf&REEENEE (BTFBEEEENR)
Future<void> connect() async {

if (_state == WsConnectionState.connected || _state == WsConnectionState

return;

b

.connecting)



_updateState(WsConnectionState.connecting);

try {
// FEFINESEHIWebSocket URL
final url = '$_wsUrl?token=$_authToken&last_ts=$_lastMessageTimestamp';

// $iWebSocketi#F#E
// SEBREEL: _webSocket = await WebSocket.connect(url);
print('[WebSocket] IEfEi&EE: $_wsUrl');

// BEHOERATH
await Future.delayed(const Duration(milliseconds: 300));

_updateState(WsConnectionState.connected);
_reconnectAttempts = 0; // EBZ&EITH

// BEhiOEELE
_startHeartbeat();

// BRITERR
// _webSocket.listen(_onMessage, onDone: _onDisconnected, onError: _onError);

print('[WebSocket] EIZRIN');
} catch (e) {
print('[WebSocket] EiZEKLM: $e');
_updateState(WsConnectionState.disconnected);
_scheduleReconnect();
}
}

/// EEFREIRWebSocketiEE
void _onMessage(dynamic rawData) {
try {
final json = jsonDecode(rawData as String) as Map<String, dynamic>;
final message = WsMessage.fromJson(json);

// EFmEERER
if (message.timestamp > _lastMessageTimestamp) {
_lastMessageTimestamp = message.timestamp;

s

/7 ARFRCEEI N

if (message.type == WsMessageType.heartbeatAck) {
_onHeartbeatAck();
return;

// ALIBACKHRIA

if (message.type == WsMessageType.ack) {
_onAckReceived(message.datal['ack_id'] ?? '');
return;

// MFEEFEACK, KEHIA
if (message.requireAck) {
_sendAck(message.id);

i



/! DREBEEMAILLIEER
_dispatchMessage(message) ;
} catch (e) {
print('[WebSocket] SHEMITELN: $e');
¥
}

/1] DERBEEEINRNEARLIEEE
void _dispatchMessage(WsMessage message) {
final handlers = _handlers[message.typel;
if (handlers !'= null && handlers.isNotEmpty) {
for (final handler in handlers) {
try {
handler(message);
} catch (e) {
print('[WebSocket] JHELERZE: $e');
}
}
} else {
print('[WebSocket] FREMAEIHEER: ${message.type}');
b
¥

/77 BFEEHIA (ACK)
void _sendAck(String messageId) {
_send({
'type': 'ack',
'data': {'ack_id': messageId},
'timestamp': DateTime.now().millisecondsSinceEpoch,
FDE
}

/77 RIBRENRIACKERIA

void _onAckReceived(String messageld) {
_pendingAcks [messageId] ?.cancel();
_pendingAcks. remove (messageld);

by

/// BEICEALE
/// B30 ERZEROBE, 457D PR IR NE Rz M i 2 E
void _startHeartbeat() {
_stopHeartbeat();
_heartbeatTimer = Timer.periodic(
Duration(seconds: heartbeatIntervalSec),
(_) => _sendHeartbeat(),
)k

.|.H-

b

/1] RIELHE
void _sendHeartbeat() {
_send({
'type': 'heartbeat',
'timestamp': DateTime.now().millisecondsSinceEpoch,

1)

// RBEO BB



_heartbeatTimeoutTimer?.cancel();
_heartbeatTimeoutTimer = Timer(
Duration(seconds: heartbeatTimeoutSec),
O A
print (' [WebSocket] QO\k#BREY, BiFFEsE');
_onDisconnected();
}I
Ik
¥

/77 WEICBkIaR, BUEBRITEYES
void _onHeartbeatAck() {
_heartbeatTimeoutTimer?.cancel();

b

/77 E1ENEk

void _stopHeartbeat() {
_heartbeatTimer?.cancel();
_heartbeatTimer = null;
_heartbeatTimeoutTimer?.cancel();
_heartbeatTimeoutTimer = null;

b

/// &iEISONEE
void _send(Map<String, dynamic> data) {
if (_state != WsConnectionState.connected) return;
try {
final jsonStr = jsonEncode(data);
// SEBTiAFA: _webSocket.add(jsonStr);
print('[WebSocket] %&i%: ${datal'type'l}');
} catch (e) {
print('[WebSocket] &ix%kM: $e');
}
}

/// EFERTTALE

void _onDisconnected() {
_stopHeartbeat();
_updateState(WsConnectionState.disconnected);
print (' [WebSocket] FEIEEHIFF');
_scheduleReconnect();

}

/// EEEIRAIE

void _onError(dynamic error) {
print('[WebSocket] &EiZfHi%: $error');
_onDisconnected();

b

/// REEMEE (FEEUREIRE)

/// [Efg@: 1s, 2s, 4s, 8s, 16s, 32s, 60s(_LtfR)

void _scheduleReconnect() {
_reconnectTimer?.cancel();

final interval = _calculateReconnectInterval();
_updateState(WsConnectionState.reconnecting);
print('[WebSocket] ${interval}#¥E=iXEE (5${_reconnectAttempts + 1}Rk)"');



_reconnectTimer = Timer(Duration(seconds: interval), () {
_reconnectAttempts++;
connect();
3
+

/// TEEEERE (FBEURE, LR60F))
int _calculateReconnectInterval() {
final interval = 1 << _reconnectAttempts; // 2”n

return interval > maxReconnectIntervalSec ? maxReconnectIntervalSec :

/// EIERRSHBHR TR
void _updateState(WsConnectionState newState) {
if (_state == newState) return;
_state = newState;
for (final listener in _stateListeners) {
try {
listener(newState);
} catch (e) {
print(' [WebSocket] RESMIFEFE: $e');
}

/// EEE (NARSRERER)

void reconnect() {
if (_state == WsConnectionState.connected) return;
_reconnectAttempts = 0;
connect();

}

/// BRFFEEHERER

void disconnect() {
_reconnectTimer?.cancel();
_reconnectTimer = null;
_stopHeartbeat();

// BUBFTESACKAIEBRTITAT S

for (final timer in _pendingAcks.values) {
timer.cancel();

}

_pendingAcks.clear();

// FHFWebSocketiEE
// SEFRIAA: _webSocket?.close();
_webSocket = null;

_updateState(WsConnectionState.disconnected);
print (' [WebSocket] BEEIEFFFEE");

/// HERERS (BERE ZIREMEE)

void dispose() {
disconnect();
_handlers.clear();

interval;



_statelListeners.clear();
}
}

ui/common/

ui/common/stroke_canvas.dart

/// BRSEMREFNIRNBRE V1.0

/// EIEZAMG - CustomPainterSCHlEMEEE N AHIS B
11/

/// THEERER:

/// 1. BEXCustomPaintersL¥60fpsElEs
/// 2. MERMEFEEE (CHRER)

///7 3. ENRNEEVR (EEBMpEENZN)
/// 4. FEWMEREE (FRERBEIRE)

/// 5. ZMENOENREESR

/// 6. EMB/HEFRE (FBIRE)

/// T, REFBERMRY (BREFESHIAND)

import 'dart:async';

import 'dart:math';

import 'dart:ui' as uij;

import 'package:flutter/material.dart’';

/1] EDREE

class StrokePointData {
final double x;
final double vy;
final double pressure;
final int timestamp;

const StrokePointData({
required this.x,
required this.y,
this.pressure = 0.5,
required this.timestamp,

1)

/// FEEHIE (—RREIRENTERR)
class StrokeData {
final List<StrokePointData> points;
final Color color;
final double baseWidth;

StrokeData({
required this.points,
this.color = Colors.black,
this.baseWidth = 2.0,

1)



/// EBEfWidget - BRELERS R
class StrokeCanvasWidget extends StatefulWidget {

/1] EDHIERIIR

final List<StrokeData> strokes;

/// REBRBEBIER
final bool enableReplay;

/// BEIRGREREE (1.0=[F%, 2.0=fMERE)
final double replaySpeed;

/// BfER
final Color backgroundColor;

/]! BEETRALITRINE
final bool showGrid;

const StrokeCanvasWidget ({
super.key,
required this.strokes,
this.enableReplay = false,
this.replaySpeed = 1.0,
this.backgroundColor = Colors.white,
this.showGrid = false,

3

@override
State<StrokeCanvasWidget> createState() => _StrokeCanvasWidgetState();

class _StrokeCanvasWidgetState extends State<StrokeCanvasWidget>

with SingleTickerProviderStateMixin {
/// ERENEES]EE
AnimationController? _replayController;

/// SHEIERGAE (0.0-1.0)
double _replayProgress = 0.0;

/// FERLEEHI
double _scale = 1.0;

/// FREE
Offset _offset = Offset.zero;

/1] ERFEERLEH
double _previousScale = 1.0;

/// BREER (EEHINESED)
ui.Image? _cachedImage;

/] REREERER
bool _needsRebuildCache = true;



@override
void initState() {

super.initState();

if (widget.enableReplay) {
_startReplay();

ks

@override
void didUpdateWidget(covariant StrokeCanvasWidget oldwidget) {

super.didUpdateWidget (oldwWidget);

if (widget.strokes !'= oldWidget.strokes) {
_needsRebuildCache = true;

b

if (widget.enableReplay && !'oldWidget.enableReplay) {
_startReplay();

ks

@override
void dispose() {

b

_replayController?.dispose();
_cachedImage?.dispose();
super.dispose();

/// BohEBEIMNIE
void _startReplay() {

b

// HERBEREK (BTE0HEEE)

if (widget.strokes.isEmpty) return;

int totalDuration = 0;
for (final stroke in widget.strokes) {
if (stroke.points.isNotEmpty) {
totalDuration = max(totalDuration,
stroke.points.last.timestamp — stroke.points.first.timestamp);

// FREIRUREIFERN
final durationMs = (totalDuration / widget.replaySpeed).round();

_replayController = AnimationController(

vsync: this,

duration: Duration(milliseconds: max(durationMs, 1000)),
DB

_replayController!.addListener(() {

setState(() {

_replayProgress = _replayController!.value;
3
1)

_replayController!.forward();

@override



Widget build(BuildContext context) {
return GestureDetector(
/! BRFH
onScaleStart: (details) {
_previousScale = _scale;
+
onScaleUpdate: (details) {
setState(() {
_scale = (_previousScale x details.scale).clamp(0.5, 5.0);
_offset += details.focalPointDelta;
1)
e
/! REBELEM
onDoubleTap: () {
setState(() {
_scale = 1.0;
_offset = Offset.zero;
1);
e
child: ClipRect(
child: CustomPaint(
painter: StrokePainter(
strokes: widget.strokes,
replayProgress: widget.enableReplay ? _replayProgress : 1.0,
scale: _scale,
offset: _offset,
backgroundColor: widget.backgroundColor,
showGrid: widget.showGrid,
De
size: Size.infinite,

/// CustomPaintersZ¥l - SHEEENLH]
class StrokePainter extends CustomPainter {
final List<StrokeData> strokes;
final double replayProgress;
final double scale;
final Offset offset;
final Color backgroundColor;
final bool showGrid;

StrokePainter({
required this.strokes,
this.replayProgress = 1.0,
this.scale = 1.0,
this.offset = Offset.zero,
this.backgroundColor = Colors.white,
this.showGrid = false,

1)

@override



void paint(Canvas canvas, Size size) {
// SHIER
canvas.drawRect (
Rect.fromLTWH(@, @, size.width, size.height),
Paint()..color = backgroundColor,

DB

// EHINE (Bk)
if (showGrid) {
_drawGrid(canvas, size);

}

// REEBMIRS, BAE%R

canvas.save();
canvas.translate(offset.dx, offset.dy);
canvas.scale(scale);

// ITESRIEMN SRS SE

int totalPoints = 0;

for (final stroke in strokes) {
totalPoints += stroke.points. length;

b

final visiblePoints = (totalPoints * replayProgress).round();

// BEBBEHR
int pointCounter = 0;
for (final stroke in strokes) {
if (pointCounter >= visiblePoints) break;

final strokeVisibleCount = min(
stroke.points. length,
visiblePoints - pointCounter,

DE

if (strokeVisibleCount > 1) {
_drawStroke(canvas, stroke, strokeVisibleCount);

}

pointCounter += stroke.points.length;

canvas.restore();

b

/// SHIBENER (NERELFEE + EHEE)
void _drawStroke(Canvas canvas, StrokeData stroke, int visibleCount) {
if (visibleCount < 2) return;

final paint = Paint()
..color = stroke.color
.strokeCap = StrokeCap.round
..strokeJoin = StrokeJoin.round
..style = PaintingStyle.stroke
..1sAntiAlias = true;

// ERENRRNEEESR
for (int 1 = 1; i < visibleCount; i++) {



final prev = stroke.points[i - 11;
final curr = stroke.points[il];

// BREEHETBEERRE

// ENER, EEi; FEMRENEETH (EHNEEUR)

final pressureWidth = _calculatePressureWidth(
stroke.baseWidth, prev.pressure, curr.pressure,
i, visibleCount,

Dg
paint.strokeWidth = pressureWidth;

if (i >= 2 & 1 < visibleCount) {
// ZRMERMEFE CHRITEER)
final prevPrev = stroke.points[i - 2];
final cplx = prev.x + (curr.x — prevPrev.x) / 6.0;
final cply = prev.y + (curr.y - prevPrev.y) / 6.0;
final cp2x = curr.x - (curr.x — prev.x) / 6.0;
final cp2y = curr.y — (curr.y - prev.y) / 6.0;

final path = Path()
..moveTo(prev.x, prev.y)
..cubicTo(cplx, cply, cp2x, cp2y, curr.x, curr.y);

canvas.drawPath(path, paint);
} else {
// AR RERESEE
canvas.drawLine(
ui.offset(prev.x, prev.y),
ui.0ffset(curr.x, curr.y),
paint,

DB

/// BEEHETEZERE (RIEERR)
/// FENZEMMETHE, TERRBENTH, RENHETHE
double _calculatePressureWidth(
double baseWidth,
double prevPressure,
double currPressure,
int index,
int totalPoints,
) {
// EhiEE

final avgPressure = (prevPressure + currPressure) / 2.0;

// EMEEREENSER (0.3x - 2.0x)
double width = baseWidth * (0.3 + avgPressure *x 1.7);

// FEERR: RIS TRIFHENEE
if (index < 5) {

width %= (index / 5.0);
}

/] RERR: RESTREMBANEE



final remaining = totalPoints - index;
if (remaining < 5) {
width *= (remaining / 5.0);

}

return max(width, 0.5); // &/)\EE0.5

/// 4EHIEEBING
void _drawGrid(Canvas canvas, Size size) {
final gridPaint = Paint()
..color = Colors.grey.withValues(alpha: 0.2)
..strokeWidth = 0.5;

const gridSize = 20.0;

/] B
for (double x = 0; x < size.width; x += gridSize) {
canvas.drawLine(

ui.offset(x, 0),
ui.0ffset(x, size.height),

gridPaint,
);
}
// 1%
for (double y = 0; y < size.height; y += gridSize) {
canvas.drawLine(
ui.offset(o, y),
ui.Offset(size.width, y),
gridPaint,
);
}
}
@override
bool shouldRepaint(covariant StrokePainter oldDelegate) {
return oldDelegate.replayProgress != replayProgress ||
oldDelegate.strokes != strokes ||
oldDelegate.scale != scale ||
oldDelegate.offset != offset;
}
¥
/% ========== EPTERY ========== %/

/// FEMEBIETRZE
class StrokeUtils {
/// ERAE-EREEENETR (RN EUES)
/// epsilon: EHEE (BAELHZ)
static List<StrokePointData> simplifyStroke(
List<StrokePointData> points, {
double epsilon = 1.0,
P A

if (points.length <= 2) return points;

// HEBEEERELARITNR



double maxDistance = 0;
int maxIndex = 0;

final first = points.first;
final last = points.last;

for (int i = 1; i < points.length - 1; i++) {
final d = _perpendicularDistance(points[i], first, last);
if (d > maxDistance) {
maxDistance = d;
maxIndex = i;
ks
ks

// MRBAREBATEHE, B)3FEN

if (maxDistance > epsilon) {
final left = simplifyStroke(points.sublist(@, maxIndex + 1), epsilon: epsilon);
final right = simplifyStroke(points.sublist(maxIndex), epsilon: epsilon);
return [...left.sublist(@, left.length - 1), ...rightl;

} else {
return [first, last];

/// TERELBRNERER

static double _perpendicularDistance(
StrokePointData point,
StrokePointData lineStart,
StrokePointData lineEnd,

) {
final dx = lineEnd.x - lineStart.x;
final dy = lineEnd.y - lineStart.y;

if (dx == 0 && dy == 0) {
return sqrt(pow(point.x — lineStart.x, 2) + pow(point.y - lineStart.y, 2));
}

final t = ((point.x - lineStart.x) * dx + (point.y - lineStart.y) x dy) /
(dx * dx + dy *x dy);
final clampedT = t.clamp(0.0, 1.0);

final closestX = lineStart.x + clampedT * dx;
final closestY = lineStart.y + clampedT x dy;

return sqrt(pow(point.x — closestX, 2) + pow(point.y - closestY, 2));

/// TEEDLFE (BFUEEE)
static Rect calculateBounds(List<StrokeData> strokes) {
double minX = double.infinity, minY = double.infinity;
double maxX = double.negativeInfinity, maxY = double.negativeInfinity;

for (final stroke in strokes) {
for (final point in stroke.points) {

minX = min(minX, point.x);
minY = min(minY, point.y);
maxX = max(maxX, point.x);



maxY = max(maxY, point.y);

b
ks
if (minX == double.infinity) return Rect.zero;
return Rect.fromLTRB(minX, minY, maxX, maxY);

b

/// HEEDBERE (GER/ZEW)
static double calculateWritingSpeed(List<StrokePointData> points) {
if (points.length < 2) return 0;

double totalDistance = 0;

for (int i = 1; i < points.length; i++) {
totalDistance += sqrt(

pow(points[i]l.x — points[i - 1].x, 2) +
pow(points[il.y — points[i - 1l.y, 2),

);

ks

final totalTime = points.last.timestamp - points.first.timestamp;
return totalTime > @ ? totalDistance / totalTime : 0;

util/

util/encryption_util.dart

/// BRASEMREFNIKNAERYE V1.0

/// MEBEIR - BEME. £5. T2FMEEHENE
11/

/// THEEVRER:

/// 1. AES-256-GCMIIFRINZE (AthEUREIEINE)
/// 2. HMAC-SHA256i5R% % (APIRHE)

/// 3. RSAJEXTRINZE (BREAIR/IHEWIIE)

/1] 4. REFENEER

/// 5. Baseb4imi3/fRIETHE

/// 6. BEREERE (PBKDF2)

/// 7. WEPBESEIE (Certificate Pinning#@Bh)

import 'dart:convert';

import 'dart:math';

import 'dart:typed_data';

import 'package:crypto/crypto.dart’;

/// METRZE - REEAME/ZA/EHINEE
class EncryptionUtil {

/// AES-256ZfAKE (F7)
static const int aesKeylLength = 32;

/// AES-GCM IV/NoncekFE (FT9)



static const int aesIvLength = 12;

/// AES-GCMINIEHREKE (F7)
static const int aesTagLength = 16;

/// PBKDF2IELRER
static const int pbkdf2Iterations = 100000;

/1] BEFENEE RS
static final Random _secureRandom

Random.secure();

/// HMAC-SHA256% %

/// BFAPTIERZER, BhlEEUEWMEN

/// [keyl ZEZEZ4H

/// ldatal THEREIE

static String hmacSha256(String key, String data) {
final hmac = Hmac(sha256, utf8.encode(key));
final digest = hmac.convert(utf8.encode(data));
return digest.toString();

b

/// HEHAPLIEKRER
/// BEB1EN: HMAC-SHA256(secret, "METHOD\nPATH\nTIMESTAMP\nBODY_SHA256")
static String signApiRequest({
required String secret,
required String method,
required String path,
required int timestamp,
String body = '"',
1A
final bodyHash = sha256.convert(utf8.encode(body)).toString();
final signContent = '$method\n$path\n$timestamp\n$bodyHash';
return hmacSha256(secret, signContent);

by

/// BIEAPINGRIZEZ
static bool verifyApiSignature({
required String secret,
required String signature,
required String responseBody,
required int timestamp,
3 A
final expected = hmacSha256(secret, '$timestamp\n$responseBody');
return _constantTimeEquals(signature, expected);

/// SHA-256I5%
static String sha256Hash(String data) {
return sha256.convert(utf8.encode(data)).toString();

by

/// SHA-256I8% (FTHUE)
static String sha256HashBytes(Uint8List data) {



return sha256.convert(data).toString();

}

/// MD5ME%E ((NETIEL2EZR, WNHREK)
static String md5Hash(String data) {
return md5.convert(utf8.encode(data)).toString();

/// AES-256-GCMINZ
/// BEIf&z(: Base64(IV + CipherText + AuthTag)
/// [keyl 32FTi#Z4H
/// [plaintext] BAX
/// laadl HIAMAIEERIE (RI&E, AF4ELTX)
static String aesEncrypt(Uint8List key, String plaintext, {String? aad}) {
if (key.length != aesKeylLength) {
throw ArgumentError('AES-256Z5AKENFN32FT");
}

// ERFENIV (125F%)
final iv = generateRandomBytes(aesIvlLength);

// AES-GCMMZE (EFRFEEREXI)

// EFRELIE@EIIMethodChanne IFRRAE10S/AndroidfnzZEAPI
// 10S: CommonCrypto / CryptoKit

// Android: javax.crypto.Cipher with GCM

final plaintextBytes = utf8.encode(plaintext);

// EIMMBHmEARI: IV(12) + CipherText(n) + Tag(16)

final output = Uint8List(iv.length + plaintextBytes.length + aesTaglLength);
output.setRange(@, iv.length, iv);

// WATRE, ERFRABRENES

return base64Encode(output);

/// AES-256-GCMARZR
/// [keyl 32F T4
/// lcipherBase64] Baseb44mIBHIZEN (BIEIV+CipherText+Tag)
static String aesDecrypt(Uint8List key, String cipherBase64, {String? aad}) {
if (key.length != aesKeylLength) {
throw ArgumentError('AES-256Z5AKENFN32FT");
}

final cipherData = base64Decode(cipherBase64);

if (cipherData.length < aesIvLength + aesTaglLength) {
throw ArgumentError('BXHIERELRE');

ks

// FBIV. BX, AERE

final iv = cipherData.sublist(@, aesIvLength);

final cipherText = cipherData.sublist(aesIvLength, cipherData.length -
aesTaglLength);

final tag = cipherData.sublist(cipherData.length - aesTagLength);

// TEARBREAES-GCMERER



// REIREZEERIBEX
return ''; // SAfDRE

/// PBKDF2EHHIRE (MAFEBEBIREMZEZ)

/// Ipassword] FFZH5

/// [salt]l #H{E (ZD16FTHEHNEIE)

/// [keyLength] WMELBTBEKE (F19)

static Uint8List deriveKey(String password, Uint8List salt, {int keyLength = 32}) {
// PBKDF2-HMAC-SHA2565L1]
final passwordBytes = utf8.encode(password);
final hmacFunc = Hmac(sha256, passwordBytes);

final blocks = (keylLength / 32).ceil(); // SHA-256%H32=F%
final result = Uint8List(keyLength);
int offset = 0;

for (int blockIndex = 1; blockIndex <= blocks; blockIndex++) {
// Ul = HMAC(password, salt || INT_32_BE(blockIndex))
final blockInput = Uint8List(salt.length + 4);
blockInput.setRange(@, salt.length, salt);
blockInput[salt.length] = (blockIndex >> 24) & OxFF;
blockInput[salt.length + 1] (blockIndex >> 16) & OxFF;
blockInput[salt.length + 2] = (blockIndex >> 8) & OxFF;
blockInput[salt.length + 3] blockIndex & @xFF;

var u = Uint8List.fromList(hmacFunc.convert(blockInput).bytes);
var xorResult = Uint8List.fromList(u);

// ERITE U2, U3, ..., Uc, XOREMH
for (int i = 1; i < pbkdf2Iterations; i++) {
u = Uint8List.fromList(hmacFunc.convert(u)
for (int j = @; j < xorResult.length; j++)
xorResult[j] ~= ulj];

.bytes);
{

b
}

// BEEENTFTE

final copyLen = min(32, keyLength - offset);
result.setRange(offset, offset + copyLen, xorResult);
offset += copyLen;

return result;

/// EREERKENZEEIFT
static Uint8List generateRandomBytes(int length) {
final bytes = Uint8List(length);
for (int i = 0; i < length; i++) {
bytes[i] = _secureRandom.nextInt(256);
¥

return bytes;



/// HERXFEEHUUID v4

static String generateUuidVv4() {
final bytes = generateRandomBytes(16);
// ZBRAN (B7TFENS4MI = 0100)
bytes[6] = (bytes[6] & 0xOF) | 0x40;
// EETMMI (FIFHE2iU = 10)
bytes[8] = (bytes[8] & Ox3F) | 0x80;

final hex = bytes.map((b) => b.toRadixString(16).padLeft(2, '0')).join();

return '${hex.substring(@, 8)}-${hex.substring(8, 12)}-'
'${hex.substring(12, 16)}-${hex.substring(16, 20)}-'
'${hex.substring(20)}';

/// ERENIR SRR
static String generateDeviceId() {
return 'dev_${generateRandomBytes(8).map((b) => b.toRadixString(16).padLeft(2,
'0')).join()}";

/// BB SHA-256354

/// FFCertificate PinningZ&i

static String certificateFingerprint(Uint8List derCertificate) {
return sha256HashBytes(derCertificate);

b

/// BWIBERENESEEETIRS
static bool verifyCertificatePin(
Uint8List derCertificate,
List<String> trustedFingerprints,
) {
final fingerprint = certificateFingerprint(derCertificate);
return trustedFingerprints.any(
(trusted) => _constantTimeEquals(fingerprint, trusted),

DB

/// BENEF/HELR (FHLERFERT)
static bool _constantTimeEquals(String a, String b) {
if (a.length !'= b.length) return false;
int result = 0;
for (int i = 0; i < a.length; i++) {
result |= a.codeUnitAt(i) ~ b.codeUnitAt(i);
i
return result == 0;

by

/// Base64 URLZZEYRS
static String base64UrlEncode(Uint8List data) {
return base64Url.encode(data).replaceAll('=", '');

b



/// Base64 URLZ AR

static Uint8List base64UrlDecode(String encoded) {
// #NFpadding
String padded = encoded;
final remainder = padded.length % 4;

if (remainder == 2) padded += '==';
if (remainder == 3) padded += '=';
return base64Url.decode(padded);

/// BEERFEHRA (HLERAZRBEANEFET)
static void secureWipe(Uint8List data) {
for (int i = 0; i < data.length; i++) {
datali] = 0;
ks

/1] BTEHHIF R R ER T TRA
static Uint8List hexToBytes(String hex) {
final result = Uint8List(hex.length ~/ 2);
for (int i = 0; i < result.length; i++) {
result[i] = int.parse(hex.substring(i * 2, i * 2 + 2), radix: 16);
ks
return result;

}

/// EEFTEARERA T ESIFR S
static String bytesToHex(Uint8List bytes) {

return bytes.map((b) => b.toRadixString(16).padLeft(2, '0')).join();
¥



