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package com.writech.cloud;
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springframework.
springframework.
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springframework.
springframework.
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springframework.
.springframework.

boot.SpringApplication;
boot.autoconfigure.SpringBootApplication;
cloud.client.discovery.EnableDiscoveryClient;
context.annotation.Bean;
context.annotation.Configuration;
scheduling.annotation.EnableAsync;
scheduling.annotation.EnableScheduling;
web.servlet.config.annotation.CorsRegistry;
web.servlet.config.annotation.WebMvcConfigurer;
http.ResponseEntity;
web.bind.annotation.ExceptionHandler;
web.bind.annotation.RestControllerAdvice;
http.HttpStatus;

java.time.LocalDateTime;
import java.util.HashMap;
import java.util.Map;

* BRASEMNRELRAERECFE - EEME

*

* RERBWMIRSIMN, BOUFHFONAEPRS.

REMRS.

* EAARSS. IRERS. HERSZS MM MRS ER,
* i Nginx/Kong API Gateway £i—iEN, {£MA Kafka
* HITHHHELS, Redis TMAIESEFEE,

*/

@SpringBootApplication
@EnableDiscoveryClient

@EnableAsync

@EnableScheduling

public class WritechCloudApplication {

/ %k

* BAFEAO

* B Spring Boot &%, MHFIBHRSAML
*/

public static void main(String[] args) {
SpringApplication.run(WritechCloudApplication.class, args);

¥

VESS

* BEkE

* RFRIRNASKIR APP BigislasFES API

*/

@Configuration

public static class CorsConfig implements WebMvcConfigurer {

@Override
public void addCorsMappings(CorsRegistry registry) {



registry.addMapping("/api/*x")
.allowedOriginPatterns("x")
.allowedMethods("GET", "POST", "PUT", "DELETE", "OPTIONS")
.allowedHeaders ("*")
.allowCredentials(true)
.maxAge(3600) ;

/%%
* ERRELIER
* F—HRABXMUABERLGIERE, RENE JSON N
*x MORz4&=: {"code": 200, "msg": 'success", "data": {...}}
*/
@RestControllerAdvice
public static class GlobalExceptionHandler {

VESS
* QI SHE
* WS ZEPHENBETEXEE, RENEHNERBIRRMER
*/
@ExceptionHandler(BusinessException.class)
public ResponseEntity<ApiResponse<?>> handleBusinessException(BusinessException
ex) {
ApiResponse<?> response = ApiResponse.error(ex.getCode(), ex.getMessage());
return ResponseEntity.status(HttpStatus.O0K).body(response);

/%%
* MESHRNEE
* IERSEARERICIN R B AR EIRES
*/
@ExceptionHandler(IllegalArgumentException.class)
public ResponseEntity<ApiResponse<?>>
handleIllegalArgument(IllegalArgumentException ex) {
ApiResponse<?> response = ApiResponse.error(400, "SHRIMEM: " +
ex.getMessage());
return ResponseEntity.status(HttpStatus.BAD_REQUEST).body(response);

/%%

* WIERAFE

* FRMIBFIEARMANASEE, TR AGHRES—ERIDA

*/

@ExceptionHandler(Exception.class)

public ResponseEntity<ApiResponse<?>> handleException(Exception ex) {
ApiResponse<?> response = ApiResponse.error(500, "ZRHAAZIEIR, BHEELR");

return
ResponseEntity.status(HttpStatus.INTERNAL_SERVER_ERROR).body(response);
¥
}
/%%

x Zi— API [HREZEE%

* FiEEOS—(ERLEXIREIEE

*x BI: {"code": 200, "msg": "success", "data": {...}}
*/



public static class ApiResponse<T> {
private int code;
private String msg;
private T data;
private LocalDateTime timestamp;

public ApiResponse() {
this.timestamp = LocalDateTime.now();

public ApiResponse(int code, String msg, T data) {
this.code = code;
this.msg = msg;
this.data = data;
this.timestamp = LocalDateTime.now();

/*k RRINNAR. (FFEUHE)  */
public static <T> ApiResponse<T> success(T data) {
return new ApiResponse<>(200, "success", data);

/¥k BRINNARL (FERiE)  +/
public static <T> ApiResponse<T> success() {
return new ApiResponse<>(200, "success", null);

/¥k EIRNARL */
public static <T> ApiResponse<T> error(int code, String msg) {
return new ApiResponse<>(code, msg, null);

public int getCode() { return code; }

public void setCode(int code) { this.code = code; }
public String getMsg() { return msg; }
public void setMsg(String msg) { this.msg
public T getData() { return data; }
public void setData(T data) { this.data = data; }

public LocalDateTime getTimestamp() { return timestamp; }

public void setTimestamp(LocalDateTime timestamp) { this.timestamp = timestamp;

msg; }

VESS

* BEMXWSRER

* ATFREVSZEFRERTMRINEE, SSHREBIES

*/

public static class BusinessException extends RuntimeException {
private final int code;

public BusinessException(int code, String message) {

super(message) ;
this.code = code;

public int getCode() { return code; }



config/

config/KafkaConfig. java

/%*

* BREOHRERFEETTERY V1.0

*

*x Kafka SEHEBAFIECE
x BBEEDFIERGIENKafkaE =S EEE

*/

package com.writech.cloud.config;

import
import
import
import

import
import
import
import
import

import

/%x

org

org

org.

org.
org.
org.
org.
.springframework.kafka.core.x*;

org

.apache
org.
.apache

apache

apache

. kafka.
.kafka.
.kafka.
.kafka.

clients.consumer.ConsumerConfig;
clients.producer.ProducerConfig;
common.serialization.StringDeserializer;
common.serialization.StringSerializer;

springframework.beans.factory.annotation.Value;
springframework.context.annotation.Bean;
springframework.context.annotation.Configuration;
springframework.kafka.config.ConcurrentKafkalListenerContainerFactory;

java.util.HashMap;
import java.util.Map;

* Kafka BEEZE

* K K K X X X X X

HERE:

HEETEN:
- writech-stroke-topic: EWREHIE (Mx/EHE - =FAR)
- writech-recognition-topic: AIiRBiER (ZFEE - AIZ|E)
- writech-result-topic: RBIZLER (AIS|E - =FAR)

- writech-notification-topic: BEIHE (ZFE - Kik)

- writech-stroke-dlq: ENHIEIEEINT) (LERLMATHE)

* mPEE > WX/BEHE - Kafka(stroke-topic) - mFEAIFIBZIRS
* - MongoDB7fif » Kafka(recognition-topic) - AIS|E4b1E
* - Kafka(result-topic) - HREE - WebSocketifix&in

*/

@Configuration
public class KafkaConfig {

@Value("${spring.kafka.bootstrap-servers:localhost:9092}")
private String bootstrapServers;

@Value("${spring.kafka.consumer.group—id:writech-cloud-group}")
private String consumerGroupId;



VESS
* Kafka &£=HE &
* AFRFEATIRGIERFBHER
*/
@Bean
public ProducerFactory<String, String> producerFactory() {
Map<String, Object> configProps = new HashMap<>();
configProps.put(ProducerConfig.BOOTSTRAP_SERVERS_CONFIG, bootstrapServers);
configProps.put(ProducerConfig.KEY_SERIALIZER_CLASS_CONFIG,
StringSerializer.class);
configProps.put(ProducerConfig.VALUE_SERIALIZER_CLASS_CONFIG,
StringSerializer.class);
// BEARYRE
configProps.put(ProducerConfig.ACKS_CONFIG, "all"); // FRAEBIAHEIA
configProps.put(ProducerConfig.RETRIES_CONFIG, 3); // Z=|iRX3X
configProps.put(ProducerConfig.RETRY_BACKOFF_MS_CONFIG, 1000);
// MERFEE (RAZEDIHIERILE)

configProps.put(ProducerConfig.BATCH_SIZE_CONFIG, 16384); // 16KB
configProps.put(ProducerConfig.LINGER_MS_CONFIG, 10); // IEIR10ms

configProps.put(ProducerConfig.BUFFER_MEMORY_CONFIG, 33554432); // 32MB%E)
// BEY BLEEHER)
configProps.put(ProducerConfig.ENABLE_IDEMPOTENCE_CONFIG, true);

return new DefaultKafkaProducerFactory<>(configProps);

@Bean
public KafkaTemplate<String, String> kafkaTemplate() {
return new KafkaTemplate<>(producerFactory());

VeSS
* Kafka HBELE
* BT HRZEDIIENIRGIER
*/
@Bean
public ConsumerFactory<String, String> consumerFactory() {
Map<String, Object> configProps = new HashMap<>();
configProps.put(ConsumerConfig.BOOTSTRAP_SERVERS_CONFIG, bootstrapServers);
configProps.put(ConsumerConfig.GROUP_ID_CONFIG, consumerGroupId);
configProps.put(ConsumerConfig.KEY_DESERIALIZER_CLASS_CONFIG,
StringDeserializer.class);
configProps.put(ConsumerConfig.VALUE_DESERIALIZER CLASS_CONFIG,
StringDeserializer.class);
// HEERE
configProps.put(ConsumerConfig.AUTO_OFFSET_RESET_CONFIG, "latest");
configProps.put(ConsumerConfig.ENABLE_AUTO_COMMIT_CONFIG, false); // FmhEx

configProps.put(ConsumerConfig.MAX_POLL_RECORDS_CONFIG, 500); // Bit&%500%
configProps.put(ConsumerConfig.FETCH_MIN_BYTES_CONFIG, 1024); // =MP1KB

configProps.put(ConsumerConfig.FETCH_MAX_WAIT_MS_CONFIG, 200); // S&AZ{5200ms
return new DefaultKafkaConsumerFactory<>(configProps);

/%%

* Kafka MIFss8sRT1

* EEHRERENENTEHERN
*/

@Bean



public ConcurrentKafkalListenerContainerFactory<String, String>

kafkalListenerContainerFactory() {

ConcurrentKafkalListenerContainerFactory<String, String> factory =
new ConcurrentKafkaListenerContainerFactory<>();

factory.setConsumerFactory(consumerFactory());
// HEEBRENE (WiTopiciIn XE)
factory.setConcurrency(8);
// ERttEEERN
factory.setBatchListener(true);
// FIEIAMER
factory.getContainerProperties().setAckMode (

org.springframework.kafka.listener.ContainerProperties.AckMode.MANUAL_IMMEDIATE);
return factory;

}

/%%
* ENEIETopicRMEE
*/

public static class Topics {
/¥k EMFEIEEIE */
public static final String STROKE_DATA = "writech-stroke-topic";
/*xx ATIRBIER */
public static final String RECOGNITION_REQUEST = "writech-recognition-topic";
/*x ALIRBIZER */
public static final String RECOGNITION_RESULT = "writech-result-topic";
/¥x BETHR */
public static final String NOTIFICATION = "writech-notification-topic";
/¥ EMBHEIEEBATI *+/
public static final String STROKE_DLQ = "writech-stroke-d1lq";
/¥k REIRS LR */
public static final String DEVICE_STATUS = "writech-device-status-topic";

private Topics() {} // ZEIEZHIK

config/SecurityConfig.java

/%%

* BASEMREAFEBRTERM V1.0

*k

*x REMHEE - IWHAIELES: + Spring Securityf&
* THIRBACHRIZHIFI £ ERRHTTPS/TLS 1.3/0%5

*/

package com.writech.cloud.config;

import com.writech.cloud.service.UserService;

import org.springframework.beans.factory.annotation.Autowired;

import org.springframework.beans.factory.annotation.Value;

import org.springframework.context.annotation.Bean;

import org.springframework.context.annotation.Configuration;

import org.springframework.security.config.annotation.web.builders.HttpSecurity;



import
org.springframework.security.config.annotation.web.configuration.EnableWebSecurity;
import org.springframework.security.config.http.SessionCreationPolicy;

import org.springframework.security.web.SecurityFilterChain;

import
org.springframework.security.web.authentication.UsernamePasswordAuthenticationFilter;

import io.jsonwebtoken.Claims;
import io.jsonwebtoken.Jwts;
import io.jsonwebtoken.security.Keys;

import javax.crypto.SecretKey;

import javax.servlet.x;

import javax.servlet.http.x;

import java.io.IOException;

import java.nio.charset.StandardCharsets;
import java.util.sx;

/%%

*x Spring Security Z2EE

*

* TEHH:

* — JWT Token + Refresh Token XXSHREIAIEANHI
* — RBAC AE&NXREH (BEA/ N/ 24/ RKKIUER)
* — 2HERR HTTPS/TLS 1.3 fnZ{EH

* — IEREERK + MERRM + SQLIEN/XSSEAIF
*x — BURATFER AES-256 INZRT1EfE

*/

@Configuration

@EnableWebSecurity

public class SecurityConfig {

@Value("${writech.jwt.secret:writech-cloud-platform-jwt-secret-key-2026}")
private String jwtSecret;

@Autowired
private UserService userService;

VESS
* TELIRERE
* EXEAPIERIZAYTA AR BRALN
*/
@Bean
public SecurityFilterChain filterChain(HttpSecurity http) throws Exception {
http
// EEFICSRF (REST APL{ERIWTIAIE, FFECSRFELF)
.csrf().disable()
// TRERIE (OWTHRXAREHSession)
.sessionManagement().sessionCreationPolicy(SessionCreationPolicy.STATELESS)
.and()
// BENXREE
.authorizeRequests()
// ATHEO: BF. A, KIS, RS
.antMatchers("/api/v1l/auth/login").permitAl1l()
.antMatchers("/api/vl/auth/sms—code").permitAl1l()
.antMatchers("/api/vl/auth/refresh").permitAl1()
.antMatchers("/actuator/health").permitAl1()



.antMatchers("/ws/*x").permitAl1l()
// BEGEREO
.antMatchers("/api/v1l/admin/*x*").hasRole("ADMIN")
// BmEN
.antMatchers("/api/vl/assignment/publish").hasAnyRole("ADMIN",
"TEACHER")
.antMatchers("/api/vl/assignment/review/#*x").hasAnyRole("ADMIN",
"TEACHER")
// REEEED (BEISNHM)
.antMatchers("/api/vl/device/*x*").hasAnyRole("ADMIN", "TEACHER")
// EmEE (MX/EHE, FRIZEIERIAL)
.antMatchers("/api/vl/stroke/upload").hasRole("DEVICE")
// BEREBEOFEIANE
.anyRequest().authenticated()
.and()
// RMIWTIAES B2
.addFilterBefore(jwtAuthFilter(),
UsernamePasswordAuthenticationFilter.class)
// RIERBRAIL SR
.addFilterBefore(rateLimitFilter(),
UsernamePasswordAuthenticationFilter.class);

return http.build();

+

/%%

* JWT JAIEIEIESS Bean
*/

@Bean

public JwtAuthenticationFilter jwtAuthFilter() {
return new JwtAuthenticationFilter(jwtSecret, userService);

+

/*xk
* JEKRRIRITIESS Bean
*/

@Bean

public RateLimitFilter rateLimitFilter() {
return new RateLimitFilter();

¥

/%%
* JWT TN RES
*

* EZ#EFFHIER, M Authorization SKARIREXFHIRIE IWT Token

* BB IEEAFERMA SecurityContext

*/

public static class JwtAuthenticationFilter implements Filter {

private final String jwtSecret;
private final UserService userService;

public JwtAuthenticationFilter(String jwtSecret, UserService userService) {

this.jwtSecret = jwtSecret;
this.userService = userService;



@Override
public void doFilter(ServletRequest request, ServletResponse response,
FilterChain chain) throws IOException, ServletException {

HttpServletRequest httpRequest = (HttpServletRequest) request;
HttpServletResponse httpResponse = (HttpServletResponse) response;

// 12EXToken

String authorization = httpRequest.getHeader("Authorization");

if (authorization != null & authorization.startsWith("Bearer ")) {
String token = authorization.substring(7);

try {
// HRETokenEBERRZ#EH
if (userService.isTokenBlacklisted(token)) {
sendError(httpResponse, 401, "<{HEBERN, BERERE");
return;

// FEATFHIEIWT
SecretKey key = Keys.hmacShaKeyFor(
jwtSecret.getBytes(StandardCharsets.UTF_8));
Claims claims = Jwts.parserBuilder()
.setSigningKey (key)
Lbuild()
.parseClaimsJws (token)
.getBody();

// REAFPER

String userId = claims.getSubject();

String role = claims.get("role", String.class);
String tokenType = claims.get("type", String.class);

// RiEZaccessEAToken

if (!"access".equals(tokenType)) {
sendError(httpResponse, 401, "FTLAISHEERM);
return;

// BRAFPEEENEKEY (H/E4Controller{EM)
httpRequest.setAttribute("userId", userld);
httpRequest.setAttribute("role", role);

} catch (io.jsonwebtoken.ExpiredJwtException e) {
sendError(httpResponse, 401, "SHBEIHI, BERIFISHE");
return;

} catch (Exception e) {
sendError(httpResponse, 401, "<hEMRIGLK");
return;

chain.doFilter(request, response);

/kx RIFERIRNAN */
private void sendError(HttpServletResponse response, int code, String message)



throws IOException {
response.setStatus(code);
response.setContentType("application/json;charset=UTF-8");
response.getWriter().write(

"{\"code\":" + code + ",\"msg\":\"" + message +
"\",\"data\":null}");
¥
ks
/%%
* IERERITIEER
*
*x EFIPHAF IDRINAEERR
* — IPEE: SOoHRZ60XEK
* - AP4E: 8oWHRZ1200/5K
* — BURED (BR/ARERIHE) © B ERRRERE

*/
public static class RateLimitFilter implements Filter {

/¢ IPIERITEEE (BHEH, £-NEFERRedis+HBEhEO) */
private final Map<String, List<Long>> ipRequestLog = new HashMap<>();

/*xx IPBRGEIME (Bo#H) */
private static final int IP_RATE_LIMIT = 60;

/+x WEIEO (B%) */
private static final long WINDOW_MS = 60_000;

@Override
public void doFilter(ServletRequest request, ServletResponse response,
FilterChain chain) throws IOException, ServletException

HttpServletRequest httpRequest = (HttpServletRequest) request;
HttpServletResponse httpResponse = (HttpServletResponse) response;

String clientIp = getClientIp(httpRequest);
long now = System.currentTimeMillis();

// IPHEERRMIGE
synchronized (ipRequestlLog) {
List<Long> timestamps = ipRequestLog.computeIfAbsent(
clientIp, k —> new ArraylList<>());

// BEEOMIEH
timestamps.removelIf(ts —> (now — ts) > WINDOW_MS);

if (timestamps.size() >= IP_RATE_LIMIT) {
httpResponse.setStatus(429);
httpResponse.setContentType(*"application/json;charset=UTF-8");
httpResponse.getWriter().write(
"{\"code\":429,\"msg\":\"BEKIMEL S, BHEER
\",\"data\":null}");
return;

timestamps.add(now);



controller/

chain.doFilter(request, response);

[k REVEFPIREXIP (BERAE/AH19%E) */
private String getClientIp(HttpServletRequest request) {

String ip = request.getHeader("X-Forwarded-For");
if (ip == null || ip.isEmpty() || "unknown".equalsIgnoreCase(ip)) {
ip = request.getHeader("X-Real-IP");

}

if (ip == null || ip.isEmpty() || "unknown".equalsIgnoreCase(ip)) {
ip = request.getRemoteAddr();

}

// X-Forwarded-FormgE@&Z1IP, EXE—

if (ip != null && ip.contains(",")) {
ip = ip.split(",")[0].trim();

}

return ip;

controller/AssignmentController.java

/%%

* BRASEMNREHRFERTFLRMG V1.0

*

* (Rl ETRIRH 33
* EMFW/NENERT. IR, #REREWFED

*/

package com.writech.cloud.controller;

import
import
import
import

import
import
import
import

import
import
import
import

/%%

com.
com.
com.
com.

org.
.springframework.data.domain.Page;
org.
.springframework.web.bind.annotation.x*;

org

org

writech.cloud.WritechCloudApplication.ApiResponse;
writech.cloud.WritechCloudApplication.BusinessException;
writech.cloud.model.Assignment;
writech.cloud.service.UserService;

springframework.beans.factory.annotation.Autowired;

springframework.data.domain.PageRequest;

javax.validation.Valid;
javax.validation.constraints.NotBlank;
java.time.LocalDateTime;

java.util.x;

* fEl#%EI2E - /api/vl/assignment

*

* MRHIEL/HE - FERLEES (EXEIREERSE)



* > RBBEKRE - AIZ|EIRFIHEN - SEREEZHDMREK
*/

@RestController
@RequestMapping("/api/vl/assignment")

public class AssignmentController {

@Autowired
private UserService userService;

/%%

* RIFEL

* POST /api/vl/assignment/publish

*

* HMSIEHRBEL/HE, BEVR. SLENE. BERNS

* RTfEBaExBNER AR R K

*/

@PostMapping("/publish")

public ApiResponse<AssignmentPublishResponse> publishAssignment (
@Valid @RequestBody AssignmentPublishRequest request,
@RequestHeader("Authorization") String auth) {

// RIEBMSH

String teacherId = extractUserIdFromToken(auth);

// WEE IEATE]
if (request.getDeadline() != null &&
request.getDeadline().isBefore(LocalDateTime.now())) {
throw new BusinessException (400, "&lFATEREERTFHAIRTE");

// RIBETIR

if (request.getQuestions() == null || request.getQuestions().isEmpty()) {
throw new BusinessException (400, "{EWERBETEENZT");

}

// BIEMEICHE

Assignment assignment = new Assignment();
assignment.setId(UUID.randomUUID().toString().replace("-", ""));
assignment.setTeacherId(teacherld);
assignment.setClassId(request.getClassId());
assignment.setTitle(request.getTitle());
assignment.setType(request.getType()); // homework/exam/practice
assignment.setSubject(request.getSubject());
assignment.setDeadline(request.getDeadline());
assignment.setStatus("published");
assignment.setPublishTime(LocalDateTime.now());
assignment.setTotalScore(calculateTotalScore(request.getQuestions()));
assignment.setQuestionCount(request.getQuestions().size());

// RERIEBRNE (B8N ERMEEXE)
if (request.getDotCodePages() != null) {
assignment.setDotCodePages(request.getDotCodePages());

/] REFELRER

// assignmentService.saveWithQuestions(assignment, request.getQuestions());



// BSHEEBNEZEIRTRKIR
// messageService.pushAssignmentNotification(assignment);

AssignmentPublishResponse response = new AssignmentPublishResponse();
response.setAssignmentId(assignment.getId());
response.setTitle(assignment.getTitle());
response.setPublishTime(assignment.getPublishTime());
response.setStudentCount(getClassStudentCount(request.getClassId()));

return ApiResponse.success(response);
/%%

* FREMEALFIZR
* GET /api/vl/assignment/list

*
* FNEBEAMIEWIIR, ZIHZAER, K& [ETRL
*/

@GetMapping("/list")

public ApiResponse<Page<AssignmentSummary>> listAssignments(
@RequestParam(required = false) String classId,
@RequestParam(required = false) String status,
@RequestParam(required = false) String subject,
@RequestParam(defaultValue = "0") int page,
@RequestParam(defaultvValue = "20") int size,
@RequestHeader("Authorization") String auth) {

String userId = extractUserIdFromToken(auth);
// Page<AssignmentSummary> result = assignmentService.querylList(...)
return ApiResponse.success(null);

/%%

* ZRERFEMLIFIE

* GET /api/vl/assignment/{id}

*/
@GetMapping("/{id}")

public ApiResponse<AssignmentDetailResponse> getAssignment(@PathVariable String id)

// Assignment assignment = assignmentService.findById(id);
return ApiResponse.success(null);

/%%
RENHE SR
GET /api/v1l/result/{assignmentId}

EWEEFWATHNER, B8 1TFEMRRINA.
57, BERFBERAIRIREIN

* % ¥ X *x

*/
@GetMapping("/result/{assignmentId}")
public ApiResponse<AssignmentResultResponse> getResult(
@PathVariable String assignmentId,
@RequestParam(required = false) String studentId) {

AssignmentResultResponse response = new AssignmentResultResponse();
response.setAssignmentId(assignmentId);



response.setTotalStudents(40);
response.setSubmittedCount(38);
response.setGradedCount(38);
response.setAverageScore(85.5);
response.setHighestScore(100.0);
response.setlLowestScore(45.0);

/! BPTR2EH G

List<StudentResult> studentResults = new ArraylList<>();

// studentResults = resultService.getStudentResults(assignmentId, studentId);
response.setStudentResults(studentResults);

return ApiResponse.success(response);

/%%

* FMALE R
* PUT /api/vl/assignment/review/{assignmentId}

*
* ATIEEBUR T E#TALER, BIEATESERINITIE
*/

@PutMapping("/review/{assignmentId}")

public ApiResponse<Void> reviewAssignment (
@PathVariable String assignmentId,
@Valid @RequestBody ReviewRequest request,
@RequestHeader("Authorization") String auth) {

String teacherId = extractUserIdFromToken(auth);

// EHEMNEZIER
for (ReviewItem item : request.getReviewItems()) {
// resultService.updateReview(assignmentId, item.getStudentId(),

// item.getQuestionId(), item.getManualScore(),
// item.getTeacherComment(), teacherId);
}
return ApiResponse.success();
+
/%%

* FIEREEDO
* GET /api/vl/report/student/{id}
*
* REVEEFANFIFRE, OSMRREEE.
* BERNITL. NSEBEZHEDITRIE
*/
@GetMapping("/report/student/{studentId}")
public ApiResponse<StudentReportResponse> getStudentReport (
@PathVariable String studentId,
@RequestParam(required = false) String subject,
@RequestParam(required = false) String dateRange) {

StudentReportResponse report = new StudentReportResponse();
report.setStudentId(studentId);

report.setReportDate(LocalDateTime.now());

/] MRREEE



List<KnowledgePoint> knowledgePoints = new ArraylList<>();
// knowledgePoints = analyticsService.getKnowledgeMastery(studentId, subject);
report.setKnowledgePoints (knowledgePoints);

// BERENITE

WritingAbility writingAbility = new WritingAbility();
writingAbility.setStrokeOrderScore(88.5);
writingAbility.setStructureScore(82.3);
writingAbility.setNeatnessScore(90.1);
writingAbility.setOverallScore(86.9);
report.setWritingAbility(writingAbility);

return ApiResponse.success(report);

// RETE

private String extractUserIdFromToken(String auth) {
// MIWT Tokenf#ifFIFID
return "teacher_001";

private double calculateTotalScore(List<QuestionItem> questions) {
return questions.stream()
.mapToDouble(QuestionItem::getScore)
.sum();

private int getClassStudentCount(String classId) {
return 40; // ZWYRFEE

// DTO EX

public static class AssignmentPublishRequest {
@NotBlank private String classId;
@NotBlank private String title;
private String type; // homework/exam/practice
private String subject;
private LocalDateTime deadline;
private List<QuestionItem> questions;
private List<String> dotCodePages; // *BFRU=FERITAEID

public String getClassId() { return classId; }

public void setClassId(String id) { this.classId = id; }
public String getTitle() { return title; }

public void setTitle(String t) { this.title = t; }

public String getType() { return type; }

public void setType(String t) { this.type = t; }

public String getSubject() { return subject; }

public void setSubject(String s) { this.subject = s; }

public LocalDateTime getDeadline() { return deadline; }

public void setDeadline(LocalDateTime d) { this.deadline = d; }
public List<QuestionItem> getQuestions() { return questions; }

public void setQuestions(List<QuestionItem> q) { this.questions = q; }
public List<String> getDotCodePages() { return dotCodePages; }
public void setDotCodePages(List<String> p) { this.dotCodePages = p; }



public static class QuestionItem {
private int questionNo;
private String type; // choice/fill/short_answer/essay/math
private String content;
private String answer;
private double score;
private String knowledgePointId;

public int getQuestionNo() { return questionNo; }

public void setQuestionNo(int n) { this.questionNo = n; }

public String getType() { return type; }

public void setType(String t) { this.type = t; }

public String getContent() { return content; }

public void setContent(String c) { this.content = c; }

public String getAnswer() { return answer; }

public void setAnswer(String a) { this.answer = a; }

public double getScore() { return score; }

public void setScore(double s) { this.score = s; }

public String getKnowledgePointId() { return knowledgePointId; }
public void setKnowledgePointId(String id) { this.knowledgePointId = id; }

public static class AssignmentPublishResponse {
private String assignmentId;
private String title;
private LocalDateTime publishTime;
private int studentCount;

public String getAssignmentId() { return assignmentId; }

public void setAssignmentId(String id) { this.assignmentId = id; }
public String getTitle() { return title; }

public void setTitle(String t) { this.title = t; }

public LocalDateTime getPublishTime() { return publishTime; }

public void setPublishTime(LocalDateTime t) { this.publishTime = t; }
public int getStudentCount() { return studentCount; }

public void setStudentCount(int c¢) { this.studentCount = c; }

public static class AssignmentSummary {
private String id;
private String title;
private String type;
private String status;
private int submittedCount;
private int totalCount;
private LocalDateTime publishTime;

public String getId() { return id; }

public void setId(String id) { this.id = id; }
public String getTitle() { return title; }

public void setTitle(String t) { this.title = t; }
public String getType() { return type; }

public void setType(String t) { this.type = t; }
public String getStatus() { return status; }

public void setStatus(String s) { this.status = s; }



public int getSubmittedCount() { return submittedCount; }

public void setSubmittedCount(int c¢) { this.submittedCount = c¢; }
public int getTotalCount() { return totalCount; }

public void setTotalCount(int c) { this.totalCount = c; }

public LocalDateTime getPublishTime() { return publishTime; }

public void setPublishTime(LocalDateTime t) { this.publishTime = t; }

public static class AssignmentDetailResponse {
private Assignment assignment;
private List<QuestionItem> questions;
public Assignment getAssignment() { return assignment; }
public void setAssignment(Assignment a) { this.assignment = a; }
public List<QuestionItem> getQuestions() { return questions; }
public void setQuestions(List<QuestionItem> q) { this.questions = q; }

public static class AssignmentResultResponse {
private String assignmentId;
private int totalStudents;
private int submittedCount;
private int gradedCount;
private double averageScore;
private double highestScore;
private double lowestScore;
private List<StudentResult> studentResults;

public String getAssignmentId() { return assignmentId; }

public void setAssignmentId(String id) { this.assignmentId = id; }
public int getTotalStudents() { return totalStudents; }

public void setTotalStudents(int c) { this.totalStudents = c; }
public int getSubmittedCount() { return submittedCount; }

public void setSubmittedCount(int c) { this.submittedCount = c; }
public int getGradedCount() { return gradedCount; }

public void setGradedCount(int c) { this.gradedCount = c; }

public double getAverageScore() { return averageScore; }
public void setAverageScore(double s) { this.averageScore
public double getHighestScore() { return highestScore; }
public void setHighestScore(double s) { this.highestScore = s; }

public double getLowestScore() { return lowestScore; }

public void setLowestScore(double s) { this.lowestScore = s; }

public List<StudentResult> getStudentResults() { return studentResults; }
public void setStudentResults(List<StudentResult> r) { this.studentResults = r;

1l
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public static class StudentResult {
private String studentId;
private String studentName;
private double totalScore;
private List<QuestionResult> questionResults;

public String getStudentId() { return studentId; }

public void setStudentId(String id) { this.studentId = id; }
public String getStudentName() { return studentName; }

public void setStudentName(String n) { this.studentName = n; }
public double getTotalScore() { return totalScore; }



public void setTotalScore(double s) { this.totalScore = s; }
public List<QuestionResult> getQuestionResults() { return questionResults; }
public void setQuestionResults(List<QuestionResult> r) { this.questionResults =

public static class QuestionResult {
private int questionNo;
private String ocrText;
private double score;
private boolean isCorrect;
private String aiFeedback;

public int getQuestionNo() { return questionNo; }

public void setQuestionNo(int n) { this.questionNo = n; }
public String getOcrText() { return ocrText; }

public void setOcrText(String t) { this.ocrText = t; }
public double getScore() { return score; }

public void setScore(double s) { this.score = s; }

public boolean isCorrect() { return isCorrect; }

public void setCorrect(boolean c) { this.isCorrect = c; }
public String getAiFeedback() { return aiFeedback; }

public void setAiFeedback(String f) { this.aiFeedback = f; }

public static class ReviewRequest {
private List<ReviewItem> reviewItems;
public List<ReviewItem> getReviewItems() { return reviewItems; }
public void setReviewItems(List<ReviewItem> items) { this.reviewItems = items; }

public static class ReviewItem {
private String studentId;
private int questionId;
private Double manualScore;
private String teacherComment;

public String getStudentId() { return studentId; }

public void setStudentId(String id) { this.studentId = id; }

public int getQuestionId() { return questionId; }

public void setQuestionId(int id) { this.questionId = id; }

public Double getManualScore() { return manualScore; }

public void setManualScore(Double s) { this.manualScore = s; }
public String getTeacherComment() { return teacherComment; }

public void setTeacherComment(String c) { this.teacherComment = c; }

public static class StudentReportResponse {
private String studentId;
private LocalDateTime reportDate;
private List<KnowledgePoint> knowledgePoints;
private WritingAbility writingAbility;

public String getStudentId() { return studentId; }

public void setStudentId(String id) { this.studentId = id; }

public LocalDateTime getReportDate() { return reportDate; }

public void setReportDate(LocalDateTime d) { this.reportDate = d; }



kp; }

public List<KnowledgePoint> getKnowledgePoints() { return knowledgePoints; }
public void setKnowledgePoints(List<KnowledgePoint> kp) { this.knowledgePoints

public WritingAbility getWritingAbility() { return writingAbility; }

public void setWritingAbility(WritingAbility wa) { this.writingAbility = wa; }

public static class KnowledgePoint {

private String id;

private String name;

private double masteryRate;

public String getId() { return id; }

public void setId(String id) { this.id = id; }

public String getName() { return name; }

public void setName(String n) { this.name = n; }

public double getMasteryRate() { return masteryRate; }
public void setMasteryRate(double r) { this.masteryRate = r;

public static class WritingAbility {
private double strokeOrderScore;
private double structureScore;
private double neatnessScore;
private double overallScore;

}

public double getStrokeOrderScore() { return strokeOrderScore; }
public void setStrokeOrderScore(double s) { this.strokeOrderScore =
public double getStructureScore() { return structureScore; }

public void setStructureScore(double s) { this.structureScore = s; }
public double getNeatnessScore() { return neatnessScore; }

public void setNeatnessScore(double s) { this.neatnessScore = s; }
public double getOverallScore() { return overallScore; }

public void setOverallScore(double s) { this.overallScore = s; }

controller/AuthController. java

/%

* % ¥ X ¥

*/

BASEMRERFERT ARG V1.0

FAPIAEEH 23
AEAPEE. B, TokenRIFTEIAIFERED
SEF IWT Token + Refresh Token IX<RE#H|

package com.writech.cloud.controller;

import
import
import
import

import
import

com.
com.
com.
.writech.cloud.service.UserService;

com

org

writech.cloud.WritechCloudApplication.ApiResponse;
writech.cloud.WritechCloudApplication.BusinessException;
writech.cloud.model.User;

.springframework.beans.factory.annotation.Autowired;
org.

springframework.beans.factory.annotation.Value;

S

}



import org.springframework.web.bind.annotation.*;

import io.jsonwebtoken.Jwts;

import io.jsonwebtoken.SignatureAlgorithm;
import io.jsonwebtoken.Claims;

import io.jsonwebtoken.security.Keys;

import javax.crypto.SecretKey;

import javax.validation.Valid;

import javax.validation.constraints.NotBlank;
import java.nio.charset.StandardCharsets;
import java.util.x;

import java.time.LocalDateTime;

/ %k
* JANIEEHIZE - /api/vl/auth
*

* TN/ 2% /BB R/ RKZABHAFPNS—IALE

* XEFNS+EB. FINS+HIESE. ME/JU8=F5%
*/

@RestController
@RequestMapping("/api/vl/auth")

public class AuthController {

@Autowired
private UserService userService;

/xx IWTZ3EH %/
@Value("${writech.jwt.secret:writech-cloud-platform-jwt-secret-key-20263}")
private String jwtSecret;

/%% Access Token BE (), BHIA2/\ET */
@Value("${writech.jwt.access-token-expire:7200}")
private long accessTokenExpire;

/*x Refresh Token BXE (#), BHIATR *x/
@Value("${writech. jwt.refresh-token-expire:604800}")
private long refreshTokenExpire;

/%%

*x BRPEREO

* POST /api/v1l/auth/login

*

* FAFPS%, &k IWT Access Token # Refresh Token

* Access Token BHE2/)\BF, Refresh Token BXHEA7R

*

* @param request BEFFRIFEKR (BEFHNS. BIE/WIEE. FxHR)
* @return 8ENXLENBFERERNTN

*/
@PostMapping("/login")
public ApiResponse<LoginResponse> login(@Valid @RequestBody LoginRequest request) {
/! RIERSE
if (request.getLoginType() == null) {
throw new BusinessException(400, "ZEZEARTFEERNET");

User user = null;



// BEAEDEZRHARILESH
switch (request.getlLoginType()) {
case "password":
// Fis + BEER
user = userService.verifyByPassword(request.getPhone(),
request.getPassword());
break;
case '"sms'":
// FHS + BERIEBER
user = userService.verifyBySmsCode(request.getPhone(),
request.getSmsCode());
break;
case "wechat":
/! WIEENRER
user = userService.verifyByWechat(request.getWechatCode());
break;
case "dingtalk":
// ETETRRER
user = userService.verifyByDingtalk(request.getDingtalkCode());
break;
default:
throw new BusinessException(400, "AXZIFHNERAR: " +
request.getLoginType());
}

if (user == null) {
throw new BusinessException(401, "&EFE&MW, AFZHZEEIR");

// MBEBRPRE
if (user.getStatus() !'= 1) {

throw new BusinessException(403, "MKFERER, BHAEER");
}

// HERIRLhE
String accessToken = generateAccessToken(user);
String refreshToken = generateRefreshToken(user);

// BEFAFPREEZNEMERIP
userService.updateLoginInfo(user.getId(), LocalDateTime.now(),
request.getClientIp());

// TEEFRNN

LoginResponse response = new LoginResponse();
response.setAccessToken(accessToken);
response.setRefreshToken(refreshToken);
response.setExpiresIn(accessTokenExpire);
response.setUserId(user.getId());
response.setUserName(user.getName());
response.setRole(user.getRole());
response.setSchoolIld(user.getSchoolId());
response.setSchoolName(user.getSchoolWName());

return ApiResponse.success(response);



VESS
* Token RIFFIEC
POST /api/vl/auth/refresh

{#F Refresh Token #EYFfAY Access Token
BERAPMESEHER, RAHMERERK

* % ¥ ¥ x ¥

@param request RIFMER (B4 Refresh Token)
* @return ##Y Access Token
*/
@PostMapping("/refresh")
public ApiResponse<TokenRefreshResponse> refreshToken(@Valid @RequestBody
TokenRefreshRequest request) {
try {
// FBRHTHIIE Refresh Token
Claims claims = parseToken(request.getRefreshToken());
String userId = claims.getSubject();
String tokenType = claims.get("type", String.class);

// HafR=E Refresh Token EH!
if (!"refresh".equals(tokenType)) {
throw new BusinessException(401, "Jci{AORIFTSHRE");

// BEWAFPER MWEREPNDARAER)
User user = userService.findById(userId);
if (user == null || user.getStatus() !'= 1) {
throw new BusinessException(401, "B AZESERKEZA");

// HEFF#S Access Token
String newAccessToken = generateAccessToken(user);

TokenRefreshResponse response = new TokenRefreshResponse();
response.setAccessToken(newAccessToken);
response.setExpiresIn(accessTokenExpire);

return ApiResponse.success(response);
} catch (Exception e) {
throw new BusinessException(401, "<RERIFRKLM: " + e.getMessage());

/*%
RPELEO
POST /api/v1l/auth/logout

*
*
*
* J§HBI Token MOIANERZE, (FHEIZBIKIN
* [ENERR Redis FHRIEERF
*/
@PostMapping("/logout")
public ApiResponse<Void> logout(@RequestHeader("Authorization") String
authorization) {
String token = extractToken(authorization);
if (token != null) {
// ¥ETokenfilARedisZRZE, {FEITEILN
userService.invalidateToken(token);



}
return ApiResponse.success();

/%%
Y 3oy CAEL AN
POST /api/vl/auth/sms-code

EEEFNSREEFRIIUD, IIEBSHHHREN
E—FHS60WARERIE—IR

* X ¥ X *

*/

@PostMapping("/sms—code")

public ApiResponse<Void> sendSmsCode(@RequestBody SmsCodeRequest request) {
if (request.getPhone() == null || request.getPhone().length() != 11) {

throw new BusinessException (400, "iZWMAIEMEIFENS");

}
userService.sendSmsVerificationCode(request.getPhone());
return ApiResponse.success();

/%%
* RNERIERAFER
* GET /api/vl/auth/profile
*
* IR#E Token HFHIBFIDERTEMNAFER
* BERE. FR. BREXKER
*/
@GetMapping("/profile")
public ApiResponse<UserProfileResponse> getProfile(@RequestHeader("Authorization")
String authorization) {
String token = extractToken(authorization);
Claims claims = parseToken(token);
String userId = claims.getSubject();

User user = userService.findById(userId);
if (user == null) {
throw new BusinessException(404, "BPAR7FE");

UserProfileResponse profile = new UserProfileResponse();
profile.setUserId(user.getId());
profile.setName(user.getName());
profile.setPhone(maskPhone(user.getPhone()));
profile.setRole(user.getRole());
profile.setSchoolId(user.getSchoolld());
profile.setSchoolName(user.getSchoolName());
profile.setAvatar(user.getAvatar());
profile.setlLastLoginTime(user.getLastLoginTime());

return ApiResponse.success(profile);

VeSS
* (ELERS
* PUT /api/vl1l/auth/password
*/

@PutMapping("/password")



public ApiResponse<Void> changePassword(@RequestHeader("Authorization") String
authorization,
@Valid @RequestBody ChangePasswordRequest
request) {
String token = extractToken(authorization);
Claims claims = parseToken(token);
String userId = claims.getSubject();

// BIEIHZHS
boolean verified = userService.verifyPassword(userId, request.getOldPassword());
if (!verified) {

throw new BusinessException(400, "[RZBEEIR");

// BFEERS

userService.updatePassword(userId, request.getNewPassword());
// EFREEAETokensk, BHIEFHE R
userService.invalidateAllTokens (userlId);

return ApiResponse.success();

// RETE

VESS

* 4R Access Token

* BWEA2/)\BY, BIERFID. A, ERER

*/

private String generateAccessToken(User user) {
SecretKey key = Keys.hmacShaKeyFor(jwtSecret.getBytes(StandardCharsets.UTF_8));
Date now = new Date();
Date expiry = new Date(now.getTime() + accessTokenExpire x 1000);

return Jwts.builder()
.setSubject(user.getId())
.claim("role", user.getRole())
.claim("schoolId", user.getSchoolId())
.claim("type", "access")
.setIssuedAt (now)
.setExpiration(expiry)
.signWith(key, SignatureAlgorithm.HS256)
.compact();

VeSS

* 4p Refresh Token

x BRETR, (NESHFIDAShEEER

*/

private String generateRefreshToken(User user) {
SecretKey key = Keys.hmacShaKeyFor(jwtSecret.getBytes(StandardCharsets.UTF_8));
Date now = new Date();
Date expiry = new Date(now.getTime() + refreshTokenExpire * 1000);

return Jwts.builder()
.setSubject(user.getId())
.claim("type", "refresh")
.setIssuedAt (now)



.setExpiration(expiry)
.signWith(key, SignatureAlgorithm.HS256)
.compact();

/*xx fEHT IWT Token x/
private Claims parseToken(String token) {
SecretKey key = Keys.hmacShaKeyFor(jwtSecret.getBytes(StandardCharsets.UTF_8));
return Jwts.parserBuilder().setSigningKey(key).build()
.parseClaimsJws (token).getBody();

/**x M Authorization skF3REX Token */
private String extractToken(String authorization) {
if (authorization != null && authorization.startsWith("Bearer ")) {
return authorization.substring(7);
¥

return null;

/¢ FHSHELIE (FREIAIZER*rx)  */

private String maskPhone(String phone) {
if (phone == null || phone.length() != 11) return phone;
return phone.substring(@, 3) + "sekkx" + phone.substring(7);

// 1EK/Mak; DTO

/Hx BRIEFR */
public static class LoginRequest {
@NotBlank(message = "&EFHRAEENT")
private String loginType; // password/sms/wechat/dingtalk
private String phone;
private String password;
private String smsCode;
private String wechatCode;
private String dingtalkCode;
private String clientIp;

public String getLoginType() { return loginType; }

public void setLoginType(String loginType) { this.loginType = loginType; }

public String getPhone() { return phone; }

public void setPhone(String phone) { this.phone = phone; }

public String getPassword() { return password; }

public void setPassword(String password) { this.password = password; }

public String getSmsCode() { return smsCode; }

public void setSmsCode(String smsCode) { this.smsCode = smsCode; }

public String getWechatCode() { return wechatCode; }

public void setWechatCode(String wechatCode) { this.wechatCode = wechatCode; }

public String getDingtalkCode() { return dingtalkCode; }

public void setDingtalkCode(String dingtalkCode) { this.dingtalkCode =
dingtalkCode; }

public String getClientIp() { return clientIp; }

public void setClientIp(String clientIp) { this.clientIp = clientIp; }

/kx BN, */



public static class LoginResponse {
private String accessToken;
private String refreshToken;
private long expiresIn;
private String userlId;
private String userName;
private String role;
private String schoolld;
private String schoolName;

public String getAccessToken() { return accessToken; }

public void setAccessToken(String t) { this.accessToken = t; }
public String getRefreshToken() { return refreshToken; }
public void setRefreshToken(String t) { this.refreshToken = t; }
public long getExpiresIn() { return expiresIn; }

public void setExpiresIn(long e) { this.expiresIn = e; }
public String getUserId() { return userId; }

public void setUserId(String id) { this.userId = id; }

public String getUserName() { return userName; }

public void setUserName(String n) { this.userName = n; }
public String getRole() { return role; }

public void setRole(String r) { this.role = r; }

public String getSchoolId() { return schoolId; }

public void setSchoolId(String id) { this.schoolld = id; }
public String getSchoolName() { return schoolName; }

public void setSchoolName(String n) { this.schoolName = n; }

/*x TokenRlIFriER */
public static class TokenRefreshRequest {
@NotBlank(message = "RIFILHEREERT")
private String refreshToken;
public String getRefreshToken() { return refreshToken; }
public void setRefreshToken(String t) { this.refreshToken = t; }

/*x* TokenRlFNAN */
public static class TokenRefreshResponse {
private String accessToken;
private long expiresIn;
public String getAccessToken() { return accessToken; }
public void setAccessToken(String t) { this.accessToken = t; }
public long getExpiresIn() { return expiresIn; }
public void setExpiresIn(long e) { this.expiresIn = e; }

/*xx FEIEHIERSIER */
public static class SmsCodeRequest {
private String phone;
public String getPhone() { return phone; }
public void setPhone(String p) { this.phone = p; }

/¢ AFPERIN */

public static class UserProfileResponse {
private String userlId;
private String name;



private String phone;

private String role;

private String schoolld;

private String schoolName;

private String avatar;

private LocalDateTime lastLoginTime;

public String getUserId() { return userId; }

public void setUserId(String id) { this.userId = id; }

public String getName() { return name; }

public void setName(String n) { this.name = n; }

public String getPhone() { return phone; }

public void setPhone(String p) { this.phone = p; }

public String getRole() { return role; }

public void setRole(String r) { this.role = r; }

public String getSchoolId() { return schoolld; }

public void setSchoolId(String id) { this.schoolld = id; }

public String getSchoolName() { return schoolName; }

public void setSchoolName(String n) { this.schoolName = n; }
public String getAvatar() { return avatar; }

public void setAvatar(String a) { this.avatar = a; }

public LocalDateTime getLastLoginTime() { return lastLoginTime; }
public void setLastLoginTime(LocalDateTime t) { this.lastLoginTime = t; }

/*x AETEGIFR */
public static class ChangePasswordRequest {
@NotBlank(message = "[REBREEHZT")
private String oldPassword;
@NotBlank(message = "FZWLAEERT"
private String newPassword;
public String getOldPassword() { return oldPassword; }

public void setOldPassword(String p) { this.oldPassword = p; }
public String getNewPassword() { return newPassword; }
public void setNewPassword(String p) { this.newPassword = p; }

controller/DeviceController.java

/%%

* BASHMRERZEBETARM V1.0

>k

* IREEERGIE

* MBRRMEE. WX, BIRREAEH. HE. RSEWHFED
*/

package com.writech.cloud.controller;

import com.writech.cloud.WritechCloudApplication.ApiResponse;
import com.writech.cloud.WritechCloudApplication.BusinessException;
import com.writech.cloud.model.Device;

import com.writech.cloud.service.DeviceService;

import org.springframework.beans.factory.annotation.Autowired;



import org.springframework.data.domain.Page;
import org.springframework.data.domain.PageRequest;
import org.springframework.web.bind.annotation.x;

import javax.validation.Valid;

import javax.validation.constraints.NotBlank;
import java.time.LocalDateTime;

import java.util.x;

/*%
I&&EIEHIZE - /api/vl/device

EEOMREFS RATEEEEERE:

RIEE (pen): PEPSTH, BIBLEEZMK

- WXig%E (gateway): HEHIR, BEZZENEZRSHIERL
- &iRig%E (terminal): 2R, PC. B, FiREE LR

- BHE& (edge_box): HEIRAIMIPIZE

* K K X X X ¥
|

*/

@RestController
@RequestMapping("/api/vl/device")
public class DeviceController {

@Autowired
private DeviceService deviceService;

/%%

* REFMEO

* POST /api/vl/device/register

*

* BEINEEEME TR, BEZETAFNER

* SEMBTRIRIRFMACHEE E— M FIRZIE P BRI

*

* @param request JEAHER (MACHBILE, 1R&EER, FIISEH)
* @return JFEMAINENIREERE

*/

@PostMapping("/register")

public ApiResponse<DeviceRegisterResponse> registerDevice(
@Valid @RequestBody DeviceRegisterRequest request) {

// WEIFEMACHEIEAE T
if (!isValidMacAddress(request.getMacAddr())) {
throw new BusinessException(400, "JoAAIMACHEUEHEZ");

// MBIREEEEFM
Device existing = deviceService.findByMacAddr(request.getMacAddr());
if (existing !'= null) {
throw new BusinessException(409, "i&&ZEEM, MACHbHE: " +
request.getMacAddr());
¥

// REIZEIEH (X.509)
boolean certValid = deviceService.validateDeviceCertificate(
request.getMacAddr(), request.getDeviceCert());
if (!certvalid) {
throw new BusinessException(403, "iZZIFPWIGKN, B4ETM");



// BIRBIZH/ICH

Device device = new Device();
device.setId(UUID.randomUUID().toString().replace("-", ""));
device.setType(request.getDeviceType());
device.setMacAddr(request.getMacAddr());
device.setSerialNumber(request.getSerialNumber());
device.setFirmwareVersion(request.getFirmwareVersion());
device.setBindUserId(request.getUserId());
device.setSchoolld(request.getSchoolId());
device.setClassroomId(request.getClassroomId());
device.setStatus(1); // 1=1E%
device.setRegisterTime(LocalDateTime.now());
device.setLastHeartbeat(LocalDateTime.now());

deviceService.save(device);

// BEFMER

DeviceRegisterResponse response = new DeviceRegisterResponse();
response.setDeviceld(device.getId());
response.setMacAddr(device.getMacAddr());
response.setDeviceType(device.getType());
response.setRegisteredAt(device.getRegisterTime());

return ApiResponse.success(response);
/%%
wESERO
POST /api/vl/device/bind

BEIMREAEERER, FUN/FE)
—XERSEAE—THF, —THFAIAESXE

* X ¥ X *

*/
@PostMapping("/bind")
public ApiResponse<Void> bindDevice(@Valid @RequestBody DeviceBindRequest request)
Device device = deviceService.findById(request.getDeviceId());
if (device == null) {
throw new BusinessException (404, "&ERFE");

// MEERTEREMAPHE
if ("pen".equals(device.getType()) && device.getBindUserId() != null
&& !device.getBindUserId().equals(request.getUserId())) {
throw new BusinessException(409, "ZECHTEEHMBF, EREH");

deviceService.bindDevice(request.getDeviceId(), request.getUserId(),
request.getClassroomId());
return ApiResponse.success();

/%%
* IRERHED
* POST /api/vl/device/unbind
*/

@PostMapping("/unbind")



public ApiResponse<Void> unbindDevice(@RequestBody DeviceUnbindRequest request) {
deviceService.unbindDevice(request.getDeviceld());
return ApiResponse.success();

/%%
* BIIREIIR
* GET /api/vl/device/list

*
*x BER/BE/IRERB/NEFZMHOTEBIRE
*/

@GetMapping("/list")

public ApiResponse<Page<Device>> listDevices(
@RequestParam(required = false) String schoolld,
@RequestParam(required = false) String classroomld,
@RequestParam(required = false) String deviceType,
@RequestParam(required = false) Integer status,
@RequestParam(defaultValue = "0") int page,
@RequestParam(defaultValue = "20") int size) {

Page<Device> devices = deviceService.queryDevices(
schoolld, classroomId, deviceType, status,
PageRequest.of(page, size));

return ApiResponse.success(devices);

VESS
* BWBEMEEIFE
* GET /api/vl/device/{id}
*/
@GetMapping("/{id}")
public ApiResponse<DeviceDetailResponse> getDevice(@PathVariable String id) {
Device device = deviceService.findById(id);
if (device == null) {
throw new BusinessException(404, "&R&ARZFEE");

DeviceDetailResponse detail = new DeviceDetailResponse();
detail.setDeviceld(device.getId());
detail.setType(device.getType());
detail.setMacAddr(device.getMacAddr());
detail.setSerialNumber(device.getSerialNumber());
detail.setFirmwareVersion(device.getFirmwareVersion());
detail.setStatus(device.getStatus());
detail.setBindUserId(device.getBindUserId());
detail.setSchoolld(device.getSchoolId());
detail.setClassroomId(device.getClassroomId());
detail.setBatteryLevel(device.getBatteryLevel());
detail.setLastHeartbeat(device.getlLastHeartbeat());
detail.setRegisterTime(device.getRegisterTime());

return ApiResponse.success(detail);
/%%

* REOHERED
* POST /api/vl/device/heartbeat



*
* IRETEH IRERRS. BE. EEREHFER
* MXIRET30MW LIR—R, FEREFEES5HHLER—IR
*/
@PostMapping("/heartbeat")
public ApiResponse<Void> heartbeat(@Valid @RequestBody HeartbeatRequest request) {
Device device = deviceService.findById(request.getDeviceId());
if (device == null) {
throw new BusinessException (404, "®B&REFE");

// BINEEIRE

device.setStatus(1); // &%

device.setLastHeartbeat(LocalDateTime.now());

device.setBatteryLevel(request.getBatteryLevel());

if (request.getConnectedPenCount() != null) {
device.setConnectedPenCount(request.getConnectedPenCount());

}

if (request.getCpuUsage() != null) {
device.setCpuUsage(request.getCpuUsage());

}

if (request.getMemoryUsage() != null) {
device.setMemoryUsage(request.getMemoryUsage());

deviceService.updateHeartbeat(device);
return ApiResponse.success();

/%*
HESWHEIRFIRT
GET /api/vl/device/topology/{classroomId}

IREIEEHE FAIAIREHERRINRR
BEMX. £, BHE. BRFRENBERXR

* X X X *

*/
@GetMapping("/topology/{classroomId}")
public ApiResponse<ClassroomTopology> getTopology(@PathVariable String classroomId)

ClassroomTopology topology = deviceService.buildClassroomTopology(classroomId);
return ApiResponse.success(topology);

// RERFS A

/*% MACHBIHAETARTE (235 XX XX XX XX XX XX FT XX=XX=XX=XX-XX=XX) */
private boolean isValidMacAddress(String mac) {

if (mac == null) return false;

return mac.matches("~([0-9A-Fa—-f]{2}[:-1){5}([0-9A-Fa-f]1{2})%");

// DTO EX

/¥k REEMHER */
public static class DeviceRegisterRequest {
@NotBlank(message = "RFEBIREENT")
private String deviceType; // pen/gateway/terminal/edge_box



@NotBlank(message = "MACHbIEREERZ="

private String macAddr;

private String serialNumber;

private String firmwareVersion;

private String userlId;

private String schoolld;

private String classroomId;

private String deviceCert; // X.509i%FIEH

public String getDeviceType() { return deviceType; }

public void setDeviceType(String t) { this.deviceType = t; }
public String getMacAddr() { return macAddr; }

public void setMacAddr(String m) { this.macAddr = m; }

public String getSerialNumber() { return serialNumber; }

public void setSerialNumber(String s) { this.serialNumber = s; }
public String getFirmwareVersion() { return firmwareVersion; }
public void setFirmwareVersion(String v) { this.firmwareVersion = v; }
public String getUserId() { return userId; }

public void setUserId(String id) { this.userId = id; }

public String getSchoolId() { return schoolld; }

public void setSchoolId(String id) { this.schoolld = id; }
public String getClassroomId() { return classroomId; }

public void setClassroomId(String id) { this.classroomId = id; }
public String getDeviceCert() { return deviceCert; }

public void setDeviceCert(String c) { this.deviceCert = c; }

/#k IREVEMIAN */
public static class DeviceRegisterResponse {
private String deviceld;
private String macAddr;
private String deviceType;
private LocalDateTime registeredAt;

public String getDeviceId() { return deviceId; }

public void setDeviceId(String id) { this.deviceIld = id; }

public String getMacAddr() { return macAddr; }

public void setMacAddr(String m) { this.macAddr = m; }

public String getDeviceType() { return deviceType; }

public void setDeviceType(String t) { this.deviceType = t; }

public LocalDateTime getRegisteredAt() { return registeredAt; }

public void setRegisteredAt(LocalDateTime t) { this.registeredAt = t; }

/¥k IREHREIER */

public static class DeviceBindRequest {
@NotBlank private String deviceld;
@NotBlank private String userId;
private String classroomld;
public String getDeviceId() { return deviceld; }
public void setDeviceId(String id) { this.deviceIld = id; }
public String getUserId() { return userId; }
public void setUserId(String id) { this.userId = id; }
public String getClassroomId() { return classroomId; }
public void setClassroomId(String id) { this.classroomId = id; }



/¥x IRERRGNER */
public static class DeviceUnbindRequest {
private String deviceld;
public String getDeviceId() { return deviceld; }
public void setDeviceId(String id) { this.deviceld = id; }

7k IDBRIER */

public static class HeartbeatRequest {
@NotBlank private String deviceld;
private Integer batterylLevel;
private Integer connectedPenCount;
private Double cpuUsage;
private Double memoryUsage;

public String getDeviceId() { return deviceld; }

public void setDeviceId(String id) { this.deviceld = id; }

public Integer getBatteryLevel() { return batteryLevel; }

public void setBatteryLevel(Integer 1) { this.batteryLevel = 1; }

public Integer getConnectedPenCount() { return connectedPenCount; }

public void setConnectedPenCount(Integer c) { this.connectedPenCount = c; }
public Double getCpuUsage() { return cpuUsage; }

public void setCpuUsage(Double u) { this.cpuUsage = u; }

public Double getMemoryUsage() { return memoryUsage; }

public void setMemoryUsage(Double u) { this.memoryUsage = u; }

/¥x IRBEIFIBIN *+/

public static class DeviceDetailResponse {
private String deviceld;
private String type;
private String macAddr;
private String serialNumber;
private String firmwareVersion;
private int status;
private String bindUserId;
private String schoolld;
private String classroomld;
private Integer batterylLevel;
private LocalDateTime lastHeartbeat;
private LocalDateTime registerTime;

public String getDeviceId() { return deviceld; }

public void setDeviceId(String id) { this.deviceIld = id; }
public String getType() { return type; }

public void setType(String t) { this.type = t; }

public String getMacAddr() { return macAddr; }

public void setMacAddr(String m) { this.macAddr = m; }

public String getSerialNumber() { return serialNumber; }

public void setSerialNumber(String s) { this.serialNumber = s; }
public String getFirmwareVersion() { return firmwareVersion; }
public void setFirmwareVersion(String v) { this.firmwareVersion = v; }
public int getStatus() { return status; }

public void setStatus(int s) { this.status = s; }

public String getBindUserId() { return bindUserId; }

public void setBindUserId(String id) { this.bindUserId = id; }
public String getSchoolId() { return schoolld; }



public
public
public
public
public
public
public
public
public

void setSchoolId(String id) { this.schoolld = id; }

String getClassroomId() { return classroomId; }

void setClassroomId(String id) { this.classroomId = id; }
Integer getBatteryLevel() { return batteryLevel; }

void setBatteryLevel(Integer 1) { this.batteryLevel = 1; }
LocalDateTime getLastHeartbeat() { return lastHeartbeat; }
void setlLastHeartbeat(LocalDateTime t) { this.lastHeartbeat
LocalDateTime getRegisterTime() { return registerTime; }
void setRegisterTime(LocalDateTime t) { this.registerTime =

/xk BERINGN x/

public stat
private
private
private
private
private
private
private

public
public
public
public
public
public
public
public
public
public
public
public
public
public

ic class ClassroomTopology {
String classroomld;

String classroomName;
List<Device> gateways;
List<Device> edgeBoxes;
List<Device> terminals;
List<Device> pens;

int totalDeviceCount;

String getClassroomId() { return classroomId; }

void setClassroomId(String id) { this.classroomId = id; }
String getClassroomName() { return classroomName; }

void setClassroomName(String n) { this.classroomName = n; }
List<Device> getGateways() { return gateways; }

void setGateways(List<Device> g) { this.gateways = g; }
List<Device> getEdgeBoxes() { return edgeBoxes; }

void setEdgeBoxes(List<Device> e) { this.edgeBoxes = e; }
List<Device> getTerminals() { return terminals; }
void setTerminals(List<Device> t) { this.terminals = t; }

List<Device> getPens() { return pens; }

void setPens(List<Device> p) { this.pens = p; }

int getTotalDeviceCount() { return totalDeviceCount; }
void setTotalDeviceCount(int c¢) { this.totalDeviceCount

G

controller/StrokeController.java

/%%
*
*
* DRSS
*
*
*/

package com.wri
import com.writ
import com.writ

import com.writ

import org.spri

BASEMRENFERTFTRMG V1.0

MRETHIENIZ LE, BB, BERFEO
BIERE: mEE - WX/EHE - Kafka - =FE& - MongoDB

tech.cloud.controller;
ech.cloud.WritechCloudApplication.ApiResponse;
ech.cloud.WritechCloudApplication.BusinessException;

ech.cloud.model.StrokeData;

ngframework.web.bind.annotation.x;

T

t;

b

b



import javax.validation.Valid;

import javax.validation.constraints.NotBlank;
import javax.validation.constraints.NotNull;
import java.time.LocalDateTime;

import java.util.x;

/%%
EEHI28 — /api/vl/stroke

WIBEEE P ERENRIAETHIE, B1F:
SCRYEEMAT E1E (x, y, pressure, timestamp)
HEEMEE L%

EMEIREIEE

EDHRITHELE

* X K X X X X
|

*/

@RestController
@RequestMapping("/api/vl/stroke")
public class StrokeController {

/%%
e EEDEE
POST /api/vl1l/stroke/upload

MEFEHEBREINETHIENE LEERTFA
HIRZIIKafkald 2RAFIFH E AMongoDB7Efi#
EBTfR & ALS | ##1T0CRIRAIFI#EER

@param request E£W EEIBEKR (BEZRELHIE)
@return EEER (BREEH. LR

X X X X X X X ¥ X

*/

@PostMapping("/upload")

public ApiResponse<StrokeUploadResponse> uploadStrokes(
@Valid @RequestBody StrokeUploadRequest request) {

/] BEEAETTEE
if (request.getStrokes() == null || request.getStrokes().isEmpty()) {

ogn

throw new BusinessException (400, "ZEBEUIEREEANT");

// RESFEDEIRENERL

int validCount = 0;

int invalidCount = 0;

List<String> errors = new ArraylList<>();

for (StrokeItem stroke : request.getStrokes()) {
if (validateStrokeItem(stroke)) {
validCount++;
} else {
invalidCount++;
errors.add ("FTHEDEIE, penId=" + stroke.getPenId()
+ ", timestamp=" + stroke.getTimestamp());

// BEREIEREZEKafkalE EBAT
// kafkaTemplate.send("writech-stroke-topic", request);



// FIRNRL
StrokeUploadResponse response = new StrokeUploadResponse();

response.
response.
response.
response.
response.
response.

setReceivedCount(request.getStrokes().size());
setValidCount(validCount);

setInvalidCount(invalidCount);

setErrors(errors);

setProcessingStatus("queued"); // queued/processing/completed
setUploadTime(LocalDateTime.now());

return ApiResponse.success(response);

/%%

* ERFEEMEE
* GET /api/vl/stroke/query

*

* RFAID, fRALID. NESERERELLIE
* XIFEDLERGR

*/

@GetMapping("

/query")

public ApiResponse<StrokeQueryResponse> queryStrokes(
@RequestParam String studentId,

@RequestParam(required
@RequestParam(required

false) String assignmentId,
false) String pageld,

@RequestParam(required = false) String startTime,
@RequestParam(required = false) String endTime,
@RequestParam(defaultValue = "0@") int page,
@RequestParam(defaultValue = "100") int size) {

StrokeQueryResponse response = new StrokeQueryResponse();

response.
response.
response.

setStudentId(studentId);
setTotalStrokes(0);
setStrokes(new ArrayList<>());

// strokeDataService.queryStrokes(studentId, assignmentId, ...)
return ApiResponse.success(response);

GET /api/vl/stroke/replay/{assignmentId}/{studentId}

REEE A TR E W AT 0 O I AR
RS EE A, SIFRIimRIE ER

ks
VeSS
* SRENZ B ENE
*
*
*
*
*/

@GetMapping("/replay/{assignmentId}/{studentId}")

public ApiResponse<StrokeReplayResponse> getReplayData(
@PathVariable String assignmentId,
@PathVariable String studentId) {

StrokeReplayResponse response = new StrokeReplayResponse();

response.
response.
response.
response.
response.

setAssignmentId(assignmentId);
setStudentId(studentId);
setTotalDuration(0L);
setTotalPoints(0);
setPages(new ArraylList<>());



return ApiResponse.success(response);

/%%
* RENEBLSITER
* GET /api/vl/stroke/statistics

*
* BREEAENEDRITHIE (PEE. BENKSE)
*/

@GetMapping("/statistics")

public ApiResponse<StrokeStatistics> getStatistics(
@RequestParam(required = false) String studentId,
@RequestParam(required = false) String classId,
@RequestParam(required = false) String dateRange) {

StrokeStatistics stats = new StrokeStatistics();
stats.setTotalStrokes(12580);
stats.setTotalPoints(1536000);
stats.setTotalWritingTime(186400L); // #
stats.setAverageSpeed(8.5); // SW=iN
stats.setTotalPages(325);

return ApiResponse.success(stats);

// RERFS A

/¥k RIGRZEZMEIEBRIE *+/
private boolean validateStrokeItem(StrokeItem stroke) {
if (stroke.getPenId() == null || stroke.getPenId().isEmpty()) return false;
if (stroke.getPoints() == null || stroke.getPoints().isEmpty()) return false;
// REAITEE (RIEBAITER)
for (StrokePoint point : stroke.getPoints()) {
if (point.getX() < @ || point.getX() > 65535) return false;
if (point.getY() < @ || point.getY() > 65535) return false;
if (point.getPressure() < @ || point.getPressure() > 255) return false;
}

return true;

// DTO EX

/¥k S ERER */

public static class StrokeUploadRequest {
@NotBlank private String gatewayld;
private String classroomId;
@NotNull private List<StrokeItem> strokes;

public String getGatewayId() { return gatewayId; }

public void setGatewayId(String id) { this.gatewayId = id; }
public String getClassroomId() { return classroomId; }

public void setClassroomId(String id) { this.classroomId = id; }
public List<StrokeItem> getStrokes() { return strokes; }

public void setStrokes(List<StrokeItem> s) { this.strokes = s; }



/xk BEEMEIE x/

public stat
private
private
private
private
private
private

public
public
public
public
public
public
public
public
public
public
public
public

ic class StrokeItem {

String penld; // ZEMACHEE
String studentId; // BREZEID
String pageld; // =BERSTIEID
String assignmentId; // XBEAEID
long timestamp; // EEIARTE)E

List<StrokePoint> points; // %i5E&ES

String getPenId() { return penId; }

void setPenId(String id) { this.penld = id; }

String getStudentId() { return studentId; }

void setStudentId(String id) { this.studentId = id; }
String getPageId() { return pageld; }

void setPageId(String id) { this.pageld = id; }
String getAssignmentId() { return assignmentId; }
void setAssignmentId(String id) { this.assignmentId
long getTimestamp() { return timestamp; }

void setTimestamp(long t) { this.timestamp = t; }
List<StrokePoint> getPoints() { return points; }
void setPoints(List<StrokePoint> p) { this.points = p;

/xk MK */

public stat
private
private
private
private
private

public
public
public
public
public
public
public
public
public
public

/*x _EARNEN
public stat
private
private
private
private
private
private

public
public
public
public
public

ic class StrokePoint {

int x; // X&tx (0-65535)
int y; // Y45 (0-65535)
int pressure; // EHE (0-255)
long timestamp; // BEH ()

boolean penUp; // IREAFIC

int getX() { return x; }

void setX(int x) { this.x = x; }
int getY() { return vy; }
void setY(int y) { this.y =vy; }

int getPressure() { return pressure; }

void setPressure(int p) { this.pressure = p; }
long getTimestamp() { return timestamp; }

void setTimestamp(long t) { this.timestamp = t; }
boolean isPenUp() { return penUp; }

void setPenUp(boolean u) { this.penUp = u; }

*/

ic class StrokeUploadResponse {
int receivedCount;

int validCount;

int invalidCount;

List<String> errors;

String processingStatus;
LocalDateTime uploadTime;

int getReceivedCount() { return receivedCount; }

void setReceivedCount(int c¢) { this.receivedCount = c;
int getValidCount() { return validCount; }

void setValidCount(int c¢) { this.validCount = c; }

int getInvalidCount() { return invalidCount; }

id;

}



public void setInvalidCount(int c¢) { this.invalidCount = c; }

public List<String> getErrors() { return errors; }

public void setErrors(List<String> e) { this.errors = e; }

public String getProcessingStatus() { return processingStatus; }

public void setProcessingStatus(String s) { this.processingStatus = s; }
public LocalDateTime getUploadTime() { return uploadTime; }

public void setUploadTime(LocalDateTime t) { this.uploadTime = t; }

/*xx BEIRNARL */

public static class StrokeQueryResponse {
private String studentId;
private int totalStrokes;
private List<StrokeItem> strokes;

public String getStudentId() { return studentId; }

public void setStudentId(String id) { this.studentId = id; }
public int getTotalStrokes() { return totalStrokes; }

public void setTotalStrokes(int c¢) { this.totalStrokes = c; }
public List<StrokeItem> getStrokes() { return strokes; }

public void setStrokes(List<StrokeItem> s) { this.strokes = s; }

/%% BRI */
public static class StrokeReplayResponse {
private String assignmentId;
private String studentId;
private long totalDuration; // RHE& (E®)
private int totalPoints; /] BAIRREL
private List<PageReplay> pages; // I&RTIEDHETEEE

public String getAssignmentId() { return assignmentId; }

public void setAssignmentId(String id) { this.assignmentId = id; }
public String getStudentId() { return studentId; }

public void setStudentId(String id) { this.studentId = id; }
public long getTotalDuration() { return totalDuration; }

public void setTotalDuration(long d) { this.totalDuration = d; }
public int getTotalPoints() { return totalPoints; }

public void setTotalPoints(int c) { this.totalPoints = c; }

public List<PageReplay> getPages() { return pages; }

public void setPages(List<PageReplay> p) { this.pages = p; }

/*x TIEIEREUE */
public static class PageReplay {
private String pageld;
private int pageWidth;
private int pageHeight;
private List<StrokeItem> strokes;

public String getPageId() { return pageld; }

public void setPageId(String id) { this.pageld = id; }
public int getPageWidth() { return pageWidth; }

public void setPageWidth(int w) { this.pageWidth = w; }
public int getPageHeight() { return pageHeight; }

public void setPageHeight(int h) { this.pageHeight = h; }
public List<StrokeItem> getStrokes() { return strokes; }



public void setStrokes(List<StrokeItem> s) { this.strokes = s; }

/xx FEWHIT *+/

public static class StrokeStatistics {
private int totalStrokes;
private long totalPoints;
private long totalWritingTime; // #
private double averageSpeed;
private int totalPages;

public int getTotalStrokes() { return totalStrokes; }

public void setTotalStrokes(int c) { this.totalStrokes = c; }

public long getTotalPoints() { return totalPoints; }

public void setTotalPoints(long c) { this.totalPoints = c; }

public long getTotalWritingTime() { return totalWritingTime; }

public void setTotalWritingTime(long t) { this.totalWritingTime = t; }
public double getAverageSpeed() { return averageSpeed; }

public void setAverageSpeed(double s) { this.averageSpeed = s; }
public int getTotalPages() { return totalPages; }

public void setTotalPages(int c) { this.totalPages = c; }

model/

model/Models. java

/%
BAEERERZEE-FERM V1.0

BURER - BB / RSSR / EDBUEZR
&% X (device) : MySQL

eI (assignment): MySQL

%R (stroke_data): MongoDB

* X X ¥ X X

*/
package com.writech.cloud.model;

import javax.persistence.x;
import java.time.LocalDateTime;
import java.util.x;

// RESLIR

/%
* IREEMRTAE (MySQL)
* BHEQEE WX, KingE. ENHE

*/
@Entity
@Table(name = "device", indexes = {
@Index(name = "idx_mac", columnList = "macAddr", unique = true),
@Index(name = "idx_school_type", columnList = "schoolld, type"),

@Index(name = "idx_classroom", columnList = "classroomId")



})
class Device {

@Id
@Column(length = 32)
private String id;

/xx IRFEB: pen/gateway/terminal/edge_box */
@Column(nullable = false, length = 16)
private String type;

/*x IZEMACHELE (ZFM—) */
@Column(nullable = false, length = 17, unique = true)
private String macAddr;

/*x IREFINS */
@Column(length = 32)
private String serialNumber;

/¥ BEERAS */
@Column(length = 16)
private String firmwareVersion;

/*x BERAFID */
@Column(length = 32)
private String bindUserId;

/*x FTEERID *x/
@Column(length = 32)
private String schoolld;

/*x FIBHZEID */
@Column(length = 32)
private String classroomld;

/xk ARBIRS: 1=7E%, 0=8%, -1=B[F *x/
@Column(nullable = false)
private int status = 0;

/xx BMEBEERDEE (0-100, XEIRE) */
private Integer batterylLevel;

/¢ HEDERNERE ((XMXIRE) */
private Integer connectedPenCount;

/*x CPUERE ((XNX/EHE) */
private Double cpuUsage;

/xx AFERR ((XWX/ENHE) */
private Double memoryUsage;

/% EARETE] */
@Column(nullable = false)
private LocalDateTime registerTime;

/*xx BREOBERTE] */
private LocalDateTime lastHeartbeat;



// Getter/Setter

public String getId() { return id; }

public void setId(String id) { this.id = id; }
public String getType() { return type; }
public void setType(String type) { this.type
public String getMacAddr() { return macAddr; }

public void setMacAddr(String macAddr) { this.macAddr = macAddr; }

public String getSerialNumber() { return serialNumber; }

public void setSerialNumber(String sn) { this.serialNumber = sn; }

public String getFirmwareVersion() { return firmwareVersion; }

public void setFirmwareVersion(String v) { this.firmwareVersion = v; }
public String getBindUserId() { return bindUserId; }

public void setBindUserId(String id) { this.bindUserId = id; }

public String getSchoolId() { return schoolld; }

public void setSchoolId(String id) { this.schoolld = id; }

public String getClassroomId() { return classroomId; }

public void setClassroomId(String id) { this.classroomId = id; }

public int getStatus() { return status; }

public void setStatus(int s) { this.status = s; }

public Integer getBatteryLevel() { return batteryLevel; }

public void setBatteryLevel(Integer 1) { this.batteryLevel = 1; }

public Integer getConnectedPenCount() { return connectedPenCount; }
public void setConnectedPenCount(Integer c) { this.connectedPenCount = c; }
public Double getCpuUsage() { return cpuUsage; }

public void setCpuUsage(Double u) { this.cpuUsage = u; }

public Double getMemoryUsage() { return memoryUsage; }

public void setMemoryUsage(Double u) { this.memoryUsage = u; }

public LocalDateTime getRegisterTime() { return registerTime; }

public void setRegisterTime(LocalDateTime t) { this.registerTime = t; }
public LocalDateTime getlLastHeartbeat() { return lastHeartbeat; }

public void setLastHeartbeat(LocalDateTime t) { this.lastHeartbeat = t; }

type; }

}
// YEML SEfR
/%%
* R/ idERmREMAE (MySQL)
*/
@Entity
@Table(name = "assignment", indexes = {
@Index(name = "idx_class_status", columnList = "classId, status"),
@Index(name = "idx_teacher", columnList = "teacherId")
})

class Assignment {

@Id
@Column(length = 32)
private String id;

/xk RIEUAID */

@Column(nullable = false, length = 32)
private String teacherId;

/*x PERID */

@Column(nullable = false, length = 32)

private String classlId;



/¥k {EMARRR */
@Column(nullable = false, length = 128)
private String title;

/xk 2R homework (fEAl) /exam(Z&id) /practice(4:>)) %/
@Column(nullable = false, length = 16)
private String type;

/¥x FR x/
@Column(length = 32)
private String subject;

/xk EyIERT(E] x/
private LocalDateTime deadline;

/** R7%&: draft/published/closed/graded */
@Column(nullable = false, length = 16)
private String status;

/%% RAGETE] */
private LocalDateTime publishTime;

/xk JHEDE */

private double totalScore;

/xx BREEE */
private int questionCount;

/¥ REXRSPEIESTIEIDSIR (JSONERA) */
@Column(columnDefinition = "TEXT")
private String dotCodePagesJson;

@Transient
private List<String> dotCodePages;

// Getter/Setter

public
public
public
public
public
public
public
public
public
public
public
public
public
public
public
public
public
public
public
public

String getId() { return id; }
void setId(String id) { this.id = id; }
String getTeacherId() { return teacherId; }

void setTeacherId(String id) { this.teacherId = id; }

String getClassId() { return classId; }

void setClassId(String id) { this.classId = id; }
String getTitle() { return title; }

void setTitle(String t) { this.title = t; }
String getType() { return type; }

void setType(String t) { this.type = t; }

String getSubject() { return subject; }

void setSubject(String s) { this.subject = s; }
LocalDateTime getDeadline() { return deadline; }
void setDeadline(LocalDateTime d) { this.deadline
String getStatus() { return status; }

void setStatus(String s) { this.status = s; }

LocalDateTime getPublishTime() { return publishTime; }
void setPublishTime(LocalDateTime t) { this.publishTime

double getTotalScore() { return totalScore; }
void setTotalScore(double s) { this.totalScore =

Si

d;

i

b

T

b



S

}

public int getQuestionCount() { return questionCount; }
public void setQuestionCount(int c) { this.questionCount = c; }
public List<String> getDotCodePages() { return dotCodePages; }
public void setDotCodePages(List<String> p) { this.dotCodePages = p; }
}
// EMEAESEAR
/%%
* EMFEIAEIELM (MongoDB)
*k
* JSONSI L5 :
* {
* student_id: "...",
* assignment_id: "...",
* pen_id: "...",
* page_id: "...",
*x  strokes: [{x, y, pressure, timestamp, penUp}, ...1,
* createTime: "...",
*  processingStatus: "received/processing/completed/failed"
x }
*/
class StrokeData {
private String id;
private String studentId;
private String assignmentId;
private String penld;
private String pageld;
private List<Map<String, Object>> strokes;
private LocalDateTime createTime;
private LocalDateTime processedTime;
private String processingStatus; // received/processing/completed/failed
public String getId() { return id; }
public void setId(String id) { this.id = id; }
public String getStudentId() { return studentId; }
public void setStudentId(String id) { this.studentId = id; }
public String getAssignmentId() { return assignmentId; }
public void setAssignmentId(String id) { this.assignmentId = id; }
public String getPenId() { return penld; }
public void setPenId(String id) { this.penId = id; }
public String getPageId() { return pageld; }
public void setPageld(String id) { this.pageld = id; }
public List<Map<String, Object>> getStrokes() { return strokes; }
public void setStrokes(List<Map<String, Object>> s) { this.strokes
public LocalDateTime getCreateTime() { return createTime; }

public
public
public
public
public

void setCreateTime(LocalDateTime t) { this.createTime = t;
LocalDateTime getProcessedTime() { return processedTime; }
void setProcessedTime(LocalDateTime t) { this.processedTime

String getProcessingStatus() { return processingStatus; }

void setProcessingStatus(String s) { this.processingStatus

model/User. java

b

t;

s; ¥

I



/%
BAEERERZEE-FEHRM V1.0

iEEE - AP EE
YRIERIER: user (MySQL)
XEFRIN/ FE/ BB/ RRKUMAE

* % ¥ X ¥

*/
package com.writech.cloud.model;

import javax.persistence.x;
import java.time.LocalDateTime;

/%%

* PP EREIMARE

*

* RBACABEN:

* — admin: REEER (ER/BAF/IZEEESNR)

* — teacher: W (MIREER/(EWER/FIEER)

* — student: 24 (fFUEEF/ZIIEEN)

* — parent: RK (FRPFBEE/EEEK

*k

* IRt

* — FHSIERAES-256N%17f% (encryptedPhoneZER)

* — BIBEREBCryptlaF&EiE

*x - SIS EHRERNE G

*/

@Entity

@Table(name = "user", indexes = {
@Index(name = "idx_phone", columnList = "encryptedPhone"),
@Index(name = "idx_school_role", columnList = '"schoolId, role"),
@Index(name = "idx_wechat", columnList = "wechatOpenId")

})

public class User {

/xx FAFME—ID (UUIDAEX) */
@Id

@Column(length = 32)
private String id;

/¢ FAFHE *x/
@Column(nullable = false, length = 64)
private String name;

/xx FHS (BX, (XBTAELIE, TEEEFHE) */
@Transient
private String phone;

/xk NZBEMNFNS (AES-256-CBCIIZETEE)  */
@Column(length = 128)
private String encryptedPhone;

/*x ZBIAE (BCrypt, BEREF10) */
@Column(length = 128)
private String passwordHash;

/*xx FFPf®: admin/teacher/student/parent %/



@Column(nullable = false, length = 16)
private String role;

/*x FTEERID *x/
@Column(length = 32)
private String schoolld;

/xk FIBEREBMR (UREME, BOXKENR) */
@Column(length = 128)
private String schoolName;

/*% KIRURL %/
@Column(length = 256)
private String avatar;

/*x 1{50penID (B=AEFHE) */
@Column(length = 64)
private String wechatOpenld;

us

/*xx STETRAFID (B=FRERHE) */
@Column(length = 64)

private String dingtalkUserId;

/kx KRR 1=E%, 0=2M, -1=F%H */
@Column(nullable = false)
private int status = 1;

/*x TokenhkAS (FT{EFFHEIHTokenk®) */
@Column(nullable = false)
private int tokenVersion = 0;

/*k MRPBIEERE */
@Column(nullable = false)
private LocalDateTime createTime;

/xx RIFERITE */
private LocalDateTime lastLoginTime;

/¥ REERIP x/
@Column(length = 45)
private String lastLoginIp;

// Getter / Setter

public String getId() { return id; }

public void setId(String id) { this.id = id; }

public String getName() { return name; }

public void setName(String name) { this.name = name; }

public String getPhone() { return phone; }

public void setPhone(String phone) { this.phone = phone; }

public String getEncryptedPhone() { return encryptedPhone; }

public void setEncryptedPhone(String encryptedPhone) { this.encryptedPhone =
encryptedPhone; }

public String getPasswordHash() { return passwordHash; }

public void setPasswordHash(String passwordHash) { this.passwordHash = passwordHash;

public String getRole() { return role; }



public
public
public
public
public
public
public
public
public

public
public

void setRole(String role) { this.role = role; }

String getSchoolId() { return schoolld; }

void setSchoolId(String schoolId) { this.schoolld = schoolId; }

String getSchoolName() { return schoolName; }

void setSchoolName(String schoolName) { this.schoolName = schoolName; }
String getAvatar() { return avatar; }

void setAvatar(String avatar) { this.avatar = avatar; }

String getWechatOpenId() { return wechatOpenId; }

void setWechatOpenId(String wechatOpenId) { this.wechatOpenId = wechatOpenId;

String getDingtalkUserId() { return dingtalkUserId; }
void setDingtalkUserId(String dingtalkUserId) { this.dingtalkUserId =

dingtalkUserId; }

public
public
public
public
public
public

public
public

int getStatus() { return status; }

void setStatus(int status) { this.status = status; }

int getTokenVersion() { return tokenVersion; }

void setTokenVersion(int tokenVersion) { this.tokenVersion = tokenVersion; }
LocalDateTime getCreateTime() { return createTime; }

void setCreateTime(LocalDateTime createTime) { this.createTime = createTime;

LocalDateTime getLastLoginTime() { return lastLoginTime; }
void setlLastLoginTime(LocalDateTime lastLoginTime) { this.lastLoginTime =

lastLoginTime; }

public String getLastLoginIp() { return lastLoginIp; }
public void setlLastLoginIp(String lastLoginIp) { this.lastLoginIp = lastLoginIp; }
@Override
public String toString() {
return "User{id='" + id + "', name='" + name + "', role='" + role
+ "', schoolId='" + schoolld + "', status=" + status + "}";
¥
¥
service/

service/DeviceService.java

/%x

* BASEMNRERFEETFARMG V1.0

*

* IREFEERS
* EEQMEE. WX, Kink&E. BEHAESNEEwEHE

*/

package com.writech.cloud.service;

import com.
import com.

import org.
import org.
import org.
import org.
import org.

writech.cloud.model.Device;
writech.cloud.controller.DeviceController.ClassroomTopology;

springframework.beans.factory.annotation.Autowired;
springframework.data.domain.Page;
springframework.data.domain.Pageable;
springframework.data.redis.core.StringRedisTemplate;
springframework.stereotype.Service;



import org.springframework.transaction.annotation.Transactional;

import java.security.cert.X509Certificate;
import java.time.lLocalDateTime;

import java.util.x;

import java.util.stream.Collectors;

/%%

* IREARSBE

>k

* BEEHIREFMEEFIZEEMR. 4T, RKEEE

* IREHEB: pen(=fEE) / gateway(Mx) / terminal(%&iw) / edge_box(EHE)
*/

@Service

public class DeviceService {

@Autowired
private StringRedisTemplate redisTemplate;

/¥ IREFELEINETE (), BIUREREEIOHIAELE */
private static final long DEVICE_ONLINE_TIMEOUT = 120;

k. MIKIZFOBKERR (7)) */
private static final long GATEWAY_HEARTBEAT_INTERVAL = 30;

/xx ZREOBER (7)) */
private static final long PEN_HEARTBEAT_INTERVAL = 300;

/%%

* REFIREER

*/

@Transactional

public void save(Device device) {
// deviceRepository.save(device);
// BEFRedisRIIZBELRTEE
updateDeviceOnlineStatus(device.getId(), true);

}

/%%
* RIEIDEIRE
*/

public Device findById(String deviceId) {
// return deviceRepository.findById(deviceId).orElse(null);
return null;

b

/%%
* RIBEMACHEIE B8R &
*/

public Device findByMacAddr(String macAddr) {
// return deviceRepository.findByMacAddr(macAddr);
return null;

Ve
* REGIZHIEFR (X.509)
* BROEMETMRIZE R RMHMEBREIERHITE MRS



*
* @param macAddr MACHhiE
* @param certPem PEMA&TZ{HIX.509IFH
* @return ®RIGETIR[Etrue
*/
public boolean validateDeviceCertificate(String macAddr, String certPem) {
if (certPem == null || certPem.isEmpty()) {
return false;

try {
// FEHTX.509iEH
java.security.cert.CertificateFactory cf =
java.security.cert.CertificateFactory.getInstance("X.509");
java.io.ByteArrayInputStream bis =
new java.io.ByteArrayInputStream(certPem.getBytes());
X509Certificate cert = (X509Certificate) cf.generateCertificate(bis);

// MEIEBERH
cert.checkValidity();

// BIBEPER ((ERCARIERAR)
// cert.verify(caCertificate.getPublicKey());

// MIEBCNFEIREMACHELE, S5iERPAIMACHIHEEESS

String cn = cert.getSubjectX500Principal().getName();

if (!cn.contains(macAddr.replace(":", "").toUpperCase())) {
return false;

return true;
} catch (Exception e) {
return false;

b

/%%
* IREHE
* BEBERERIETERFPNAE
*/
@Transactional
public void bindDevice(String devicelId, String userId, String classroomId) {
// deviceRepository.updateBinding(deviceId, userId, classroomId);

/%*
* REREG
*/
@Transactional
public void unbindDevice(String deviceId) {
// deviceRepository.clearBinding(deviceId);

VeSS
*x DIEWIRETIR
* IFRER. HE. KB RESHELR

*/



public Page<Device> queryDevices(String schoolld, String classroomId,
String deviceType, Integer status,
Pageable pageable) {
// return deviceRepository.queryByConditions(schoolIld, classroomld,
// deviceType, status, pageable);
return null;

/%%
* BImgE O
* DBEIES AMySQLH E fRed 1sTELLIRNSERE
*/
public void updateHeartbeat(Device device) {
// deviceRepository.updateHeartbeat(device.getId(),

// device.getlLastHeartbeat(), device.getBatteryLevel(),
// device.getConnectedPenCount(), device.getCpuUsage(),
// device.getMemoryUsage());

// BEFiRedisTEHINE (REITHIN B/ O BB IT(E)
updateDeviceOnlineStatus(device.getId(), true);

VESS

* WEHFIRER

* BWPENMRIRE, BEMPBHELEEXRR

*

* @param classroomId #HZID

* @return #INEN (RWXx/BHE/Kim/E)

*/

public ClassroomTopology buildClassroomTopology(String classroomId) {
// BWH=ETRERS
// List<Device> devices = deviceRepository.findByClassroomId(classroomId);
List<Device> devices = new ArraylList<>();

ClassroomTopology topology = new ClassroomTopology();
topology.setClassroomId(classroomId);

// RigELBHH
Map<String, List<Device>> grouped = devices.stream()
.collect(Collectors.groupingBy(Device::getType));

topology.setGateways(grouped.getOrDefault("gateway", new ArrayList<>()));
topology.setEdgeBoxes(grouped.getOrDefault("edge_box", new ArraylList<>()));
topology.setTerminals(grouped.getOrDefault("terminal", new ArrayList<>()));
topology.setPens(grouped.getOrDefault("pen", new ArrayList<>()));
topology.setTotalDeviceCount(devices.size());

return topology;

VESS

* HEREREEHERTS

* JBidRedisEFIREHTNIREREEL

*/

public Map<String, Boolean> checkOnlineStatus(List<String> devicelds) {
Map<String, Boolean> result = new HashMap<>();
for (String deviceld : devicelds) {



String key = "writech:device:online:" + deviceld;
result.put(deviceld, Boolean.TRUE.equals(redisTemplate.hasKey(key)));
}

return result;

/%%

* RFEDFRIESERE

* BEMQTTEHEERE TRIZHIES (BER/EEEFM/0TAE)

*/

public void sendCommand(String deviceld, String command, Map<String, Object> params)

// HWEMQTTER

Map<String, Object> message = new HashMap<>();
message.put("command", command);
message.put("params", params);
message.put("timestamp", System.currentTimeMillis());

// RIEZEELRRAETopic
Device device = findById(deviceld);
if (device == null) return;

String topic;
switch (device.getType()) {
case '"gateway":

topic = "gateway/" + deviceld + '"/command";
break;
case "edge_box":
topic = "edgebox/" + deviceld + "/command";
break;
default:
topic = "device/" + deviceld + "/command";
¥
// mgttTemplate.convertAndSend(topic, message);
}
/%%
* St ERIZERR
*/

public DeviceOverview getSchoolDeviceOverview(String schoolld) {

DeviceOverview overview = new DeviceOverview();

// BEBIZEHESIT

// overview.setTotalPens(deviceRepository.countBySchoolAndType(schoolld,
"pen"));

// overview.setTotalGateways(deviceRepository.countBySchoolAndType(schoolld,
"gateway"));

// overview.setOnlinePens(countOnlineDevices(schoolId, "pen"));

// overview.setOnlineGateways(countOnlineDevices(schoolld, 'gateway"));

return overview;

// RERTS A

/*x BFRedisHIERERIRS */
private void updateDeviceOnlineStatus(String deviceld, boolean online) {
String key = "writech:device:online:" + deviceld;



if (online) {
redisTemplate.opsForValue().set(key, "1",
DEVICE_ONLINE_TIMEOUT, java.util.concurrent.TimeUnit.SECONDS);
} else {
redisTemplate.delete(key);

// REES

/*x IREHORGIT +/
public static class DeviceOverview {
private int totalPens;
private int totalGateways;
private int totalEdgeBoxes;
private int totalTerminals;
private int onlinePens;
private int onlineGateways;
private int onlineEdgeBoxes;
private double averageBatterylLevel;

public int getTotalPens() { return totalPens; }

public void setTotalPens(int c) { this.totalPens = c; }

public int getTotalGateways() { return totalGateways; }

public void setTotalGateways(int c) { this.totalGateways = c; }
public int getTotalEdgeBoxes() { return totalEdgeBoxes; }
public void setTotalEdgeBoxes(int c¢) { this.totalEdgeBoxes
public int getTotalTerminals() { return totalTerminals; }
public void setTotalTerminals(int c¢) { this.totalTerminals
public int getOnlinePens() { return onlinePens; }

public void setOnlinePens(int c) { this.onlinePens = c; }
public int getOnlineGateways() { return onlineGateways; }
public void setOnlineGateways(int c) { this.onlineGateways
public int getOnlineEdgeBoxes() { return onlineEdgeBoxes; }
public void setOnlineEdgeBoxes(int c) { this.onlineEdgeBoxes = c; }

public double getAverageBatterylLevel() { return averageBatteryLevel; }

public void setAverageBatteryLevel(double 1) { this.averageBatteryLevel = 1; }

c; ¥

c; ¥

c; ¥

service/MessageService.java

/%*
BAEEMREAFEER TR V1.0

*
*

* SHEHIERRS
* ET WebSocket SLIZARIHSERHEHIX

* IEEREAEA. MEGEREHN. REOESH
*/

package com.writech.cloud.service;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.data.redis.core.StringRedisTemplate;
import org.springframework.stereotype.Service;



import org.springframework.web.socket.x;
import org.springframework.web.socket.handler.TextWebSocketHandler;
import org.springframework.web.socket.config.annotation.x;

import java.io.IOException;

import java.time.LocalDateTime;

import java.util.sx;

import java.util.concurrent.ConcurrentHashMap;

/%*

* X K K K X X X X X

*/

HEIRSS

WebSocketsERIES@E: /ws/vl/notify

=SESIIR

N
7é S

ASSIGNMENT_NEW: FR{E\l@an
ASSIGNMENT_GRADED: #tEq5=mii@AN
STROKE_REALTIME: SCRYEEIMEUIEHED
CLASSROOM_INTERACTION: REHENES
SYSTEM_NOTIFICATION: ZRZi/ANE

@Service
public class MessageService extends TextWebSocketHandler implements WebSocketConfigurer

{

@Autowired
private StringRedisTemplate redisTemplate;

/*x TEZLFFPWebSocket&iEMEY (userId - sessiondR, XIFZRIHENTEL) */
private final ConcurrentHashMap<String, List<WebSocketSession>> userSessions =
new ConcurrentHashMap<>();

/xx HEITESIEMET (classroomId - sessionFlR) x/
private final ConcurrentHashMap<String, List<WebSocketSession>> classroomChannels =
new ConcurrentHashMap<>();

/%%
* WebSocketin = £/
*/
@Override
public void registerWebSocketHandlers(WebSocketHandlerRegistry registry) {
registry.addHandler(this, "/ws/vl/notify")
.setAllowedOrigins ("*");

VESS
* WebSocketi&EiEEr
* MTokensf#tTFAFID, JFMEIELSIEIRE]
*/
@Override
public void afterConnectionEstablished(WebSocketSession session) throws Exception {
String userId = extractUserIdFromSession(session);
if (userId != null) {
// FEMAFPRIE
userSessions.computeIfAbsent(userId, k —> new ArrayList<>()).add(session);
/] BEIELIRS
updateOnlineStatus(userId, true);



// WEELHRERIARIEDE R
pushOfflineMessages(userId, session);

/%%
* WebSocket;H Bl
* WMBEEFPHAZIVER (OB, REOESE)
*/
@Override
protected void handleTextMessage(WebSocketSession session, TextMessage message)
throws Exception {
String payload = message.getPayload();
Map<String, Object> msg = parseMessage(payload);

String type = (String) msg.get("type");
if (type == null) return;

switch (type) {

case "HEARTBEAT":
// Bk
session.sendMessage(new TextMessage ("{\"type\":\"HEARTBEAT_ACK\"}"));
break;

case "JOIN_CLASSROOM":
// MAB=E (RELNFR)
String classroomId = (String) msg.get('classroomId");
joinClassroomChannel(classroomId, session);
break;

case "LEAVE_CLASSROOM":
/] BRY=EE
String leaveClassroom = (String) msg.get("classroomId");
leaveClassroomChannel(leaveClassroom, session);
break;

case "CLASSROOM_COMMAND" :
// BMEAFRZZGIES (THEERZENELRIR)
broadcastToClassroom(msg);
break;

default:
break;

/%%
* WebSocket il FF
*/
@Override
public void afterConnectionClosed(WebSocketSession session, CloseStatus status)
throws Exception {
String userId = extractUserIdFromSession(session);
if (userId != null) {
// FBRRIE
List<WebSocketSession> sessions = userSessions.get(userId);
if (sessions != null) {
sessions.remove(session);
if (sessions.isEmpty()) {
userSessions. remove(userId);
updateOnlineStatus(userId, false);



¥
// MBEIERSR
classroomChannels.values().forEach(list —> list.remove(session));

VESS

* EIEERPE%HEE

* ZIFSRBERERE (FH/Pad/PCRRTELI LK)

>k

* @param userId B#rFEFID

* @param messageType JHEZHAR

* @param data JHEEUE

*/

public void pushToUser(String userId, String messageType, Map<String, Object> data)

Map<String, Object> message = new HashMap<>();
message.put('"type", messageType);

message.put("data", data);

message.put("timestamp", System.currentTimeMillis());

String json = toJson(message);
List<WebSocketSession> sessions = userSessions.get(userId);

if (sessions != null && !sessions.isEmpty()) {
// TESME
for (WebSocketSession session : sessions) {
try {
if (session.isOpen()) {
session.sendMessage(new TextMessage(json));
+
} catch (IOException e) {
// BFEXRMW, ioxHE
b
}
} else {
// BEERE (AP LEEEHX)

store0fflineMessage(userId, json);

/%%

EYIRAAFEREER

@param classId FERID
@param messageType SHEZEE
@param data SHEZUE

X % ¥ X X

*/
public void pushToClass(String classId, String messageType, Map<String, Object>
data) {
// EWPRFETIR
// List<String> studentIds = classService.getStudentIds(classId);
List<String> studentIds = new ArraylList<>();
for (String studentId : studentIds) {
pushToUser(studentId, messageType, data);



/%%

* MEFESE FWHD

* AT REOMGR, BWERKEEZEHEANMELIR (Bik/PC/BH/Pad)

*/

public void broadcastToClassroom(Map<String, Object> message) {
String classroomId = (String) message.get('classroomId");
if (classroomId == null) return;

String json = toJson(message);
List<WebSocketSession> sessions = classroomChannels.get(classroomId);

if (sessions != null) {
for (WebSocketSession session : sessions) {
try {

if (session.isOpen()) {
session.sendMessage(new TextMessage(json));
}
} catch (IOException e) {
// RIEKWALE

}
}
¥
}
/%%
* IR R mEA
*/

public void pushAssignmentNotification(String classId, String title, String
assignmentId) {
Map<String, Object> data = new HashMap<>();
data.put("assignmentId", assignmentId);
data.put("title", title);
data.put("message", "ML THEWL: " + title);
pushToClass(classId, "ASSIGNMENT_NEW", data);

/%%
* HEIEALSE B A
*/
public void pushGradingNotification(String studentId, String assignmentTitle,
double score) {
Map<String, Object> data = new HashMap<>();
data.put("title", assignmentTitle);
data.put("score", score);
data.put("message", "fEA\"" + assignmentTitle + "\"#t245Em, 8o : " + score);
pushToUser(studentId, "ASSIGNMENT_GRADED", data);

/%%

* WEINETIEEHNEAR

* RERHIE, BTFER/BIARARINBRZERE IR

*/

public void pushRealtimeStroke(String classroomId, String studentId,

List<Map<String, Object>> strokePoints) {

Map<String, Object> data = new HashMap<>();
data.put("studentId", studentId);



data.put("points", strokePoints);

Map<String, Object> message = new HashMap<>();
message.put('"type", "STROKE_REALTIME");
message.put("classroomId", classroomId);
message.put("data", data);

broadcastToClassroom(message) ;

// RERFT A

/K MMANHBEE */

private void joinClassroomChannel(String classroomId, WebSocketSession session) {
classroomChannels.computeIfAbsent(classroomId, k —> new ArrayList<>

.add(session);

}

/xx BFHEME */
private void leaveClassroomChannel(String classroomId, WebSocketSession session) {
List<WebSocketSession> sessions = classroomChannels.get(classroomId);
if (sessions != null) {
sessions.remove(session);

/%k MWebSocket2IEHIRENAFID */
private String extractUserIdFromSession(WebSocketSession session) {
// MURLSEEIEF LR HITokenf@iTFAF ID
String query = session.getUri() != null ? session.getUri().getQuery() : null;
if (query != null & query.contains("token=")) {
// fEtToken3kEuserId
return "extracted_user_id";
¥

return null;

/xk BERAPESRS +/
private void updateOnlineStatus(String userId, boolean online) {
String key = "writech:user:online:" + userlId;
if (online) {
redisTemplate.opsForValue().set(key, "1");
} else {
redisTemplate.delete(key);

/kx FEBEER x/

private void storeOfflineMessage(String userId, String message) {
String key = "writech:offline:msg:" + userld;
redisTemplate.opsForList().rightPush(key, message);
// REZREBLOOXBLHER
redisTemplate.opsForList().trim(key, -100, -1);

¥+ WIXBEELHETRENRIES */
private void pushOfflineMessages(String userId, WebSocketSession session)



throws IOException {
String key = "writech:offline:msg:" + userlId;

List<String> messages = redisTemplate.opsForList().range(key, 0, -1);

if (messages != null) {
for (String msg : messages) {
session.sendMessage(new TextMessage(msg));
}
redisTemplate.delete(key);

/#k JISONFEFUME (BEARZAR)  */
private String toJson(Map<String, Object> map) {
StringBuilder sb = new StringBuilder("{");
boolean first = true;
for (Map.Entry<String, Object> entry : map.entrySet()) {
if (!first) sb.append(",");
sb.append("\"").append(entry.getKey()).append("\":");
Object value = entry.getValue();
if (value instanceof String) {
sb.append("\"").append(value).append("\"");
} else {
sb.append(value);
}
first = false;
}
sb.append("}");
return sb.toString();

/%% JSONFEMT (BIfChRAS) */
private Map<String, Object> parseMessage(String json) {
return new HashMap<>();

}

/%%

* RFELAP ST
*/

public Map<String, Integer> getOnlineStats() {
Map<String, Integer> stats = new HashMap<>();
stats.put("totalOnlineUsers", userSessions.size());
stats.put("totalSessions", userSessions.values().stream()
.mapToInt(List::size).sum());
stats.put("activeClassrooms", classroomChannels.size());
return stats;

service/StrokeService.java

/%*
* BRASEMNREZFEETFARM V1.0
*
* EMEIRLIEARS



*

*/

MREDEIENKafkaH . ZiE. AIS|IZREE

package com.writech.cloud.service;

import com.writech.cloud.model.StrokeData;

import org.springframework.beans.factory.annotation.Autowired;
import org.springframework.data.mongodb.core.MongoTemplate;
import org.springframework.data.mongodb.core.query.Criteria;
import org.springframework.data.mongodb.core.query.Query;
import org.springframework.kafka.annotation.KafkalListener;
import org.springframework.kafka.core.KafkaTemplate;

import org.springframework.stereotype.Service;

import java.time.LocalDateTime;
import java.util.x;

import java.util.concurrent.x;
import java.util.stream.Collectors;

/%%

* X X K K X X X ¥

*/

EMEIERS

R IRE B

1
2
3
4.
5
6

. H;&/ﬁbmLLMQTTﬂE%MHEEIJz:J?A
. GEAREBRRSBEIERE AKafkald 2BAT]
. KRERBEHAKafkall BEZU A IREE
[RIA%EDEIEZ AMongoDB (BB ANEIE)
. BRRAIS|ZRESIRF] (0OCR/EZ/£EIR)

. iRBI4EREIEMongoDB, HEREER KR

@Service
public class StrokeService {

@Autowired
private MongoTemplate mongoTemplate;

@Autowired
private KafkaTemplate<String, String> kafkaTemplate;

/xx ALS|ZHFBLTE x/
private final ExecutorService aiExecutor = Executors.newFixedThreadPool(16);

/*x AIS|ZERSHIE */
private static final String AI_ENGINE_URL = "http://ai-engine-service:8001";

/xkx EDEIEMongoDBES R */
private static final String STROKE_COLLECTION

"stroke_data";

/% RBIZEERMongoDBEE R */
private static final String RESULT_COLLECTION

"recognition_result";

/%%
*x KafkalHBEE: BKEDEIE
* WIF writech-stroke-topic &, #HEHFBEDLIE
%
* @param message JSONETUHIENEE
*/



@KafkaListener(topics = "writech-stroke-topic", groupId = "stroke-consumer-group")
public void consumeStrokeData(String message) {
try {
// FRITEEREAEISON
StrokeData strokeData = parseStrokeData(message);
if (strokeData == null) return;

// BUIETALIE (456, NEEHIFE . £5)
preprocessStrokeData(strokeData);

// B AMongoDB7Efi
saveToMongoDB(strokeData);

// IR ST EMAALIRS!

if (shouldTriggerRecognition(strokeData)) {
// S ERAIS|E
submitRecognitionTask(strokeData);

} catch (Exception e) {
// BEBEKMETHE B AEEIFEERATY
kafkaTemplate.send("writech-stroke-dlq", message);

/%%

* (RIFELEIEEIMongoDB

* [FRESANRAMEE, Site=5005%

*/

public void saveToMongoDB(StrokeData strokeData) {
strokeData.setCreateTime(LocalDateTime.now());
strokeData.setProcessingStatus("received");
mongoTemplate.save(strokeData, STROKE_COLLECTION);

/%%
* HEBRFEDLHE
* BTRX#AE LEGR, BRASAEILE
*/
public void batchSave(List<StrokeData> strokeDatalList) {
if (strokeDatalList == null || strokeDatalList.isEmpty()) return;

LocalDateTime now = LocalDateTime.now();

for (StrokeData data : strokeDatalList) {
data.setCreateTime(now);
data.setProcessingStatus("received");

// MongoDBH#tEHEAN
mongoTemplate.insertAll(strokeDatalList);

}

VA
* BNZEZEDNHIE
*

* @param studentId 24ID
* @param assignmentId fEM/ID (mJiE)



* @param startTime FFEARtE (BIi%)

* @param endTime #£5ZRATE] (FJi%)

* @return ETEIETIR

*/

public List<StrokeData> queryStrokes(String studentId, String assignmentId,

LocalDateTime startTime, LocalDateTime
endTime) {

Query query = new Query();
query.addCriteria(Criteria.where("studentId").is(studentId));

if (assignmentId != null) {
query.addCriteria(Criteria.where("assignmentId").is(assignmentId));
}
if (startTime != null && endTime != null) {
query.addCriteria(Criteria.where("timestamp")
.gte(startTime).lte(endTime));

// BREEAER (B RRE)
query.with(org.springframework.data.domain.Sort.by/(
org.springframework.data.domain.Sort.Direction.ASC, "timestamp"));

return mongoTemplate.find(query, StrokeData.class, STROKE_COLLECTION);

b

/%%
* RRATIRBIES
* BEDBIESSREZEALS | EHTIRR]
*/

private void submitRecognitionTask(StrokeData strokeData) {
aiExecutor.submit(() —> {
try {
// WRBEEWEERIEFIRANAR
String recognitionType = determineRecognitionType(strokeData);

// BFAIS|ZREST API

Map<String, Object> requestBody = new HashMap<>();
requestBody.put("strokeId", strokeData.getId());
requestBody.put("studentId", strokeData.getStudentId());
requestBody.put("strokes", strokeData.getStrokes());
requestBody.put("type", recognitionType);

// String apiUrl = AI_ENGINE_URL + "/api/vl/ocr/recognize";

// RestTemplate restTemplate = new RestTemplate();

// ResponseEntity<String> response = restTemplate.postForEntity(
// apilrl, requestBody, String.class);

// REFIRFIER
// saveRecognitionResult(strokeData.getId(), response.getBody());

// BEFREDEIRGIRIAES
updateProcessingStatus(strokeData.getId(), '"completed");

} catch (Exception e) {
updateProcessingStatus(strokeData.getId(), "failed");

1)



/*%

EMEIETRLLE

SiERERE (TRREE)

A B HEE

EEWEERE

R —1 (EEAREEAE)

* % ¥ ¥ %
|

*/
private void preprocessStrokeData(StrokeData strokeData) {
if (strokeData.getStrokes() == null) return;

List<Map<String, Object>> processed = strokeData.getStrokes().stream()

/] TIEFTBALIRR

.filter(point —> {
int x = ((Number) point.getOrDefault("x", -1)).intValue();
int y = ((Number) point.getOrDefault("y", -1)).intValue();
return x >= 0 && x <= 65535 & 'y >= 0 && y <= 65535;

1)

// EREEEER

.sorted((a, b) —> {
long ta = ((Number) a.getOrDefault("timestamp", 0L)).longValue();
long tb = ((Number) b.getOrDefault("timestamp", OL)).longValue();
return Long.compare(ta, tb);

})
.collect(Collectors.toList());

// FE (HERNEENESR)
List<Map<String, Object>> deduplicated = new ArrayList<>();
long lastTimestamp = -1;
for (Map<String, Object> point : processed) {
long ts = ((Number) point.getOrDefault("timestamp", OL)).longValue();
if (ts !'= lastTimestamp) {
deduplicated.add(point);
lastTimestamp = ts;

strokeData.setStrokes(deduplicated);

/%%
* FIM RS TEMAATIRS
* - BRESMH (EBER) MREFIR5
* — EAIRRE AR EETLRS
* — BESHILIENL BEIR
*/
private boolean shouldTriggerRecognition(StrokeData strokeData) {
// MRKEXTEWID, MFEEIR5!
if (strokeData.getAssignmentId() != null) {
return true;
}
// MEREEREMRID
if (strokeData.getStrokes() != null) {
return strokeData.getStrokes().stream()
.anyMatch(p —> Boolean.TRUE.equals(p.get("penUp")));



return false;

/*k REIRBIZEE +/

private String determineRecognitionType(StrokeData strokeData) {
// RIBEA B KBHE: ocr/math/stroke_order/essay
return "ocr";

/%% FENTEMEHEISON */

private StrokeData parseStrokeData(String json) {
// ISONRFFIH
return null;

[k BETNEIRE +/

private void updateProcessingStatus(String strokeIld, String status) {
Query query = new Query(Criteria.where("_id").is(strokeId));
org.springframework.data.mongodb.core.query.Update update =

new org.springframework.data.mongodb.core.query.Update();

update.set('"processingStatus", status);
update.set("processedTime", LocalDateTime.now());
mongoTemplate.updateFirst(query, update, STROKE_COLLECTION);

service/UserService.java

/%%
x BASHEMREHFEBEZFEAHRE V1.0
*

* AP SRARS

* LI RBAC ABINRIER, BIEHN/ 24/ BEL/FEKIUEINR
*/

package com.writech.cloud.service;

import com.writech.cloud.model.User;

import org.springframework.beans.factory.annotation.Autowired;

import org.springframework.data.redis.core.StringRedisTemplate;

import org.springframework.security.crypto.bcrypt.BCryptPasswordEncoder;
import org.springframework.stereotype.Service;

import org.springframework.transaction.annotation.Transactional;

import java.time.lLocalDateTime;
import java.util.x;
import java.util.concurrent.TimeUnit;

/%%

* APIRSBE

*

* RIMAFEE, SHKIE. NRZEHE. TokenBEEHZFROINEE
* RBACXPRIZEL: EIBH > #H > FA/RK

x - BEA: ZAAZ/HEE (FR/BFP/IZEER)



* — FUm: MREE. Ml RmH. FIREER
* — 2E RVEER. ZFIREEN

* - REK: FRFEBEER. HEEK

*/

@Service

public class UserService {

@Autowired
private StringRedisTemplate redisTemplate;

/xx BBEEE (BCrypt&EiA, BERTFL0) */
private final BCryptPasswordEncoder passwordEncoder = new BCryptPasswordEncoder(10);

/*x TokenBZERAIZ (FHETERedisH) */
private static final String TOKEN_BLACKLIST_PREFIX = "writech:token:blacklist:";

/¥x JREWIERBATE */
private static final String SMS_CODE_PREFIX = "writech:sms:code:";

/xk WIHSERE (F) */
private static final long SMS_CODE_EXPIRE = 300;

/¥k B RERERR (7)) */
private static final long SMS_CODE_INTERVAL = 60;

/%%
FNS+EERIEER

@param phone FHl =
@param password BASZZRRG
@return MNEEIREIAFPMNER, KBURENULL

X % ¥ ¥ X

*/
public User verifyByPassword(String phone, String password) {
if (phone == null || password == null) {
return null;

// BWRAF (FHSAESHEZEITE)
User user = findByPhone(phone);
if (user == null) {

return null;

// BCryptZi3tbxd
if (passwordEncoder.matches(password, user.getPasswordHash())) {
return user;

/] BFRRMOTE (BhRNEEE, SIRKMEBIEI0D )
incrementLoginFailCount(user.getId());
return null;

b

V=

* FHS+HEFERIBRIIER
*/

public User verifyBySmsCode(String phone, String smsCode) {



if (phone == null || smsCode == null) {
return null;

// MRedisIRERIQIED
String key = SMS_CODE_PREFIX + phone;
String storedCode = redisTemplate.opsForValue().get(key);

if (storedCode == null || !storedCode.equals(smsCode)) {
return null;

// WIEBICECRRTH, MIFREERNIRIERS
redisTemplate.delete(key);

// B BEFMAF
User user = findByPhone(phone);
if (user == null) {

// BIREZEEIEKS

user = autoRegister(phone);

}
return user;

ks

/%%

* RSN ERKIE

*/

public User verifyByWechat(String wechatCode) {
if (wechatCode == null) return null;
// ABRRMIEFRFEEAPIREXEF openld
String openIld = exchangeWechatOpenId(wechatCode);
if (openId == null) return null;
// BRAENEAF
User user = findByWechatOpenId(openId);
return user;

b

/%%

* FTETRANE RRIE

*/

public User verifyByDingtalk(String dingtalkCode) {
if (dingtalkCode == null) return null;
String userId = exchangeDingtalkUserId(dingtalkCode);
if (userId == null) return null;
return findByDingtalkUserId(userId);

}

Ve
* RIFFIEIIERS
*

* @param phone FHE

* @throws RuntimeException &XSRZRTSINHH S5

*/

public void sendSmsVerificationCode(String phone) {



// MBERFNE (60WATIEERIXE)

String intervalKey = SMS_CODE_PREFIX + "interval:" + phone;

if (Boolean.TRUE.equals(redisTemplate.hasKey(intervalKey))) {
throw new RuntimeException("I&IER&X T FIME, 5607 EEIL");

// RO AIFENLINIERS
String code = String.format("%06d", new Random().nextInt(1000000));

// TEARedis (5D EMER)

String codeKey = SMS_CODE_PREFIX + phone;

redisTemplate.opsForValue().set(codeKey, code, SMS_CODE_EXPIRE,
TimeUnit.SECONDS);

// BEEREERINC (60%))
redisTemplate.opsForValue().set(intervalKey, "1'", SMS_CODE_INTERVAL,
TimeUnit.SECONDS);

// BARREERS KIEKIED
sendSms (phone, code);

b

/%%
* BWAPER
*/

public User findById(String userId) {
// %cERedisETF
// User cachedUser = getCachedUser(userId);
// if (cachedUser !'= null) return cachedUser;
// BEIERE
// User user = userRepository.findById(userId).orElse(null);
// if (user !'= null) cacheUser(user);
return null;

/*%

* REFNSERHAF

* FHSEBIBEFPAES-256NETZME, EWNFEINZEGITE

*/

public User findByPhone(String phone) {
String encryptedPhone = encryptField(phone);
// return userRepository.findByEncryptedPhone(encryptedPhone);
return null;

/%%

* BIAFERER

*/

public void updatelLoginInfo(String userId, LocalDateTime loginTime, String loginIp)

// userRepository.updateLoginInfo(userId, loginTime, loginIp);

VESS

* IIEERED

*/

public boolean verifyPassword(String userId, String password) {



User user = findById(userId);
if (user == null) return false;
return passwordEncoder.matches(password, user.getPasswordHash());

/%%
* BB
* BR(EMABCryptinHEEME, BERTF10
*/
@Transactional
public void updatePassword(String userId, String newPassword) {

// EBBEERRE (&8, B8 NEFENHF)

if (!isStrongPassword(newPassword)) {

throw new RuntimeException("ZBEERNE, FEEXNNEFZFHNHE, ~DF8M");

String passwordHash = passwordEncoder.encode(newPassword);
// userRepository.updatePassword(userId, passwordHash);

/*%

* JETokenfIANBEE (FHEIZBIKRK)

* BEBFEERedisH, BHAIS Token I HiRY ] —EK

*/

public void invalidateToken(String token) {
String key = TOKEN_BLACKLIST_PREFIX + token;
redisTemplate.opsForValue().set(key, "1", 7200, TimeUnit.SECONDS);

/%%

* {FAFFATokenk R (EFIEFHER)

*/

public void invalidateAllTokens(String userId) {
// BEFiFFtokenVersion®Ez, |BARZATokenfGfERIGATRN
// userRepository.incrementTokenVersion(userId);

b

/%%
* HBETokenEBEERZEG
*/

public boolean isTokenBlacklisted(String token) {
String key = TOKEN_BLACKLIST_PREFIX + token;
return Boolean.TRUE.equals(redisTemplate.hasKey(key));

VeSS
* SIEERF
* BEAMERN/ 24/ RKKF
*/
@Transactional
public User createUser(CreateUserRequest request) {
// MEFHSHE—E
if (request.getPhone() !'= null && findByPhone(request.getPhone()) != null) {
throw new RuntimeException("FHSE#HEM");

User user = new User();



user.setId(UUID.randomUUID().toString().replace("-", ""));
user.setName(request.getName());
user.setPhone(request.getPhone());
user.setRole(request.getRole());
user.setSchoolIld(request.getSchoolId());
user.setSchoolName(request.getSchoolName());
user.setStatus(1);
user.setCreateTime(LocalDateTime.now());

// MEFHSEE
if (request.getPhone() !'= null) {
user.setEncryptedPhone(encryptField(request.getPhone()));

// RBEVIRES
if (request.getPassword() != null) {
user.setPasswordHash(passwordEncoder.encode(request.getPassword()));

// userRepository.save(user);
return user;

/%%

* BRER THAFSIER

* IRAETE (BN/24E/RK)

*/

public List<User> findBySchoolAndRole(String schoolld, String role) {
// return userRepository.findBySchoolIdAndRole(schoolld, role);
return new ArraylList<>();

// REFE

/+x BohEMBF (BEREEER) */

private User autoRegister(String phone) {
User user = new User();
user.setId(UUID.randomUUID().toString().replace("-", ""));
user.setPhone(phone);
user.setEncryptedPhone(encryptField(phone));
user.setRole("parent"); // BIARKAE
user.setStatus(1);
user.setCreateTime(LocalDateTime.now());
return user;

/0k BRRMITE (BFRAIWRE)  */
private void incrementLoginFailCount(String userId) {
String key = "writech:login:fail:" + userlId;
Long count = redisTemplate.opsForValue().increment(key);
if (count != null & count == 1) {
redisTemplate.expire(key, 1800, TimeUnit.SECONDS); // 309 %&EO
}
if (count != null && count >= 5) {
// BEWRF305%
String lockKey = "writech:login:lock:" + userId;
redisTemplate.opsForValue().set(lockKey, "1", 1800, TimeUnit.SECONDS);



/*x AES-256MNEBFER (FHS. SMEEFBEE) */
private String encryptField(String plainText) {
// {EFIAES-256-CBCAEZ INZ
// Cipher cipher = Cipher.getInstance("AES/CBC/PKCS5Padding");
// EFREIUERE &N
return Base64.getEncoder().encodeToString(plainText.getBytes());

/xx AES-256fRZEFEY */
private String decryptField(String cipherText) {
return new String(Base64.getDecoder().decode(cipherText));

/*kx ZIBRRERL */
private boolean isStrongPassword(String password) {
if (password == null || password.length() < 8) return false;
boolean hasUpper = false, hasLower = false, hasDigit = false;
for (char c : password.toCharArray()) {
if (Character.isUpperCase(c)) hasUpper = true;
if (Character.isLowerCase(c)) hasLower = true;
if (Character.isDigit(c)) hasDigit = true;
¥
return hasUpper && hasLower && hasDigit;

/*x% {H{E0penIdiREX (&) */

private String exchangeWechatOpenId(String code) {
// A https://api.weixin.qq.com/sns/oauth2/access_token
return null;

/¥ §J¥JUserId3REY (H&#l) */
private String exchangeDingtalkUserId(String code) {
return null;

private User findByWechatOpenId(String openId) { return null; }
private User findByDingtalkUserId(String userId) { return null; }
private void sendSms(String phone, String code) { /*x ABEEERSHAPI */ }

// &% DTO

public static class CreateUserRequest {
private String name;
private String phone;
private String password;
private String role;
private String schoolld;
private String schoolName;

public String getName() { return name; }

public void setName(String n) { this.name = n; }
public String getPhone() { return phone; }

public void setPhone(String p) { this.phone = p; }



public String getPassword() { return password; }

public void setPassword(String p) { this.password = p; }
public String getRole() { return role; }

public void setRole(String r) { this.role = r; }

public String getSchoolId() { return schoolld; }

public void setSchoolId(String id) { this.schoolld = id; }
public String getSchoolName() { return schoolName; }

public void setSchoolName(String n) { this.schoolWName = n; }



